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4.4.8
Common parameters for simulated WLAN AP’s

The parameters specified in this subclause apply to all simulated WLAN APs unless otherwise specified.

Default WLAN parameters for simulated APs are specified in table 4.4.8-1.

Table 4.4.8-1: Default parameters for simulated WLAN APs

	Parameter
	Value
	Condition

	SSID
	3GPP WLAN InterWorking
	

	Security
	[WPA2]
	

	Hot Spot 2.0 Support
	Yes
	

	Trusted/Un-Trusted non 3GPP Access
	Un-Trusted
	

	EAP-AKA Procedure
	CHAP
	

	Beacon RSSI
	42 (-86 dBm), NOTE 1
	OFFLOAD

	Beacon RSSI
	Configured at the SS according to PIXIT parameter
	IMSoWLAN

	NOTE 1: 
The power level is specified at each UE Rx antenna.


	Condition
	Explanation

	OFFLOAD
	WLAN offload scenarios

	IMSoWLAN
	IMS over WLAN scenarios


<SECTIONS SKIPPED>
4.5A.23
Generic Test Procedure for IMS registration in EPC / WLAN

4.5A.23.1
Initial conditions

System Simulator:

-
WLAN Cell 27 according to Table 4.4.8-1 with condition IMSoWLAN.
User Equipment:

-
The UE is in state Switched OFF (state 1).
4.5A.23.2
Definition of system information messages

N/A

4.5A.23.3
Procedure

Table 4.5A.23.3-1: IMS registration in EPC / WLAN

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE is switched on
	-
	-

	2
	The UE associates with the WLAN AP and obtains the local IP address
	-
	-

	3
	The UE performs a dynamic selection of ePDG using DNS query
	-
	-

	4
	The UE establishes an IPsec tunnel using the IKEv2 protocol as defined in 3GPP TS 33.402 [55] clause 8.2.2, Figure 8.2.2-1.
	-
	-

	5-13
	The UE performs the IMS registration procedure according TS 34.229-1 [43] subclause C.2c (steps 2-9).
	-
	-


4.5A.23.4
Specific message contents

None
4.5A.24
Generic Test Procedure for IMS emergency call establishment in EPC / WLAN

4.5A.24.1
Initial conditions

System Simulator:

-
WLAN Cell 27 according to Table 4.4.8-1 with condition IMSoWLAN.

User Equipment:

-
The UE has selected an ePDG and is registered onto the IMS network according to clause 4.5A.23.

4.5A.24.2
Definition of system information messages

N/A

4.5A.24.3
Procedure

Table 4.5A.24.3-1: IMS emergency call establishment in EPC / WLAN

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	The UE is triggered to initiate an emergency call
	-
	-

	2
	The UE initiates a disconnection from the existing IPsec tunnel as defined in 3GPP TS 24.302 [53] clause 7.2.4.1, which is acknowledged by the SS.
	
	

	3
	The UE performs a dynamic selection of an ePDG that supports emergency services using DNS query
	-
	-

	4
	The UE establishes an IPsec tunnel using the IKEv2 protocol as defined in 3GPP TS 33.402 [55] clause 8.2.2, Figure 8.2.2-1.
	-
	-

	NOTE:
It is assumed that the WLAN AP association remains throughout the procedure.


4.5A.24.4
Specific message contents

None 

4.5A.25
Generic Test Procedure for XCAP establishment in EPC / WLAN

This procedure is applicable only for the case when pc_WLAN_XCAP_without_PDN is set to false.

4.5A.25.1
Initial conditions
System Simulator:

-
WLAN Cell 27 according to Table 4.4.8-1 with condition IMSoWLAN.

User Equipment:

-
The UE has selected an ePDG and is registered onto the IMS network according to clause 4.5A.23.

4.5A.25.2
Definition of system information messages
N/A

4.5A.25.3
Procedure

Table 4.5A.25.3-1: IMS XCAP establishment in EPC / WLAN

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Make the UE attempt XCAP signalling.
	-->
	-

	2
	The UE establishes an additional PDN and IPsec tunnel using the IKEv2 protocol as defined in 3GPP TS 33.402 [55] clause 8.2.2, Figure 8.2.2-1.
	-
	-


4.5A.25.4
Specific message contents

N/A

< SECTIONS SKIPPED>
4.7G
Default IKEv2 message and information element contents

-
IKE_SA_INIT request
This message is sent by the UE to the SS.

Table 4.7G-1: IKE_SA_INIT request

	Derivation path: IETF RFC 5996 [57]

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Not checked
	
	

	  Responder’s IKE_SA SPI
	0
	First message in IKE_SA_INIT exchange
	

	  Next Payload
	‘00100001’B
	SA
	

	  Exchange Type
	‘00100010’B
	IKE_SA_INIT
	

	Security Association Payload
	
	The presence of all Transform type and related Transform ID are checked.

These are allowed in one or more Proposals in any combination.   
	

	  Next Payload
	’00100010’B
	KE
	

	  More proposal
	Not checked
	
	

	    Proposal #
	Not checked
	Cryptographic suite 
	

	    Protocol ID
	‘00000001’B
	IKE
	

	    SPI size
	Not checked
	
	

	    Number of transforms
	Not checked
	
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type 
	‘00000001’B
	Encryption Algorithm
	

	      Transform ID
	‘00000011’B
	ENCR_3DES
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type
	‘00000001’B
	Encryption Algorithm
	

	      Transform ID
	‘00001100’B
	ENCR_AES_CBC
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type
	‘00000010’B
	Pseudorandom Function
	

	      Transform ID
	‘00000010’B
	PRF_HMAC_SHA1
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type
	‘00000011’B
	Integrity Algorithm
	

	      Transform ID
	‘00000010’B
	AUTH_HMAC_SHA1_96
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type
	‘00000011’B
	Integrity Algorithm
	

	      Transform ID
	‘00000101’B
	AUTH_AES_XCBC_96
	

	      More transform or Last transform
	Not checked
	
	

	      Transform type
	‘00000100’B
	Diffie-Hellman group
	

	      Transform ID
	‘00000010’B
	1024-bit MODP
	

	      Last transform or More transform
	Not checked
	
	

	      Transform type
	‘00000100’B
	Diffie-Hellman group
	

	      Transform ID
	‘00001110’B
	2048-bit MODP
	

	Key Exchange Payload
	
	
	

	  Next Payload
	‘00101000’B
	Nonce
	

	  Diffie-Hellman Group Num
	‘0000000000000010’B or ‘0000000000001110’B
	DH group 2 or 14
	

	  Key Exchange data
	Not checked
	
	

	Nonce Payload
	
	
	

	  Next Payload
	‘00000000’B
	No Next Payload if Nonce is the last payload
	

	  Nonce data
	Not checked
	
	

	NOTE 1: 
The order of Payloads/fields is not checked, unless explicitly specified. Additional Payloads/fields are ignored.

NOTE 2: 
The Check for Next Payload is to check the presence of (SA, KE, Nonce and No Next Payload). The SS shall not reject as invalid a message with those payloads in any other order.


-
IKE_SA_INIT response

This message is sent by the SS to the UE.

Table 4.7G-2: IKE_SA_INIT response

	Derivation path: IETF RFC 5996 [57]

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Same as that set by the UE in IKE_SA_INIT request
	
	

	  Responder’s IKE_SA SPI
	Set by the SS
	
	

	  Next Payload
	‘00100001’B
	SA
	

	  Exchange Type
	‘00100010’B
	IKE_SA_INIT
	

	Security Association Payload
	
	
	

	  Next Payload
	’00100010’B
	KE
	

	  Proposal
	One of the proposals included in IKE_SA_INIT request
	
	

	Key Exchange Payload
	
	
	

	  Next Payload
	‘00101000’B
	Nonce
	

	  Diffie-Hellman Group Num
	One of the proposals included in IKE_SA_INIT request
	
	

	  Key Exchange data
	Set by the SS
	
	

	Nonce Payload
	
	
	

	  Next Payload
	‘00000000’B
	No Next Payload if Nonce is the last payload
	

	  Nonce data
	Set by the SS
	
	

	



-
IKE_AUTH_request

This message is sent by the UE to the SS.

Table 4.7G-3: IKE_AUTH request

	Derivation path: IETF RFC 5996 [57]

	Information Element
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Next Payload
	‘00101111’B or ‘00110000’B or

‘00100111’B
	CP or EAP or AUTH
	

	  Exchange Type
	‘00100011’B
	IKE_AUTH
	

	NOTE 1:
The order of Payloads/fields is not checked, unless explicitly specified. Additional Payloads/fields are ignored.


-
IKE_AUTH response

This message is sent by the SS to the UE.

Table 4.7G-4: IKE_AUTH response

	Derivation path: IETF RFC 5996 [57]

	Information Element
	Value/remark
	Comment
	Condition

	
	
	The presence and values for applicable fields are provided according to the test model [see TS 36.523-3 [20] cl. 4.4.6].
	


