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1.	Introduction
The purpose of this paper is to discuss a way of adding UE’s IP layer check for UE under test and propose few options which can be implemented in current scope of 5G NR work plan.
2.	Discussion
Currently RAN5 tests rely on loopback modes functions for data path verification which is described in TS 36.509. A PDCP packet is looped back by putting UE in one of the applicable loopback modes. This approach, though within the scope of 3GPP and using a controlled UE state, check the protocol integrity but is not checking UE’s IP stack which involves higher protocol layers as well. A few reasons for this can be that UE’s IP stack check is not part of 3GPP scope and functionality might not be controllable to produce consistent results. There is no clearly defined industry specification and each vendor may have a slightly different implementation.

Several CAT (Carrier Acceptance Tests) have to come up with new tests which are functionally similar to RAN5 except add data verification exercising UE’ IP stack. This simply adds overhead and redundant cost to device certification. Further, since data is the major functionality for 5G NR, having complete IP stack\Data flow check without loopback modes (i.e putting UE in a test function) provides much more functional and meaningful tests.

Some of the upper layer test cases (RRC, NAS etc) can add a check along for UE’s IP Stack. A procedure which is agnostic to UE’s operating system, method of originating the call (i.e tethered vs embedded) can be created, to be added as a User-Plane check, in a similar fashion as what we have for LTE in TS 36.508 section 6.4.2: e.g. of title: Test procedure to check User-Plane connectivity or can be added to existing TR 37.901 (which already has similar procedures which can be modified). This procedure can then be called in test case prose where a IP “check” may be needed. A model test case for RRC [R5-17xxxxx] describes the prose impact.

2.1 Data Path Verification 
Precondition - A UE with successful attach and established PDN connection with assigned IPv4 and IPv6 addresses. This is already part of several RAN5 tests.
Purpose – UE can successfully send\receive data in DL, UL or both directions. Measuring throughput is not the intent.
Methods - To check IP stack and Data flow functionality, below are a few industry wide accepted approach which involves UE’s IP Stack. Each protocol option can be tested in IPv4 and IPv6.
1. Iperf - Iperf is a widely-used tool for network performance measurement and tuning. It is significant as a cross-platform tool that can produce standardized performance measurements for any network. Iperf has client and server functionality, and can create data streams (UDP or TCP) to measure\Check the data paths between the two ends in one or both directions. Typical Iperf output contains a time-stamped report of the amount of data transferred and the throughput measured. However, iperf is open source and UE vendors may have to compile it whenever a new version of Operating System is out. For that reason, this app based approach may be challenging.

2. FTP – File Transfer Protocol encapsulated in TCP packet – Common FTP servers can be used on the TE side as well as on the client side with UE in both embedded and tethered mode. This is one of the most meaningful check for Data Flow and using one most common protocol. An FTP server can be created with fine tuned parameters, UE’s can use any FTP client on its stack (ex – Busy Box and or any other means). TTCN will simply have to check if the UE and TE successfully downloads and uploads a predetermined file.


3. Standard Ping - Ping operates by sending Internet Control Message protocol (ICMP/ICMP6) Echo Request packets to the target host and waiting for an ICMP Echo Reply. The advantage of using Pings is the build in checks and reporting of errors, packet loss, and a statistical summary of the results. These can be configured in many ways to suite the data check. 

Impact to Prose of applicable test case in 38.523-1 – In the body of the prose, a statement can be added which point to generic procedure to check UE’s IP stack. This generic procedure itself can have a PASS or FAIL verdict. A model test case for RRC describes the prose impact.

TTCN Impact – Pass or Fail verdict to be provided by TE based on the procedure mentioned. One of the suggested approach for Method#3 can use high level flow as below – 
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Fig 1 – Suggested Framework for TTCN


3.	Proposal
1.  Three methods to check UE IP stack are detailed in 2.1. One or more of the above methods can be ironed out to produce consistent results and can be added in test case prose either in the body of the test case or through an note on which steps can check IP stack. The goal is to have minimal impact to include this in test case creation as well as to TTCN. Given the challenges in Method#1, and Method#2, Method#3 can be applied without impacting any timeframe.
2. The agreed procedure(s) in [1]  for Method#3 above can be added to TS 38.508 in similar fashion as what we have for LTE in TS 36.508 under section 6.4.2: e.g. of title: Test procedure to check User-Plane connectivity or can be added to existing TR 37.901 (which already has similar procedures which can be modified).
3. Measuring throughput is not the intent. Only UE’s IP Stack will be checked to ensure it is in sync with the Modem protocol layer.
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