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6.3.2
On-network / One MCPTT System / Location/ On-demand Location Information Request
6.3.2.1
Test Purpose (TP)

(1)
with {UE (MCPTT Client)registered and authorized for MCPTT service }
ensure that {
  when { the MCPTT server requests on-demand non-emergency location information }

    then { UE (MCPTT Client) sends the unencrypted or encrypted location information by sending the SIP MESSAGE  }

            }

(2)
with {UE (MCPTT Client) registered and authorized for MCPTT service}

ensure that {

  when {the MCPTT server requests on-demand emergency location information}
    then {UE (MCPTT Client) sends the unencrypted or encrypted location information by sending the SIP MESSAGE }

            }

6.3.2.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.379, clause 13.3.2, 13.3.3, 13.3.4. The following represents a copy/paste extraction of the requirements relevant to the test purpose; any references within the copy/paste text should be understood within the scope of the core spec they have been copied from. Unless otherwise stated, these are Rel-13 requirements.
[TS24.379 clause 13.2.2]
Upon receipt of a third-party SIP REGISTER request for an MCPTT client, the participating MCPTT function may configure the location reporting in the MCPTT client by generating a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33]. The participating MCPTT function:

1)
shall include a Request-URI set to the URI received in the To header field in the third-party SIP REGISTER request;

2)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref set to the value "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" in accordance with IETF RFC 3841 [6];

3)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element containing the MCPTT ID of the MCPTT user to receive the configuration;

4)
shall include an application/vnd.3gpp.mcptt-location-info+xml MIME body with the <Configuration> element contained in the <location-info> root element set to the desired configuration;

5)
shall include the TriggerId attribute where defined for the sub-elements defining the trigger criterion ;

6)
shall include the public service identity of the participating MCPTT function in the P-Asserted-Identity header field;
7)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp

[TS24.379 clause 13.2.3]

If the participating MCPTT function needs to request the MCPTT client to report its location, the participating MCPTT functions shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33]. The participating MCPTT function:

1)
shall include a Request-URI set to the URI received in the To header field in the third-party SIP REGISTER request;

2)
shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref set to the value "urn:urn-7:3gpp-service.ims.icsi.mcptt" along with parameters "require" and "explicit" in accordance with IETF RFC 3841 [6];

3)
shall include an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element containing the MCPTT ID of the MCPTT user;

4)
shall include an application/vnd.3gpp.mcptt-location-info+xml MIME body with a <Request> element contained in the <location-info> root element;

5)
shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcptt"; and

6)
shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].

 [TS24.379 clause 13.3.3]

Upon receiving a SIP MESSAGE request containing

1)
an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref set to the value "urn:urn-7:3gpp-service.ims.icsi.mcptt";

2)
a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml"; and

3)
 an application/vnd.3gpp.mcptt-location-info+xml MIME body with a <Request> element included in the <location-info> root element;

then the MCPTT client:

1)
shall send a location report as specified in subclause 13.3.4; and

2)
shall reset the minimumReportInterval timer.
[TS24.379 clause 13.3.4.1]

If a location reporting trigger fires the MCPTT client checks if the minimumReportInterval timer is running. If the timer is running the MCPTT client waits until the timer expires. When the minimumReportInterval timer fires, the MCPTT client:

1)
shall, if any of the reporting triggers are still true, send a location information report as specified in subclause 13.3.4.2.

If the MCPTT client receives a location information request as specified in subclause 13.3.3, the MCPTT client shall send a location report as specified in subclause 13.3.4.2
[TS24.379 clause 13.3.4.2]

If the MCPTT client needs to send a SIP request for other reasons (e.g. a SIP MESSAGE request containing an MBMS listening report as described in clause 14), the MCPTT client:

1)
 shall include an application/vnd.3gpp.mcptt-location-info+xml MIME body and in the <location-info> root element the MCPTT client shall include:

a)
a <Report> element and if the Report was triggered by a location request include the <ReportID> attribute set to the value of the <RequestID> attribute in the received Request;

b)
<TriggerId> child elements, where each element is set to the value of the <Trigger-Id> attribute associated with the trigger that have fired; and

c)
the location reporting elements corresponding to the triggers that have fired;

2)
shall set the minimumReportInterval timer to the minimumReportInterval time and start the timer; and

3)
shall reset all triggers.

If the MCPTT client does not need to send a SIP request for other reasons, the MCPTT client shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33]. The MCPTT client;

1)
shall include in the Request-URI, the SIP URI received in the P-Asserted-Identity header field in the received SIP MESSAGE request for location report configuration;

2)
shall include a Content-Type header field set to "application/vnd.3gpp.mcptt-location-info+xml";

3)
shall include an application/vnd.3gpp.mcptt-location-info+xml MIME body and in the <location-info> root element include:

a)
a <Report> element and if the Report was triggered by a location request include the <ReportID> attribute set to the value of the <RequestID> attribute in the received Request;

b)
a <TriggerId> child element set to the value of each <Trigger-Id> value of the triggers that have fired; and

c)
the location reporting elements corresponding to the triggers that have fired;

4)
shall include an Accept-Contact header field with the media feature tag g.3gpp.mcptt along with parameters "require" and "explicit" in accordance with IETF RFC 3841 [6];

5)
shall set the minimumReportInterval timer to the minimumReportInterval time and start the timer;

6)
shall reset all triggers; and

7)
shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].

6.3.2.3
Test description

6.3.2.3.1
Pre-test conditions

System Simulator

-
SS (MCPTT server)

UE:

-
The MCPTT client is authorised for MCPTT service

-
One MCPTT user is registered for receiving MCPTT service through the MCPTT Client
-
The MCPTT user is authorized to initiate emergency alerts and cancel emergency alerts
-
Other pre-settings

-
In the Service Configuration document as specified in 3GPP TS 24.484 [13], in the <signalling-protection> element

-
The <confidentiality-protection> element is set to "true"

-
The <integrity-protection> element is set to "true"

Editor's Note:
For facilitating the Test Case TTCN initial verification the <confidentiality-protection> element may be temporarily set, in the TTCN code, to "false"; when initial verification is successfully achieved then it shall be set to "true".

-
The MCPTT UE has been provisioned with key material associated with the user's MCPTT ID as specified in TS 36.579-1 [2], clause 5.6.2.

Table 6.3.2.3.2-1: USIM configuration 

	USIM field
	Priority
	Value
	Access technology
	Comment

	TBD
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Preamble

-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in TS 36.579-1 [2], subclause 5.4.2.
6.3.2.3.2
Test procedure sequence

Table 6.3.2.3.2-2: Main Behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	-
	EXCEPTION: The E-UTRA/EPC actions which are related to the MCPTT call establishment are described in TS 56.579-1 [2], subclause 5.4.4 'Generic Test Procedure for MCPTT CT communication in E-UTRA'. The test sequence below shows only the MCPTT relevant messages exchanged.
	-
	-
	-
	-

	1
	SS sends an location reporting configuration containing the non-emergency location information to the UE (MCPTT Client)  


	<---
	SIP MESSAGE 
	-
	-

	2
	SS sends on-demand location reporting request
	<---
	SIP MESSAGE
	-
	-

	-
	EXCEPTION: Steps 3a1 – 3a2 describe behaviour that depends on the UE implementation
	-
	-
	-
	-

	3a1
	Check: Does the UE (MCPTT Client) send a SIP MESSAGE containing the unencrypted location information report within the minimum report interval 
	--->
	SIP MESSAGE 
	1
	P

	3a2
	Check: Does the UE (MCPTT Client) send a SIP MESSAGE containing the encrypted location information report within the minimum report interval
	--->
	SIP MESSAGE
	1
	P

	4
	SS sends an location reporting configuration containing the emergency to the UE (MCPTT Client)  


	<---
	SIP MESSAGE 
	-
	-

	5
	SS sends on-demand location reporting request
	<---
	SIP MESSAGE
	-
	-

	-
	EXCEPTION: Steps 6a1 – 6a2 describe behaviour that depends on the UE implementation
	-
	-
	-
	-

	6a1
	Check: Does the UE (MCPTT Client) send a SIP MESSAGE containing the unencrypted location information report within the minimum report interval
	--->
	SIP MESSAGE 
	2
	P

	6a2
	Check: Does the UE (MCPTT Client) send a SIP MESSAGE containing the encrypted location information report within the minimum report interval
	--->
	SIP MESSAGE 
	2
	P

	-
	EXCEPTION: SS releases the E-UTRA connection.
	-
	-
	-
	-


6.3.2.3.3
Specific message contents

Table 6.3.2.3.3-3: SIP MESSAGE request for initiating a Location Reporting Configuration (Step 1, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Configuration
	
	
	

	   ConfigScope
	full
	
	

	     NonEmergencyLocationInformation
	an optional element that specifies the location information requested in non-emergency situations
	
	

	      ServingEcgi
	an optional element specifying that the serving E-UTRAN Cell Global Identity (ECGI) needs to be reported
	
	

	        NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	            MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	            MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	            CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	minimumIntervalLength
	a mandatory element specifying the minimum time the MCPTT client needs to wait between sending location reports. The value is given in seconds
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


Table 6.3.2.3.3-4: SIP MESSAGE request for initiating a Location Reporting Request (Step 2, 5 Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Request
	element is used to request a location report
	
	

	   RequestId
	attribute is returned in the corresponding <ReportId>
	
	


Table 6.3.2.3.3-5: SIP MESSAGE request for initiating a Location Reporting Report (Step 3a1, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Report
	Normal
	
	

	   ReportId
	
	
	

	     ReportType
	NonEmergency
	
	

	     CurrentLocation
	a mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	an optional element containing the ECGI of the serving cell
	
	

	           Ecgi
	unencrypted
	
	

	        NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	           Ecgi
	unencrypted
	
	

	        MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	           SaId
	unencrypted
	
	

	        MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	           MbsfnAreaId
	unencrypted
	
	

	        CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	           longitude
	unencrypted
	
	

	           latitude
	unencrypted
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


Table 6.3.2.3.3-6: SIP MESSAGE request for initiating a Location Reporting Report (Step 3a2, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Report
	Normal
	
	

	   ReportId
	
	
	

	     ReportType
	NonEmergency
	
	

	     CurrentLocation
	a mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	an optional element containing the ECGI of the serving cell
	
	

	           Ecgi
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	       NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	           Ecgi
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	           SaId
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	           MbsfnAreaId
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	           longitude
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	           latitude
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


Table 6.3.2.3.3-7: SIP MESSAGE request for initiating a Location Reporting Configuration (Step 4, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Configuration
	
	
	

	   ConfigScope
	full
	
	

	     EmergencyLocationInformation
	an optional element that specifies the location information requested in emergency situations
	
	

	      ServingEcgi
	an optional element specifying that the serving E-UTRAN Cell Global Identity (ECGI) needs to be reported
	
	

	        NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	            MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	            MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	            CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	minimumIntervalLength
	a mandatory element specifying the minimum time the MCPTT client needs to wait between sending location reports. The value is given in seconds
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


Table 6.3.2.3.3-8: SIP MESSAGE request for initiating a Location Reporting Report (Step 6a1, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Report
	Normal
	
	

	   ReportId
	
	
	

	     ReportType
	Emergency
	
	

	     CurrentLocation
	a mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	an optional element containing the ECGI of the serving cell
	
	

	           Ecgi
	unencrypted
	
	

	        NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	           Ecgi
	unencrypted
	
	

	        MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	           SaId
	unencrypted
	
	

	        MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	           MbsfnAreaId
	unencrypted
	
	

	        CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	           longitude
	unencrypted
	
	

	           latitude
	unencrypted
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


Table 6.3.2.3.3-9: SIP MESSAGE request for initiating a Location Reporting Report (Step 6a2, Table 6.3.2.3.3-2)
	Derivation Path: TS 36.579-1 [2], Table 5.5.2.7

	Information Element
	Value/remark
	Comment
	Condition

	location-info
	
	
	

	 Report
	Normal
	
	

	   ReportId
	
	
	

	     ReportType
	Emergency
	
	

	     CurrentLocation
	a mandatory element that contains the location information
	
	

	      CurrentServingEcgi
	an optional element containing the ECGI of the serving cell
	
	

	           Ecgi
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	       NeighbouringEcgi
	an optional element that can occur multiple times. It contains the ECGI of any neighbouring cell the MCPTT client can detect
	
	

	           Ecgi
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        MbmsSaId
	an optional element containing the MBMS Service Area Id the MCPTT client is using
	
	

	           SaId
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        MbsfnArea
	an optional element containing the MBSFN area the MCPTT is located in
	
	

	           MbsfnAreaId
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	        CurrentCoordinate
	an optional element containing the longitude and latitude coded as in subclause 6.1 in 3GPP TS 23.032.
	
	

	           longitude
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	           latitude
	encrypted
	
	

	           xenc:EncryptedData
	element from the "http://www.w3.org/2001/04/xmlenc#" namespace is included
	
	

	           Type
	attribute can be included with a value of "http://www.w3.org/2001/04/xmlenc#Content"
	
	

	           EncryptionMethod
	element with the "Algorithm" attribute set to value of "http://www.w3.org/2009/xmlenc11#aes128-gcm"
	
	

	          KeyInfo
	element
	
	

	          KeyName
	element containing the base 64 encoded XPK-ID;
	
	

	          CipherData
	element
	
	

	          CipherValue
	element containing the encrypted data
	
	

	  boundary
	set to any chosen value EX: boundary1
	
	


