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4.7F.3
ProSe Direct Communication Messages

-
KEY_REQUEST

This message is sent by the UE to the SS.
[Text skipped here]
-
MIKEY Verification Message

This message is sent by the UE to the SS.

Table 4.7F.3-4: MIKEY Verification Message

	Field
	Value/remark
	Comment
	Condition

	MIKEY Common Header
	Any
	
	

	  version
	‘00000001’B
	
	

	  data type
	‘00000000’B
	Pre-shared key message
	

	  Next payload
	‘00000101’B
	Next payload is timestamp
	

	  V
	‘0’B
	
	

	  PRF func
	‘0000001’B
	
	

	  CSB ID
	Same as sent by ProSe Function in the MIKEY message carrying PGK
	
	

	  #CS
	‘00000000’B
	
	

	  CS ID map type
	‘00000001’B
	Empty map
	

	  CS ID map Info
	FFS
	
	

	Timestamp Payload
	
	
	

	  Next payload
	‘00001011’B
	Next payload is RAND
	

	  TS Type
	‘00000010’B
	Value 2 corresponds to Counter
	

	  TS Value
	‘00000000000000000000000000000001’B
	Replay counter. 
	

	IDr payload
	
	
	

	  Next payload
	‘00001001’B
	Next payload is Verification Payload
	

	  ID Type
	0
	
	

	  ID len
	Length of ID data
	
	

	  ID data
	PMK identity of the PMK used to protect the MIKEY message @ the FQDN of the ProSe Key Management Function
	
	

	Verification Message Payload
	
	
	

	  Next payload
	‘00000000’B
	This is the last payload
	

	  Auth alg
	‘00000001’B
	AES-CM-128 
	

	  Verification data
	Message Authentication Code
	
	


-
DIRECT_COMMUNICATION_REQUEST
This message can be sent by the UE or the SS.

Table 4.7F.3-5: DIRECT_COMMUNICATION_REQUEST
	Derivation path: 24.334 [57], clause 11.4.2.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	0
	incremented for each outgoing new PC5 Signalling message
	

	User Info {
	
	
	

	  Type of User Info
	Any allowed value
	
	

	  Odd/even indication
	Any allowed value
	Reflecting the number of identity digits
	

	  Identity digits
	Any allowed value
	
	

	}
	
	
	

	IP Address Config
	Any allowed value
	
	

	Maximum Inactivity Period
	Any allowed value
	
	

	Nonce_1
	Any allowed value
	128-bit nonce value generated by the UE which initiated the procedure
	

	UE Security Capabilities
	Any allowed value
	
	

	MSB of KD-sess ID
	Any allowed value
	the 8 most significant bits of the KD-sess ID
	

	KD ID
	Any allowed value
	
	

	Relay Service Code
	Not present
	
	

	Signature
	Any allowed value
	ECCSI signature
content structure is specified in 3GPP TS 33.303
IETF RFC 6507
	

	Link Local IPv6 Address
	Present if the IP Address Config IE is set to 'address allocation not support'

Not Present otherwise
	128-bit IPv6 address
	


-
DIRECT_COMMUNICATION_ACCEPT
This message can be sent by the UE or the SS.

Table 4.7F.3-6: DIRECT_COMMUNICATION_ACCEPT
	Derivation path: 24.334 [57], clause 11.4.3.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	0
	incremented for each outgoing new PC5 Signalling message
	

	IP Address Config
	Any allowed value
	
	

	Link Local IPv6 Address
	Present if the IP Address Config IE is set to 'address allocation not support'

Not Present otherwise
	128-bit IPv6 address
	


-
DIRECT_SECURITY_MODE_COMMAND
This message can be sent by the UE or the SS.

Table 4.7F.3-7: DIRECT_SECURITY_MODE_COMMAND
	Derivation path: 24.334 [57], clause 11.4.12.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	

	UE Security Capabilities
	Any allowed value
	
	

	Nonce 2
	Any allowed value
	128-bit nonce value generated by the UE which initiated the procedure
	

	Chosen Algorithms
	Any allowed value
	
	

	LSB of KD-sess ID
	Any allowed value
	the 8 least significant bits of the KD-sess ID.
	

	MSB of KD ID
	Any allowed value or Not included
	the 8 most significant bits of the KD-sess ID
	

	KD Freshness 
	Any allowed value or Not included
	128-bit nonce value generated by initiating PKMF to ensure that any calculated KD is fresh
	

	GPI
	Any allowed value or Not included
	the GBA Push Information as defined in 3GPP TS 33.223
	

	User Info {
	
	
	

	  Type of User Info
	Any allowed value
	
	

	  Odd/even indication
	Any allowed value
	Reflecting the number of identity digits
	

	  Identity digits
	Any allowed value
	
	

	}
	
	
	

	Signature
	Any allowed value
	ECCSI signature
content structure is specified in 3GPP TS 33.303
IETF RFC 6507
	

	Encrypted Payload
	Any allowed value
	encrypted data encapsulating the shared secret key to be used for the established link
The exact content structure is specified in 3GPP TS 33.303
	


-
DIRECT_SECURITY_MODE_COMPLETE
This message can be sent by the UE or the SS.

Table 4.7F.3-8: DIRECT_SECURITY_MODE_COMPLETE
	Derivation path: 24.334 [57], clause 11.4.13.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	

	LSB of KD ID
	Any allowed value or Not present
	Optional

16 least significant bits of KD ID
	


-
DIRECT_COMMUNICATION_KEEPALIVE
This message can be sent by the UE or the SS.

Table 4.7F.3-9: DIRECT_COMMUNICATION_KEEPALIVE
	Derivation path: 24.334 [57], clause 11.4.5.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	

	Keepalive Counter
	0 if this is the first keepalive message being sent
otherwise

- the value sent in the preceeding acknowledged DIRECT_COMMUNICATION_KEEPALIVE message + 1,or,
- the same value if this is a retransmission
	
	

	Maximum Inactivity Period
	Any allowed value or Not present
	
	


-
DIRECT_COMMUNICATION_KEEPALIVE_ACK
This message can be sent by the UE or the SS.

Table 4.7F.3-10: DIRECT_COMMUNICATION_KEEPALIVE_ACK
	Derivation path: 24.334 [57], clause 11.4.6.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	

	Keepalive Counter
	the same value as the one received in the preceeding DIRECT_COMMUNICATION_KEEPALIVE message
	
	


-
DIRECT_COMMUNICATION_RELEASE
This message can be sent by the UE or the SS.

Table 4.7F.3-11: DIRECT_COMMUNICATION_RELEASE
	Derivation path: 24.334 [57], clause 11.4.7.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	

	Release Reason
	Any allowed value
	
	


-
DIRECT_COMMUNICATION_RELEASE_ACCEPT
This message can be sent by the UE or the SS.

Table 4.7F.3-12: DIRECT_COMMUNICATION_RELEASE_ACCEPT
	Derivation path: 24.334 [57], clause 11.4.8.1.1.

	Information Element
	Value/remark
	Comment
	Condition

	Sequence Number
	The Sequence number used in the previously sent PC5 Signalling message + 1
	
	


