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5.2
Reference test conditions

FFS
5.2.1
General

5.2.2
On-network
5.2.3
Off-network
When operating in off-network environment an MCPTT client shall:

-
implement the procedures for ProSe direct discovery for public safety use as specified in 3GPP TS 24.334 [28];

-
implement the procedures for one-to-one ProSe direct communication for Public Safety use as specified in 3GPP TS 24.334 [28];
5.3
Common requirements for test equipment

FFS

[Text skipped here]
5.5.9
Default miscellaneous messages and other information elements

5.5.9.1
MIKEY-SAKKE I_MESSAGE

RFC 6509 [23], RFC 3830 [24], RFC 6043 [25]
FFS
5.6
Reference configurations
5.6.1
General
The Reference configuration requirements provided in clause 5.6 specify configuration values that are expected to be pre-configured in the UE before a test is started. The exception to this requirement are tests which verify the communication exchange which allows a MCPTT device to be enabled for the provision of MCPTT cervices e.g. test case 5.1 in TS 36.579-2 [2].
5.6.2
Key material for provisioning of End-to-end communication security
For any end-point to use or access end-to-end secure communications, it needs to be provisioned with keying material associated to its identity by the KMS as specified in 3GPP TS 33.179 [15]. To avoid dynamic allocation of key material before each test case is run, the following keying information needs to be preconfigured in the UE. For convenience, the information is provided in the form of an XML which can be provided/pre-configured in the UE e.g. by a Key Management Server (KMS) as specified in 3GPP TS 33.179 [15].
<?xml version="1.0" encoding="UTF-8"?>

<SignedKmsResponse xmlns= "TOBEDEFINED" xmlns:xsi = "http://www.w3.org/2001/XMLSchema-instance" 

    xmlns:ds = "http://www.w3.org/2000/09/xmldsig#" xmlns:se = "TOBEDEFINED" 

    xsi:schemaLocation = "TOBEDEFINED SE_KmsInterface_XMLSchema.xsd" Id = "xmldoc">

<KmsResponse xmlns= "TOBEDEFINED"  Version = "1.0.0">

  <KmsUri>kms.example.org</KmsUri>

  <UserUri>user@example.org</UserUri>

  <Time>2014-01-26T10:07:14</Time>
  <KmsId>KMSProvider12345</KmsId>

  <ClientReqUrl>http://kms.example.org/keymanagement/identity/v1/keyprov</ClientReqUrl>

  <KmsMessage>

    <KmsKeyProv Version = "1.0.0" xsi:type = "se:KmsKeyProvTkType">

      <KmsKeySet Version = "1.1.0">

        <KmsUri>kms.example.org</KmsUri>

        <CertUri>cert1.kms.example.org</CertUri>

        <Issuer>www.example.org</Issuer>

        <UserUri>user@example.org</UserUri>

        <UserID>0123456789ABCDEF0123456789ABCDEF</UserID>

        <ValidFrom>2017-07-31T17:00:00</ValidFrom>

        <ValidTo>2018-07-31T16:59:59</ValidTo>

        <KeyPeriodNo>3710502000</KeyPeriodNo>

        <Revoked>false</Revoked>

        <UserDecryptKey xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserDecryptKey>

        <UserSigningKeySSK xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

        </EncryptedKey>

        </UserSigningKeySSK>

        <UserPubTokenPVT xsi:type = "se:EncKeyContentType">

          <EncryptedKey xmlns = "http://www.w3.org/2001/04/xmlenc#">

            <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

            <ds:KeyInfo>

              <ds:KeyName>tk.12.user@example.org</KeyName>

            </ds:KeyInfo>

            <CipherData>

              <CipherValue>DEADBEEF</CipherValue>

            </CipherData>

          </EncryptedKey>

        </UserPubTokenPVT>

      </KmsKeySet>

      <NewTransportKey xmlns= "TOBEDEFINED">

            <EncryptedKey xmlns="http://www.w3.org/2001/04/xmlenc#" Type="http://www.w3.org/2001/04/xmlenc#EncryptedKey">

              <EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes256"/>

              <ds:KeyInfo>

                <ds:KeyName>tk.12.user@example.org</KeyName>

              </ds:KeyInfo>

              <CipherData>

                <CipherValue>DEADBEEF</CipherValue>

              </CipherData>

              <CarriedKeyName>tk.13.user@example.org</CarriedKeyName>

            </EncryptedKey>

          </NewTransportKey>

    </KmsKeyProv>

  </KmsMessage>

</KmsResponse>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>tk.12.user@example.org</KeyName>

    </KeyInfo>

  </Signature>

</SignedKmsResponse>
