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1. Introduction

CT1 has agreed a Rel-13 correction ([1]) related to handling NAS messages without integrity protection as the current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks.

Additionally according to the coversheet of [1]: 

 "This CR can be taken by MS implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible."
As a consequence of the above described changes introduced by CT1 the UE behaviour will be different when the SERVICE REJECT message with GMM cause value #3, #6, #7, #8, #11, #12, #13 or #15 before the network has activated the integrity protection for the PS domain or after.
2. Discussion
According to clause 4.7.13 in TS 24.008:

"The criteria to invoke the Service request procedure are when;

a)
the MS has any signalling messages except GMM messages (e.g. for SM or SMS) to be sent to the network in PMM-IDLE mode (i.e., no secure PS signalling connection has been established). In this case, the service type shall be set to "signalling".

b)
the MS, either in PMM-IDLE or PMM-CONNECTED mode, has pending user data to be sent, no radio access bearer is established for the corresponding PDP context, and timer T3319 (see subclause 4.7.13.3) is not running or, optionally, if timer T3319 is running and the flag in the Uplink data status IE for this PDP context has not been set in the last Service Request. The procedure is initiated by an indication from the lower layers (see 3GPP TS 24.007 [20]). In this case, the service type shall be set to "data".

c)
the MS receives a paging request for PS domain from the network in PMM-IDLE mode. In this case, the service type shall be set to "paging response".

d)
the MS is in PMM-IDLE mode or PMM-CONNECTED, receives an MBMS notification for an MBMS multicast service for which the MS has activated an MBMS context or for an MBMS broadcast service which has been selected for reception locally by upper layers in the MS, and is prompted by the contents of the notification to establish a PS signalling connection (see 3GPP TS 25.346 [110]). In this case, the service type shall be set to "MBMS multicast service reception" or "MBMS broadcast service reception", respectively. 

e)
the MS in PMM-IDLE mode or PMM-CONNECTED, determines from the broadcast MBMS control parameters that there is a need to establish a point-to-point Radio Bearer to enable MBMS reception (see 3GPP TS 25.346 [110]). In this case, the service type shall be set to "MBMS multicast service reception" or "MBMS broadcast service reception", respectively."
According to TS 24.008 sub-clause 4.7.13.3:

"If the SERVICE REQUEST message was sent in PMM-IDLE mode, the indication from the lower layers that the security mode control procedure is completed shall be treated as a successful completion of the procedure. . The service request attempt counter shall be reset, timer T3317 shall be stopped, and the MS enters GMM-REGISTERED state and PMM-CONNECTED mode."

If the UE initiates Service request procedure when in PMM-IDLE mode the RRC security procedure needs to be performed to establish PS integrity protection before SERVICE REJECT is sent. According to TS 24.008 sub-clause 4.7.13.3: 
"If the SERVICE REQUEST message was sent in PMM-IDLE mode, the indication from the lower layers that the security mode control procedure is completed shall be treated as a successful completion of the procedure. "

Since there is no UE behaviour defined in TS 24.008 for the case if a SERVICE REJECT is received after the Service request procedure is considered successfully completed this situation should be avoided during testing.

There are 2 options for initiating SERVICE REQUEST in PMM-CONNECTED mode (see above):

i. The MS has no data bearers and has pending uplink data:
 When this possibility was explored related to test case 12.9.7d it has transpired that several UEs have a proprietary 3GPP compliant behaviour in the case no PDP context without data bearer is established.
The test case would have to be rather complicated to cater for all UE specific behaviour.
ii. Create a set of MBMS test cases to replace all the affected test cases below.
Test coverage would be limited to MBMS UEs.
Table 2.2: Draft list of affected SERVICE REJECT test cases from TS 34.123
	Test case number
	Test case title

	12.9.1
	Service Request Initiated by UE Procedure

	12.9.3
	Service Request / rejected / Illegal MS

	12.9.4
	Service Request / rejected / PS services not allowed

	12.9.6
	Service Request / rejected / PLMN not allowed

	12.9.7b
	Service Request / rejected / No Suitable Cells In Location Area

	12.9.7c
	Service Request / rejected / Roaming not allowed in this location area

	12.9.7d
	Service Request / rejected / Not authorized for this CSG


3. Proposal
1. Update the test case applicability at RAN5#77 and make these test cases not applicable from Rel-13 onwards or if [1] is implemented until a solution is found, if any.

2. Send an LS to CT1 to inform them about the RAN5 decision.
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