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5.4.4A.4
Specific message contents

The same conditions as those described in 5.4.4.4 with the following addition.

Table 5.4.4A.4-1: CLOSE UE TEST LOOP (Step 14, Table 5.4.4A.3-1)

	Derivation Path: 36.509 [x] clause 6.1

	Information Element
	Value/remark
	Comment
	Condition

	UE test loop mode
	00010100
	UE test loop mode M
	


Table 5.4.4A.4-2: CLOSE UE TEST LOOP COMPLETE (Step 15, Table 5.4.4A.3-1)

	Derivation Path: 36.509 [x] clause 6.2


5.4.5
Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment
5.4.5.1
Initial conditions

System Simulator:

-
SS-UE1.

-
As defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
User Equipment:
ProSe related configuration

-
The UE is authorised to perform ProSe Direct Communication; The UE is equipped with a USIM containing values shown in Table 19.1.9.3.1-1, and, relevant to each of the supported services values as specified in TS 36.508 [6], section 4.9.3.1 (e.g. Direct Communication Radio Parameters and geographical area when UE is "not served by E-UTRAN", ProSe Layer-2 Group ID, ProSe Group IP multicast address, etc.).

Table 5.4.5.1-1: USIM Configuration

	USIM field
	Value

	EFUST
	Service n°101 (ProSe) supported.

	EFPST
	Service n°3 (ProSe Direct Communication radio parameters) supported.

	
	Service n°4 (ProSe Direct Discovery monitoring radio parameters) supported

	
	Service n°5 (ProSe Direct Discovery announcing radio parameters) supported

	
	Service n°6 (ProSe policy parameters) supported.

	
	Service n°7 (ProSe group counter) supported.

	EFAD
	b3=1: the ME is authorized to use the parameters stored in the USIM or in the ME for ProSe services for Public Safety usage.

	EFPROSE_RADIO_COM
	b2=1 indicates that the UE is authorised to perform one-to-one ProSe direct communication when not served by E-UTRAN.


UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [6].
5.4.5.2
Definition of system information messages

N/a (out of E-UTRA coverage)
5.4.5.3
Procedure

Table 5.4.5.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT CO communication-establishment
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 15 sec to allow the UE to establish that it is out of coverage and initiate scanning the frequency pre-set for ProSe communication for any activities.
	-
	-

	3
	Make the UE initiate one-to-one ProSe direct communication with the remote UE preconfigured (ProSe Layer-2 Group ID).
	-
	-

	4
	UE sends a DIRECT_COMMUNICATION_REQUEST message, IP Address Config IE set to "address allocation not supported".
	-->
	DIRECT_COMMUNICATION_REQUEST

	5
	SS-UE1 sends a DIRECT_SECURITY_MODE_COMMAND message.
	<--
	DIRECT_SECURITY_MODE_COMMAND

	6
	UE sends a DIRECT_SECURITY_MODE_COMPLETE message ciphered and integrity protected with the new security context.
	-->
	DIRECT_SECURITY_MODE_COMPLETE

	7
	SS-UE1 sends a DIRECT_COMMUNICATION_ACCEPT message.
	<--
	DIRECT_COMMUNICATION_ACCEPT

	8
	EXCEPTION: After the communication is established, an IP address configuration procedure is performed depending on what the UE has indicated in the IP Address Config IE (if it is not "address allocation not supported") in the DIRECT_COMMUNICATION_REQUEST message, and, the SS-UE1 itself indicating "address allocation not supported" in the DIRECT_COMMUNICATION_ACCEPT message.
	-
	-

	-
	EXCEPTION: Steps 9a1 to 9a2 describe behaviour that depends on UE implementation; the "lower case letter" identifies a step sequence that depends on the UE implementation of keepalive procedure.
	-
	-

	9a1
	UE sends a DIRECT_COMMUNICATION_KEEPALIVE message.
	-->
	DIRECT_COMMUNICATION_KEEPALIVE

	9a2
	SS-UE1 sends a DIRECT_COMMUNICATION_KEEPALIVE_ACK message.
	<--
	DIRECT_COMMUNICATION_KEEPALIVE_ACK


5.4.5.4
Specific message contents

Table 5.4.5.4-1: DIRECT_COMMUNICATION_ACCEPT (step 7 Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-6.

	Information Element
	Value/remark
	Comment
	Condition

	IP Address Config
	'0011'B
	address allocation not supported
	

	Link Local IPv6 Address
	If the UE indicated 'address allocation not supported' in the IP Address Config IE in the DIRECT_COMMUNICATION_REQUEST message then a link-local IPv6 address formed locally
	128-bit IPv6 address
	


Table 5.4.5.4-2: DIRECT_SECURITY_MODE_COMMAND (step 5, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-7.

	Information Element
	Value/remark
	Comment
	Condition

	UE Security Capabilities
	Set to the UE Security Capabilities received in the DIRECT_COMMUNICATION_REQUEST message
	
	

	Chosen Algorithms
	One of the non null algorithms provided in UE Security Capabilities (i.e. different to EIA0 (null integrity protection algorithm)/EEA0 (null ciphering algorithm))
	
	

	MSB of KD ID
	The MSB of KD ID of the new KD
	
	

	KD Freshness 
	Not included
	
	

	GPI
	Not included
	
	

	User Info {
	
	
	

	  Type of User Info
	IMSI
	
	

	  Odd/even indication
	Reflecting the number of digits in the IMSI
	
	

	  Identity digits
	A value different to the IMSI of the UE
	
	

	}
	
	
	


Table 5.4.5.4-3: DIRECT_SECURITY_MODE_COMPLETE (step 6, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-8.

	Information Element
	Value/remark
	Comment
	Condition

	LSB of KD ID
	Not included
	
	


Table 5.4.5.4-4: DIRECT_COMMUNICATION_KEEPALIVE (step 9a1, Table 5.4.5.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-9.

	Information Element
	Value/remark
	Comment
	Condition

	Keepalive Counter
	0
	
	

	Maximum Inactivity Period
	Any allowed value
	
	


5.4.6
Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment
5.4.6.1
Initial conditions

System Simulator:

-
SS-UE1.

-
As defined in TS 36.508 [6], configured for and operating as ProSe Direct Communication transmitting and receiving device.
User Equipment:
ProSe related configuration

-
The UE is authorised to perform ProSe Direct Communication; The UE is equipped with a USIM containing values shown in Table 19.1.9.3.1-1, and, relevant to each of the supported services values as specified in TS 36.508 [6], section 4.9.3.1 (e.g. Direct Communication Radio Parameters and geographical area when UE is "not served by E-UTRAN", ProSe Layer-2 Group ID, ProSe Group IP multicast address, etc.).

Table 5.4.6.1-1: USIM Configuration

	USIM field
	Value

	EFUST
	Service n°101 (ProSe) supported.

	EFPST
	Service n°3 (ProSe Direct Communication radio parameters) supported.

	
	Service n°4 (ProSe Direct Discovery monitoring radio parameters) supported

	
	Service n°5 (ProSe Direct Discovery announcing radio parameters) supported

	
	Service n°6 (ProSe policy parameters) supported.

	
	Service n°7 (ProSe group counter) supported.

	EFAD
	b3=1: the ME is authorized to use the parameters stored in the USIM or in the ME for ProSe services for Public Safety usage.

	EFPROSE_RADIO_COM
	b2=1 indicates that the UE is authorised to perform one-to-one ProSe direct communication when not served by E-UTRAN.


UE state

-
The UE is in state Switched OFF (state 1) according to TS 36.508 [6].
5.4.6.2
Definition of system information messages

N/a (out of E-UTRA coverage).
5.4.6.3
Procedure

Table 5.4.6.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT CT communication-establishment
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Power up the UE.
	-
	-

	2
	Wait for 15 sec to allow the UE to establish that it is out of coverage and initiate scanning the frequency pre-set for ProSe communication for any activities.
	-
	-

	3
	SS-UE1 sends a DIRECT_COMMUNICATION_REQUEST message, IP Address Config IE set to "address allocation not supported".
	<--
	DIRECT_COMMUNICATION_REQUEST

	4
	UE sends a DIRECT_SECURITY_MODE_COMMAND message unciphered but integrity protected with the new security context.
	-->
	DIRECT_SECURITY_MODE_COMMAND

	5
	SS-UE1 sends a DIRECT_SECURITY_MODE_COMPLETE message ciphered and integrity protected with the new security context.
	<--
	DIRECT_SECURITY_MODE_COMPLETE

	6
	UE sends a DIRECT_COMMUNICATION_ACCEPT message.
	-->
	DIRECT_COMMUNICATION_ACCEPT

	7
	EXCEPTION: After the communication is established, an IP address configuration procedure is performed depending on what the UE has indicated in the IP Address Config IE (if it is not "address allocation not supported") in the DIRECT_COMMUNICATION_REQUEST message, and, the SS-UE1 itself indicating "address allocation not supported" in the DIRECT_COMMUNICATION_ACCEPT message.
	-
	-

	8
	SS-UE1 sends a DIRECT_COMMUNICATION_KEEPALIVE message with a Keepalive Counter IE that contains the value of the keepalive counter for this link=0, and a Maximum Inactivity Period IE.
	<--
	DIRECT_COMMUNICATION_KEEPALIVE

	9
	UE sends a DIRECT_COMMUNICATION_KEEPALIVE_ACK message including the Keepalive Counter IE set to the same value as that received in the DIRECT_COMMUNICATION_KEEPALIVE message.
	-->
	DIRECT_COMMUNICATION_KEEPALIVE_ACK


5.4.6.4
Specific message contents
Table 5.4.6.4-1: DIRECT_COMMUNICATION_REQUEST (step 3, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-5.

	Information Element
	Value/remark
	Comment
	Condition

	User Info {
	
	
	

	  Type of User Info
	IMSI
	
	

	  Odd/even indication
	Reflecting the number of digits in the IMSI
	
	

	  Identity digits
	A value different to the IMSI of the UE
	
	

	}
	
	
	

	IP Address Config
	'0011'B
	address allocation not supported
	

	Maximum Inactivity Period
	'10 0000 0000'B
	512 sec, randomly chosen to allow sufficient time for a TC which uses this procedure to be completed without need to repeat the keepalive procedure
	

	Nonce_1
	
	
	

	UE Security Capabilities
	01111111 01111111
	All but null algorithms supported
	

	MSB of KD-sess ID
	the 8 most significant bits of the KD-sess ID
	
	

	KD ID
	Not present
	
	

	Signature
	the ECCSI signature calculated with the User Info and Nonce_1 as specified in 3GPP TS 33.303 [X]
	
	

	Link Local IPv6 Address
	a link-local IPv6 address formed locally
	
	


Table 5.4.6.4-2: DIRECT_SECURITY_MODE_COMMAND (step 4 Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-7.

	Information Element
	Value/remark
	Comment
	Condition

	MSB of KD ID
	Any allowed value
	
	

	KD Freshness 
	Not included
	
	

	GPI
	Not included
	
	

	Signature
	The ECCSI signature calculated with the User Info and Nonce_1 as specified in 3GPP TS 33.303 [X]
	
	

	Encrypted Payload
	The SAKKE payload generated as specified in 3GPP TS 33.303 [X].
	
	


Table 5.4.6.4-3: DIRECT_SECURITY_MODE_COMPLETE (step 5, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-8.

	Information Element
	Value/remark
	Comment
	Condition

	LSB of KD ID
	16 least significant bits of KD ID
	
	


Table 5.4.6.4-4: DIRECT_COMMUNICATION_KEEPALIVE (step 8, Table 5.4.6.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-9.

	Information Element
	Value/remark
	Comment
	Condition

	Keepalive Counter
	0
	
	

	Maximum Inactivity Period
	'10 0000 0000'B
	512 sec, randomly chosen to allow sufficient time for a TC which uses this procedure to be completed without need to repeat the keepalive procedure
	


5.4.7
Generic Test Procedure for MCPTT communication over ProSe direct one-to-one communication out of E-UTRA coverage - release by the SS
5.4.7.1
Initial conditions

System Simulator:

-
SS-UE1.

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.7.
User Equipment:
ProSe related configuration

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.7.
UE state

-
The UE has established ProSe direct communication one-to-one out of E-UTRA coverage using the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.6.
5.4.7.2
Definition of system information messages

N/a (out of E-UTRA coverage).
5.4.7.3
Procedure

Table 5.4.7.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT communication - release by the SS
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	SS-UE1 sends a DIRECT_COMMUNICATION_RELEASE message with a Release Reason IE indicating 'Direct Communication to peer UE no longer needed'.
	<--
	DIRECT_COMMUNICATION_RELEASE

	2
	UE sends a DIRECT_COMMUNICATION_RELEASE_ACCEPT message.
	-->
	DIRECT_COMMUNICATION_RELEASE_ACCEPT


5.4.7.4
Specific message contents
Table 5.4.7.4-1: DIRECT_COMMUNICATION_RELEASE (step 1, Table 5.4.7.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-11.

	Information Element
	Value/remark
	Comment
	Condition

	Release Reason
	'0001'B
	Direct communication to the peer UE no longer needed
	


5.4.8
Generic Test Procedure for MCPTT communication over ProSe direct one-to-one communication out of E-UTRA coverage - release by the UE
5.4.8.1
Initial conditions

System Simulator:

-
SS-UE1.

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.8.
User Equipment:
ProSe related configuration

-
Same as those defined in the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.8.
UE state

-
The UE has established ProSe direct communication one-to-one out of E-UTRA coverage using the 'Generic Test Procedure for MCPTT CO communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.5, or, the 'Generic Test Procedure for MCPTT CT communication over ProSe direct one-to-one communication out of E-UTRA coverage-establishment', as described in TS 56.579-1 [2], subclause 5.4.6.
5.4.8.2
Definition of system information messages

N/a (out of E-UTRA coverage).
5.4.8.3
Procedure

Table 5.4.8.3-1: ProSe direct communication one-to-one out of E-UTRA coverage signalling for MCPTT communication - release by the UE
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	UE sends a DIRECT_COMMUNICATION_RELEASE message with a Release Reason IE indicating 'Direct Communication to peer UE no longer needed'.
	-->
	DIRECT_COMMUNICATION_RELEASE

	2
	SS-UE1 sends a DIRECT_COMMUNICATION_RELEASE_ACCEPT message.
	<--
	DIRECT_COMMUNICATION_RELEASE_ACCEPT


5.4.8.4
Specific message contents
Table 5.4.8.4-1: DIRECT_COMMUNICATION_RELEASE (step 1, Table 5.4.8.3-1)

	Derivation path: 36.508 [6], Table 4.7F.3-11.

	Information Element
	Value/remark
	Comment
	Condition

	Release Reason
	'0001'B
	Direct communication to the peer UE no longer needed
	


5.4.9
Generic Test Procedure for MCPTT pre-established session establishment CO
5.4.9.1
Initial conditions

System Simulator:

-
SS E-UTRA related parameters are set to the default parameters for the basic single cell environment, as defined in TS 36.508 [6] clause 4.4, unless otherwise specified in the test case.

User Equipment:

-
The UE has performed the Generic Test Procedure for MCPTT UE registration as specified in subclause 5.4.2 and is in E-UTRA Registered, Idle Mode state.
-
The UE (MCPTT client) is authorised for MCPTT service

-
One UE (MCPTT user) is registered for receiving MCPTT service through the MCPTT Client

-
The UE (MCPTT client) supports pre-established session
5.4.9.2
Definition of system information messages

The E-UTRA default system information messages as defined in TS 36.508 [6] are used.
5.4.9.3
Procedure

Table 5.4.9.3-1: MCPTT pre-established session establishment CO
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	1
	Make the UE (MCPTT User) request the creation of a pre-established session
	-
	-

	2-7
	Steps 2-7 as described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' take place.
	-
	-

	-
	EXCEPTION: In parallel to the events described in step 8 below, step 8 described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' takes place.
	-
	-

	8
	UE (MCPTT Client) sends a SIP INVITE message in order to create a pre-established session.
	-->
	SIP INVITE

	9
	Step 10 as described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' takes place.
	-
	-

	-
	EXCEPTION: In parallel to the events described in step 10 below, steps 11-12 described in subclause 5.4.3 'Generic Test Procedure for MCPTT CO call establishment in E-UTRA' take place.
	-
	-

	10
	The SS (MCPTT server) responds with a SIP 200 (OK) message.
	<--
	SIP 200 (OK)

	11
	UE (MCPTT client) notifies the user that the pre-established session has been created.
NOTE: This is expected to be done via a suitable implementation dependent MMI.
	-
	-

	12
	The SS transmits an RRCConnectionRelease message.
	<--
	RRC: RRCConnectionRelease


5.4.9.4
Specific message contents
Table 5.4.9.4-1: Message SIP INVITE (steps 8, Table 5.4.9.3-1)

	FFS

	Derivation Path: TS 24.379 clause 8.2.1

	Information Element
	Value/remark
	Comment
	Condition

	Request-Line
	
	
	

	  Method
	INVITE
	
	

	  Request-URI
	public service identity of the participating MCPTT function serving the MCPTT user
	
	

	  SIP-Version
	SIP/2.0
	
	

	P-Preferred-Identity 
	Contains the public user identity of the MCPTT user.
	Reference:
24.379
RFC 3325 
	

	  PPreferredID-value
	sip:SIP PPI User Part@SIP PPI Host Part
	
	

	Contact
	
	
	

	  feature-param
	g.3gpp.mcptt
	Media feature tag
	

	Accept-Contact
	Contains the g.3gpp.mcptt feature tag.
	Reference:
24.397

RFC 3841 
	

	  ac-value
	g.3gpp.mcptt
	
	

	  ac-value
	require
	
	

	  ac-value
	explicit
	
	

	P-Preferred-Service 
	Contains the ICSI for MCPTT
	Reference:
24.379
	

	  Service-ID
	urn:urn-7:3gpp-service.ims.icsi.mcptt
	
	

	Accept-Contact
	
	Reference:
24.397

RFC 3841 
	

	  ac-value
	g.3gpp.icsi-ref=urn%3Aurn-7%3A3gpp-service.ims.icsi.mcptt
	
	

	  ac-value
	require
	
	

	  ac-value
	explicit
	
	

	Supported
	
	Reference:

RFC 3261

RFC6442

RFC4488
24.379
	

	  value
	timer
	
	

	Session Expires
	
	
	

	     value
	3600
	
	

	SDP offer
	FFS
	
	


Table 5.4.9.4-2: Message SIP 200 (OK) (step 10, Table 5.4.9.3-1)

	FFS

	Derivation Path: 24.379 clause 8.3.1.1

	Information Element
	Value/remark
	Comment
	Condition

	SDP offer
	
	
	


3GPP


