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Table 23.1.1.3.3-20: Message ESM DATA TRANSPORT (step 32a6, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	User data container
	Max 128 Octets of data
	- The number of Octets is chosen in relation to the MTU parameters set in the TC and shall be obeyed; the value of each octet is not checked.
	

	Release assistance indication
	Not present Or Present with DDX='00'BNot checked
	The messages before the last.
	

	
	Not present Or Present (with DDX='00'B Or DDX='01'B)
	The last message
	


23.2
User Plane
23.2.1
CIoT Optimization / User Plane
23.2.1.1
Test Purpose (TP)

(1)

with { UE with CIoT Optimization and with User Plane data configured, with RRC Connection suspended }
ensure that {

  when { MT data transfer is triggered }

  then { performs resumption of a suspended RRC connection by transmitting RRCConnectionResumeRequest, transit to RRC_CONNECTED state and receives the downlink data }

}

 (2)

with { UE with CIoT Optimization and with User Plane data configured, with RRC Connection suspended }

ensure that {

  when { MO data transfer is triggered }

    then { performs resumption of a suspended RRC connection by transmitting RRCConnectionResumeRequest, transit to RRC_CONNECTED state and transmits the uplink data }

            }

23.2.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.331, clause 5.3.1.1, and 5.3.12.

[TS 36.331, clause 5.3.1.1]

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection. During this initial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement reporting, but the UE only sends the corresponding measurement reports after successful security activation. However, the UE only accepts a handover message when security has been activated.

NOTE:
In case the serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure measurements after having obtained the UE capabilities, as the measurement configuration needs to be set according to the band selected by the UE.
Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection) using the initial security activation procedure. The RRC messages to activate security (command and successful response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and DRBs) are both integrity protected and ciphered.

After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and DRBs, i.e. E-UTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if the initial security activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is always activated from the start, i.e. the E-UTRAN does not establish these bearers prior to activating security.
For some radio configuration fields, a critical extension has been defined. A switch from the original version of the field to the critically extended version is allowed using any connection reconfiguration. The UE reverts to the original version of some critically extended fields upon handover and re-establishment as specified elsewhere in this specification. Otherwise, switching a field from the critically extended version to the original version is only possible using the handover or re-establishment procedure with the full configuration option. This also applies for fields that are critically extended within a release (i.e. original and extended version defined in same release).
After having initiated the initial security activation procedure, E-UTRAN may configure a UE that supports CA, with one or more SCells in addition to the PCell that was initially configured during connection establishment. The PCell is used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI). SCells are used to provide additional downlink and optionally uplink radio resources. When not configured with DC all SCells the UE is configured with, if any, are part of the MCG. When configured with DC however, some of the SCells are part of a SCG. In this case, user data carried by a DRB may either be transferred via MCG (i.e. MCG-DRB), via SCG (SCG-DRB) or via both MCG and SCG in DL while E-UTRAN configures the CG used in UL (split DRB). An RRC connection reconfiguration message may be used to change the DRB type from MCG-DRB to SCG-DRB or to split DRB, as well as from SCG-DRB or split DRB to MCG-DRB.
SCG change is a synchronous SCG reconfiguration procedure (i.e. involving RA to the PSCell) including reset/ re-establishment of layer 2 and, if SCG DRBs are configured, refresh of security. The procedure is used in a number of different scenarios e.g. SCG establishment, PSCell change, Key refresh, change of DRB type. The UE performs the SCG change related actions upon receiving an RRCConnectionReconfiguration message including mobilityControlInfoSCG, see 5.3.10.10.
The release of the RRC connection normally is initiated by E-UTRAN. The procedure may be used to re-direct the UE to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to RRC_IDLE without notifying E-UTRAN.
The suspension of the RRC connection is initiated by E-UTRAN. When the RRC connection is suspended, the UE stores the UE AS context and the resumeIdentity, and transitions to RRC_IDLE state. The RRC message to suspend the RRC connection is integrity protected and ciphered. Suspension can only be performed when at least 1 DRB is successfully established.
The resumption of a suspended RRC connection is initiated by upper layers when the UE has a stored UE AS context, RRC connection resume is permitted by E-UTRAN and the UE needs to transit from RRC_IDLE state to RRC_CONNECTED state. When the RRC connection is resumed, RRC configures the UE according to the RRC connection resume procedure based on the stored UE AS context and any RRC configuration received from E-UTRAN. The RRC connection resume procedure re-activates security and re-establishes SRB(s) and DRB(s). The request to resume the RRC connection includes the resumeIdentity. The request is not ciphered, but protected with a message authentication code.

In response to a request to resume the RRC connection, E-UTRAN may resume the suspended RRC connection, reject the request to resume and instruct the UE to either keep or discard the stored context, or setup a new RRC connection.
 [TS 36.331, clause 5.3.3.3a]
The UE shall set the contents of RRCConnectionResumeRequest message as follows:

1>
if the UE is a NB-IoT UE; or
1>
if field useFullResumeID is signalled in SystemInformationBlockType2:
2>
set the resumeID to the stored resumeIdentity;

1>
else

2>
set the truncatedResumeID to include bits in bit position 9 to 20 and 29 to 40 from the left in the stored resumeIdentity.
1> if the UE supports mo-VoiceCall establishment cause and UE is resuming the RRC connection for mobile originating MMTEL voice and SystemInformationBlockType2 includes voiceServiceCauseIndication: 
2>
set the resumeCause to mo-VoiceCall;
1>
else

2>
set the resumeCause in accordance with the information received from upper layers;
1>
set the shortResumeMAC-I to the 16 least significant bits of the MAC-I calculated:

2>
over the ASN.1 encoded as per section 8 (i.e., a multiple of 8 bits) VarShortResumeMAC-Input (or VarShortResumeMAC-Input-NB in NB-IoT);

2>
with the KRRCint key and the previously configured integrity protection algorithm; and

2>
with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>
restore the RRC configuration and security context from the stored UE AS context:

1>
restore the PDCP state and re-establish PDCP entities for SRB1;
1>
resume SRB1;
NOTE:
Until successful connection resumption, SRB1 is used only for transferring the RRCConnectionResume message.
The UE shall submit the RRCConnectionResumeRequest message to lower layers for transmission.

The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.3.5.
23.2.1.3
Test description

23.2.1.3.1
Pre-test conditions

System Simulator:

-
 Cell 1 .

-
System information combination 1 as defined in TS 36.508 [18] clause 4.4.3.1 is used in Cell 1;

UE:

User Plane CIoT Optimisation is supported by UE (UE capability), pc_User_Plane_CIoT_Optimisation.

Preamble:

-
The UE shall be in Loopback Activation state  4A-UP using the UE TEST LOOP MODE B and with IP_PDU_delay set to 10 seconds. 

23.2.1.3.2
Test procedure sequence

Table 23.2.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS transmits an RRCConnectionRelease message including resumeIdentity and rrc-Suspend as releaseCause.
	<--
	RRC: RRCConnectionRelease
	-
	-

	2
	The SS transmits a Paging message including a matched identity.
	<--
	RRC: Paging
	-
	-

	3
	Check: Does the UE transmit an RRCConnectionResumeRequest message including the resumeIdentity and AS security context stored at Step 1?
	-->
	RRC: RRCConnectionResumeRequest
	1
	P

	4
	The SS transmits an RRCConnectionResume message.
	<--
	RRC: RRCConnectionResume
	-
	-

	5
	The UE transmits an RRCConnectionResumeComplete message.
	-->
	RRC: RRCConnectionResumeComplete
	-
	-

	6
	The SS transmits one IP packet to the UE on the DRB associated with the default EPS bearer context on Cell 1.
	<--
	IP packet
	-
	-

	7
	The SS transmits an RRCConnectionRelease message including a new resumeIdentity and rrc-Suspend as releaseCause.
	<--
	RRCConnectionRelease
	-
	-

	8
	Check: Does the UE transmit an RRCConnectionResumeRequest message including the resumeIdentity and AS security context stored at Step 7?
	-->
	RRC: RRCConnectionResumeRequest
	2
	P

	9
	The SS transmits an RRCConnectionResume message.
	<--
	RRC: RRCConnectionResume
	-
	-

	10
	The UE transmits an RRCConnectionResumeComplete message.
	-->
	RRC: RRCConnectionResumeComplete
	-
	-

	11
	The UE loops back the IP packet received in Step 6 on the DRB associated with the default EPS bearer context on Cell 1.
	-->
	IP packet
	-
	-


23.2.1.3.3
Specific message contents

Table 23.2.1.3.3-1: RRCConnectionRelease (step 1 and 7, table 23.2.1.3.2-1)
	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionRelease ::= SEQUENCE {
	
	
	

	  rrc-TransactionIdentifier
	RRC-TransactionIdentifier-DL
	
	

	  criticalExtensions CHOICE {
	
	
	

	    c1 CHOICE {
	
	
	

	      rrcConnectionRelease-r8 SEQUENCE {
	
	
	

	        releaseCause
	rrc-Suspend-v1320
	
	

	        redirectedCarrierInfo
	Not present
	
	

	        idleModeMobilityControlInfo
	Not present
	
	

	        nonCriticalExtension SEQUENCE {
	
	
	

	         nonCriticalExtension SEQUENCE {
	
	
	

	         nonCriticalExtension SEQUENCE {
	
	
	

	          nonCriticalExtension SEQUENCE {
	
	
	

	             resumeIdentity-r13 
	BIT STRING (SIZE(40))
	Any value; Different value in step 1 and 7
	

	            }
	
	
	

	          }
	
	
	

	         }
	
	
	

	        }
	
	
	

	       }
	
	
	

	      }
	
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 23.2.1.3.3-2: RRCConnectionResumeRequest (step 3, Table 23.2.1.3.2-1)

	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionResumeRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionResumeRequest-r13 SEQUENCE {
	
	
	

	   resumeIdentity-r13 CHOICE {

	
	
	

	      truncatedResumeID
	BIT STRING (SIZE(24))
	Same value as Step 1 include bits in bit position 9 to 20 and 29 to 40 from the left
	

	      }
	
	
	

	      resumeMAC-I-r13
	The same value as the 16 least significant bits of the MAC-I value

calculated by SS.
	
	

	      resumeCause-r13
	mt-Access
	
	

	      spare
	Present but contents not checked
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


Table 23.2.1.3.3-3: RRCConnectionResumeRequest (step 8, Table 23.2.1.3.2-1)

	Derivation Path: 36.331 clause 6.2.2

	Information Element
	Value/remark
	Comment
	Condition

	RRCConnectionResumeRequest ::= SEQUENCE {
	
	
	

	  criticalExtensions CHOICE {
	
	
	

	    rrcConnectionResumeRequest-r13 SEQUENCE {
	
	
	

	   resumeIdentity-r13 CHOICE {

	
	
	

	      truncatedResumeID
	BIT STRING (SIZE(24))
	Same value as Step 7, include bits in bit position 9 to 20 and 29 to 40 from the left
	

	      }
	
	
	

	      resumeMAC-I-r13
	The same value as the 16 least significant bits of the MAC-I value

calculated by SS.
	
	

	      resumeCause-r13
	mo-Data
	
	

	      spare
	Present but contents not checked
	
	

	    }
	
	
	

	  }
	
	
	

	}
	
	
	


