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1. Introduction

CT1 has agreed a Rel-13 correction ([1]) related to handling NAS messages without integrity protection as the current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks.

Additionally according to the coversheet of [1]: 

 "This CR can be taken by UE implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible."
The above correction is only applicable to UEs that are not configured to use timer T3245.
[1] offers several implementation options. Rel-13 and later UEs must support at least one of these solutions. For Rel-12 and earlier UEs the support is optional:

1. timer T3247 + counter for "SIM/USIM considered invalid for GPRS services" events option in sub-clause 5.3.7b point 1/a/i). In this solution the SIM/USIM is not considered invalid until the counter has reached its implementation specific max value. I.e. while T3247 is running the UE is allowed to search service from another suitable cells if available.
2. timer T3247 + counter for "SIM/USIM considered invalid for GPRS services" events option in sub-clause 5.3.7b point 1/a/ii). In this solution the SIM/USIM is considered invalid while T3247 is running, valid again when T3247 expires and finally invalid when the counter has reached its implementation specific maximum value.
3. timer T3247 (and related requirements) only 1/b). In this solution the SIM/USIM is considered invalid while T3247 is running and valid again when T3247 expires.
2. Discussion
As a consequence of the above described changes introduced by CT1 the UE behaviour will be different when the messages listed in Table 2.1 are received with or without integrity protection.
Table 2.1: NAS messages that require integrity protection
	Message (TS 24.301)

	ATTACH REJECT

	TRACKING AREA UPDATE REJECT

	SERVICE REJECT

	AUTHENTICATION REJECT


A UE that implements changes introduced by [1] may subsequently fail a large number of conformance test cases:

Table 2.2: Draft list of test cases from TS 36.523 affected by changes in [1]
	Test case number
	Test case title

	9.2.1.1.9
	Attach / Rejected / IMSI invalid

	9.2.1.1.10
	Attach / Rejected / Illegal ME

	9.2.1.1.11
	Attach / Rejected / EPS services and non-EPS services not allowed

	9.2.1.1.12
	Attach / Rejected / EPS services not allowed

	9.2.1.1.13
	Attach / Rejected / PLMN not allowed

	9.2.1.1.13a
	Attach / Rejected / PLMN not allowed / Single Frequency operation

	9.2.1.1.14
	Attach / Rejected / Tracking area not allowed

	9.2.1.1.15
	Attach / Rejected / Roaming not allowed in this tracking area

	9.2.1.1.15a
	Attach / Rejected / Roaming not allowed in this tracking area / Single Frequency operation

	9.2.1.1.16
	Attach / Rejected / EPS services not allowed in this PLMN

	9.2.1.1.16a
	Attach / Rejected / EPS services not allowed in this PLMN / Single Frequency operation

	9.2.1.1.17
	Attach / Rejected / No suitable cells in tracking area

	9.2.1.2.5
	Combined attach / Rejected / IMSI invalid

	9.2.1.2.6
	Combined attach / Rejected / Illegal ME

	9.2.1.2.7
	Combined attach / Rejected / EPS services and non-EPS services not allowed

	9.2.1.2.8
	Combined attach / Rejected / EPS services not allowed

	9.2.1.2.9
	Combined attach / Rejected / PLMN not allowed

	9.2.1.2.10
	Combined attach / Rejected / Tracking area not allowed

	9.2.1.2.11
	Combined attach / Rejected / Roaming not allowed in this tracking area

	9.2.1.2.12
	Combined attach / Rejected / EPS services not allowed in this PLMN

	9.2.1.2.13
	Combined attach / Rejected / No suitable cells in tracking area

	9.2.3.1.10
	Normal tracking area update / Rejected / IMSI invalid

	9.2.3.1.11
	Normal tracking area update / Rejected / Illegal ME

	9.2.3.1.12
	Normal tracking area update / Rejected / EPS service not allowed

	9.2.3.1.15
	Normal tracking area update / Rejected / PLMN not allowed

	9.2.3.1.15a
	Normal tracking area update / Rejected / PLMN not allowed / Single Frequency operation

	9.2.3.1.16
	Normal tracking area update / Rejected / Tracking area not allowed

	9.2.3.1.17
	Normal tracking area update / Rejected / Roaming not allowed in this tracking area

	9.2.3.1.18
	Normal tracking area update / Rejected / EPS services not allowed in this PLMN

	9.2.3.1.18a
	Normal tracking area update / Rejected / EPS services not allowed in this PLMN / Single Frequency operation

	9.2.3.1.19
	Normal tracking area update / Rejected / No suitable cells in tracking Area

	9.2.3.2.5
	Combined tracking area update / Rejected / IMSI invalid

	9.2.3.2.6
	Combined tracking area update / Rejected / Illegal ME

	9.2.3.2.7
	Combined tracking area update / Rejected / EPS services and non-EPS services not allowed

	9.2.3.2.8
	Combined tracking area update / Rejected / EPS services not allowed

	9.2.3.2.11
	Combined tracking area update / Rejected / PLMN not allowed

	9.2.3.2.12
	Combined tracking area update / Rejected / Tracking area not allowed

	9.2.3.2.13
	Combined tracking area update / Rejected / Roaming not allowed in this tracking area

	9.2.3.2.14
	Combined tracking area update / Rejected / EPS services not allowed in the PLMN

	9.2.3.2.15
	Combined tracking area update / Rejected / No suitable cells in tracking area

	9.3.1.4
	Service request / Rejected / IMSI invalid

	9.3.1.5
	Service request / Rejected / Illegal ME

	9.3.1.6
	Service request / Rejected / EPS services not allowed


Options to handle the mandatory and optional behaviour introduced by [1] by affected test cases:

A. ensure that reject messages are sent integrity protected to affected UEs in affected test cases
B. update existing test cases by extending the test purpose to handle all the various UE behaviours when one of the messages listed in table 2.1  is received without integrity protection. This approach might result in rather complex test cases.

3. Proposal
1. RAN5 agrees that the messages mentioned in Table 2.1 should only be sent integrity protected in all test case pre- and post- ambles.

2. RAN5 agrees in principle that existing test cases affected by [1] should be updated so that the messages mentioned in Table 2.1 are sent integrity protected to UEs implementing [1] (this affects all Rel-13 and later UEs). [2] contains an example of how to update the test cases.
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