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23
CIoT optimization for E-UTRA
23.1
CIoT Optimization / Control Plane
23.1.1
CIoT / Control Plane MO and MT IP and non-IP Data Transfer / Serving PLMN Rate Control / APN Rate Control
Editor's Note: References to Generic procedures to be filled in and introduced in TS 35.508 if needed. SIB2 to be updated in TS 36.508
23.1.1.1
Test Purpose (TP)

(1)
 
with { the UE in EMM-DEREGISTERED/RRC-IDLE }

ensure that {

  when { UE finds a cell which supports Control Plane CIoT optimization for LTE }

    then { the UE establishes RRC connection, and, successfully performs an attach procedure for Control Plane CIoT EPS optimisation (with PDN establishment }

            }

(2)


with { the UE in RRC-CONNECTED, and, the UE needs to establish one or more PDNs (Control Plane CIoT EPS optimisation) }

ensure that {

  when { the UE supports PDN type IP }

    then { the UE performs successfully an UE requested PDN connectivity procedure with PDN type IP, including Header compression configuration negotiation (if supported) }

            }

(3)


with { the UE in RRC-CONNECTED, and, the UE needs to establish one or more PDNs (Control Plane CIoT EPS optimisation) }

ensure that {

  when { the UE supports PDN type non-IP }

    then { the UE performs successfully an UE requested PDN connectivity procedure with PDN type non-IP }

            }

(4)


with { the UE in RRC-IDLE after attaching with Control Plane CIoT EPS optimisation for EPS services }

ensure that {

  when { UE has user data to send via the control plane }

    then { the UE initiates a Service request procedure for EPS services with Control Plane CIoT EPS optimization by sending a CONTROL PLANE SERVICE REQUEST message (rules for ciphering of the initial NAS message apply )

  when { UE has already a PDN established }

    then { the UE incorporates ESM DATA TRANSPORT message carrying the user data in the CONTROL PLANE SERVICE REQUEST message (rules for ciphering of the initial NAS message apply) }

  when { UE, while in RRC-CONNECTED, has user data to send via the control plane }

    then { the UE sends one or more ESM DATA TRANSPORT message(s) including the user data to be sent in the User data container IE }
            }

(5)
with { the UE in RRC-IDLE after attaching with Control Plane CIoT EPS optimisation for EPS services }

ensure that {

  when { UE performs Control Plane data transfer whenever this is needed }

    then { the UE obeys the local serving PLMN rate control, and, if supported the APN Rate Control and the maximum length of user data container that can be sent in the ESM DATA TRANSPORT message (set by the MTU parameter) through EPS bearer context modification }

            }

(6)


with { the UE in RRC-IDLE after attaching with Control Plane CIoT EPS optimisation for EPS services }

ensure that {

  when { the Network has user data to send via the control plane, and, has executed a Paging for EPS services procedure }

    then { the UE successfully completes RRC connection establishment together with Service request procedure for EPS services with Control Plane CIoT EPS optimization }

  when { UE has a PDN established }

    then { is able to receive user data sent via ESM DATA TRANSPORT message }

            }

23.1.1.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 36.331 and TS 24.301, unless otherwise stated these are Rel-13 requirements.

[TS 36.331, clause 5.3.3]

1>
set the content of RRCConnectionSetupComplete message as follow

2>
if the UE supports CIoT EPS optimisation(s):

3>
include attachWithoutPDN-Connectivity if received from upper layers;

3>
include up-CIoT-EPS-Optimisation if received from upper layers;

3>
except for NB-IoT, include cp-CIoT-EPS-Optimisation if received from upper layers;

 [TS 24.301, clause 4.2]

A UE using EPS services with control plane CIoT EPS optimization can initiate transport of user data via the control plane. For this purpose a UE in EMM-IDLE mode can initiate the service request procedure and transmit the ESM DATA TRANSPORT message in an information element in the CONTROL PLANE SERVICE REQUEST message.

[TS 24.301, clause 5.3.15]

If the UE indicates support of one or more CIoT EPS optimizations and the network supports one or more CIoT EPS optimizations and decides to accept the attach or tracking area update request, the network indicates the supported CIoT EPS optimizations to the UE per TAI list when accepting the UE request. Network indication of support is interpreted by the UE as the acceptance to use the respective feature. After completion of the attach or tracking area updating procedure, the UE and the network can then use the accepted CIoT EPS optimizations for the transfer of user data (IP, non-IP and SMS).

Broadcast system information may provide information about support of CIoT EPS optimizations (see 3GPP TS 36.331 [22]). At reception of new broadcast system information, the lower layers deliver it to the EMM layer in the UE. The information provided by lower layers is per PLMN and used by the UE to determine whether certain CIoT EPS optimizations are supported in the cell.

The UE shall not attempt to use CIoT EPS optimizations which are indicated as not supported.

In WB-S1 mode, when the UE requests the lower layer to establish a RRC connection and the UE requests the use of EMM-REGISTERED without PDN connection, control plane CIoT EPS optimization or user plane CIoT EPS optimization, the UE shall pass an indication of the requested CIoT EPS optimizations to the lower layers.

[TS 24.301, clause 5.5.1]

If the UE supports NB-S1 mode or Non-IP PDN type, then the UE shall support the extended protocol configuration options IE.

If the UE supports the extended protocol configuration options IE, then the UE shall set the ePCO bit to "extended protocol configuration options supported" in the UE network capability IE of the ATTACH REQUEST message.
If the UE supports CIoT EPS optimizations, it shall indicate in the UE network capability IE of the ATTACH REQUEST message whether it supports EMM-REGISTERED without PDN connection.

If EMM-REGISTERED without PDN connection is not supported by the UE or the MME, or if the UE wants to request PDN connection with the attach procedure, the UE shall send the ATTACH REQUEST message together with a PDN CONNECTIVITY REQUEST message contained in the ESM message container IE.
[TS 24.301, clause 5.6.1.2.1]

The UE shall send a CONTROL PLANE SERVICE REQUEST message, start T3417 and enter the state EMM-SERVICE-REQUEST-INITIATED.

For case a in subclause 5.6.1.1, the Control plane service type of the CONTROL PLANE SERVICE REQUEST message shall indicate "mobile terminating request". The UE may include the ESM DATA TRANSPORT message. The UE shall not include any ESM message other than ESM DATA TRANSPORT message.

For case b in subclause 5.6.1.1, 

-
if the UE has pending IP or non-IP user data that is to be sent via the control plane radio bearers, the Control plane service type of the CONTROL PLANE SERVICE REQUEST message shall indicate "mobile originating request". The UE shall include an ESM DATA TRANSPORT message in the ESM message container IE.

For cases b and m in subclause 5.6.1.1, 

-
if the UE has pending IP or non-IP user data that is to be sent via the user plane radio bearers, the UE shall set the Control plane service type of the CONTROL PLANE SERVICE REQUEST message to "mobile originating request" and the "active" flag in the Control plane service type IE to 1. The UE shall not include any ESM message container or NAS message container IE in the CONTROL PLANE SERVICE REQUEST message.
[TS 24.301, clause 5.6.2.2.1.1]
Upon reception of a paging indication, if control plane CIoT EPS optimization is used by the UE, the UE shall stop the timer T3346, if running, and shall additionally:

-
initiate a service request procedure as specified in subclause 5.6.1.2.2 if the UE is in the EMM-IDLE mode without suspend indication; or
-
proceed the behaviour as specified in subclause 5.3.1.3 if the UE is in the EMM-IDLE mode with suspend indication.
NOTE 2:
If the UE is in the EMM-IDLE mode without suspend indication and has an uplink user data to be sent to the network using control plane CIoT EPS optimization when receiving the paging indication, the UE can piggyback the uplink user data during the service request procedure initiated to respond to the paging, as specified in subclause 5.6.1.2.2.
[TS 24.301, clause 6.2A]
The UE and the MME may support robust header compression (ROHC) framework (see IETF RFC 4495 [37]) for IP header compression if control plane CIoT EPS optimization is supported for PDN connections of IP PDN type. If IP header compression for control plane CIoT EPS optimization is supported, the ROHC profiles defined in 3GPP TS 36.323 [38] may be supported. The ROHC configuration is negotiated and established during the UE requested PDN connectivity procedure as specified in subclause 6.5.1. Both the UE and the MME indicate whether IP header compression for control plane CIoT EPS optimization is supported during attach and tracking area updating procedures (see subclauses 5.5.1 and 5.5.3). The ROHC configuration can be re-negotiated by using the UE requested bearer resource modification procedure or the EPS bearer context modification procedure as specified in subclauses 6.4.3 and 6.5.4.
[TS 24.301, clause 6.3.8]
Serving PLMN rate control is applicable for PDN connections established for control plane CIoT EPS optimization only.
[TS 24.301, clause 6.3.9]
APN rate control controls the maximum number of uplink user data messages sent by the UE in a time interval for the APN in accordance with 3GPP TS 23.401 [10]. The UE shall limit the rate at which it generates uplink user data messages to comply with the APN rate control policy. The NAS shall provide the indicated rates to upper layers for enforcement. The indicated rate in a NAS procedure applies to the APN the NAS procedure corresponds to, and the indicated rate is valid until a new value is indicated or the last PDN connection using this APN is released.

If an indication of additional exception reports is provided with the APN rate control parameters, the UE is allowed to send uplink exception reports even if the limit for the APN rate control has been reached.

NOTE:
The HPLMN can discard or delay user data that exceeds the limit provided for APN rate control.

[TS 24.301, clause 6.5.1.2]


When the PDN CONNECTIVITY REQUEST message is sent together with an ATTACH REQUEST message, the UE shall not start timer T3482 and shall not include the APN.

NOTE 1:
If the UE needs to provide protocol configuration options which require ciphering or provide an APN, or both, during the attach procedure, the ESM information transfer flag is included in the PDN CONNECTIVITY REQUEST. The MME then at a later stage in the PDN connectivity procedure initiates the ESM information request procedure in which the UE can provide the MME with protocol configuration options or APN or both.

In the PDN type IE the UE shall either indicate the IP version capability of the IP stack associated with the UE or non IP as specified in subclause 6.2.2.
If the PDN type value of the PDN type IE is set to IPv4 or IPv6 or IPv4v6 and the UE indicates "Control plane CIoT EPS optimization supported" in the UE network capability IE of the ATTACH REQUEST message, the UE may include the Header compression configuration IE in the PDN CONNECTIVITY REQUEST message.
[TS 24.301, clause 6.6.4.2]

Upon receipt of a request to transfer user data via the control plane, if the UE is in EMM-CONNECTED mode, the UE initiates the procedure by sending the ESM DATA TRANSPORT message including the user data to be sent in the User data container IE. The length of the value part of the User data container IE should not exceed the link MTU size for the respective type of user data (IPv4, IPv6 or Non-IP).

NOTE:
The recommended maximum size for link MTU is 1358 octets to prevent fragmentation in the backbone network (see 3GPP TS 23.060 [74]). Depending on the network configuration, setting link MTU size to a value larger than 1358 octets could lead to inefficient core network implementation due to fragmentation.
If the UE is in EMM-IDLE mode, the UE initiates the procedure by sending the ESM DATA TRANSPORT message included in a CONTROL PLANE SERVICE REQUEST message.

23.1.1.3
Test description

23.1.1.3.1
Pre-test conditions

System Simulator:

-
Cell xxx, default system information combination.

UE:

None.

Preamble:

-
UE is in State 1 switched off according to TS 36.508 [18].

23.1.1.3.2
Test procedure sequence

Table 23.1.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch-on the UE.
	-
	-
	-
	-

	2
	Check: Does the UE transmit an RRCConnectionRequest message, establishmentCause=mo-Signalling?
	-->
	RRC: RRCConnectionRequest
	1
	P

	3
	SS transmits an RRCConnectionSetup message to establish SRB1 and SRB1bis.
	<--
	RRC: RRCConnectionSetup
	-
	-

	4
	Check: Does the UE transmit an RRCConnectionSetupComplete message containing an ATTACH REQUEST (indicating UE's CIoT preferred and supported network behaviour), the ESM Information transfer flag set and a PDN CONNECTIVITY REQUEST (type of PDN "IP" or "non-IP")?
If non-IP PDN is requested, it is checked that Extended Protocol Configuration Options (ePCO) are used.
	-->
	RRC: RRCConnectionSetupComplete
NAS: ATTACH REQUEST

NAS: PDN CONNECTIVITY REQUEST
	1,2,3
	P

	6
	Steps 5 to 13 of UE Registration procedure as described in TS 36.508 [18], clause 4.5.2.3 are executed
	-
	-
	-
	-

	7
	As the UE sets the ESM information transfer flag in the PDN CONNECTIVITY REQUEST message sent in step 4 THEN the SS transmits an ESM INFORMATION REQUEST message to initiate exchange of APN and (extended) protocol configuration options.
	<--
	RRC: DLInformationTransfer
NAS: ESM INFORMATION REQUEST
	-
	-

	8
	The UE transmits an ESM INFORMATION RESPONSE message to transfer protocol configuration options and APN.
	-->
	RRC: ULInformationTransfer
NAS: ESM INFORMATION RESPONSE
	-
	-

	9
	SS transmits an ATTACH ACCEPT message and an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message,

The SS indicates support of CP CIoT only, even if the ATTACH REQUEST message sent by the UE indicated as CIoT preferred and supported network behaviour, support of UP CIoT.

If PDN type "IP" was included in the PDN CONNECTIVITY REQUEST step 4 then the network shall include the PDN type and the PDN address information within the PDN address IE in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent to the UE.

NOTE: Settings in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST to check PLMN rate control

- PLMN Rate control set to max of 4 messages per 6 minutes;

- APN control not provided;

- MTU parameters not provided.
	<--
	RRC: DLInformationTransfer
NAS: ATTACH ACCEPT

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	-
	-

	-
	EXCEPTION: IF not all IP address information was allocated in the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent in step 9THEN

In parallel to the events described in step 10 the Generic 'Procedure for IP address allocation in the CP CIoT' described in TS 36.506 [18], clause 8.1.5A.1 takes place.
	-
	-
	-
	-

	10
	Check: Does the UE transmit an ATTACH COMPLETE message and an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message?
	-->
	RRC: ULInformationTransfer
NAS: ATTACH COMPLETE

NAS: ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
	1
	P

	11
	The SS transmits an ACTIVATE TEST MODE message to activate test mode G (loopback of the User data container content of any received downlink ESM DATA TRANSPORT).
	<--
	RRC: DLInformationTransfer
TC: ACTIVATE TEST MODE
	-
	-

	12
	The UE transmits an ACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer
TC: ACTIVATE TEST MODE COMPLETE
	-
	-

	13
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (6 transmission; 60 sec delay).
	<--
	RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	14
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	15
	SS transmits an ESM DATA TRANSPORT message containing downlink user data of 3 octets.
	<--
	RRC: ULInformationTransfer
ESM DATA TRANSPORT
	-
	-

	16
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRC: RRCConnectionRelease
	-
	-

	17
	Wait for the time set in the CLOSE UE TEST LOOP to expire.
	-
	-
	-
	-

	18
	SS starts timer 6 min PLMN Rate control
	-
	-
	-
	-

	19
	Check: Does the 'Test procedure to check UE initiation of Control Plane CIoT MO user data transfer non-SMS transport' as described in TS 36.508 [18], clause 8.1.5A.3 take place?

NOTE: The UE will transmit one ESM DATA TRANSPORT message containing user data matching the message sent in step 15.
	-
	-
	4
	P

	-
	EXCEPTION: Step 20 is repeated 3 times.

Note: The number of messages is set so that together with the message sent in step 17 it respects the PLMN data rate set in the latest ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.
	-
	-
	-
	-

	20
	Check: Does the UE send an ESM DATA TRANSPORT message containing the same user data sent by the SS in step 15?
	-->
	RRC: ULInformationTransfer
TC: ESM DATA TRANSPORT
	4,5, 6
	P

	21
	Wait until 6 min timer Expires
	-
	-
	-
	-

	22
	SS starts timer 6 min PLMN Rate control
	-
	-
	-
	-

	-
	EXCEPTION: Step 23 is repeated 2 times.

Note: The number of messages is set so that it respects the PLMN data rate set in the latest ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST.
	-
	-
	-
	-

	23
	Check: Does the UE send an ESM DATA TRANSPORT message containing the same user data sent by the SS in step15?
	-->
	RRC: ULInformationTransfer
TC: ESM DATA TRANSPORT
	4,5, 6
	P

	24
	SS stops timer 6 min PLMN Rate control
	-
	-
	-
	-

	-
	EXCEPTION: Steps 25a1 to 25a describe behaviour that depends on UE capabilities; the "lower case letter" identifies a step sequence that take place depending on whether the UE supports APN control.
	-
	-
	-
	-

	25a1
	IF pc_APN_RateControl THEN

The SS sends a MODIFY EPS BEARER CONTEXT REQUEST message of to modify APN, MTU and PLMN rate controls.

NOTE: Settings in MODIFY EPS BEARER CONTEXT REQUEST to check APN rate control

- APN control set for max 1 message per minute, message size limits set to max 256 Octets; 

- MTU parameters are not provided.
	<--
	RRC: DLInformationTransfer
NAS: MODIFY EPS BEARER CONTEXT REQUEST
	-
	-

	25a2
	Check: Does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message?
	-->
	RRC: ULInformationTransfer
NAS: MODIFY EPS BEARER CONTEXT ACCEPT
	5
	P

	25a3
	The SS transmits a CLOSE UE TEST LOOP message to close the UE test loop mode for user data transfer (2 transmission; 0 sec delay).
	<--
	RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	25a4
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	25a5
	SS transmits an ESM DATA TRANSPORT message containing 320 Octets of downlink user data.

Note: The size of the user data which is expected to be looped back is deliberately chosen to allow testing of APN message size set in step 25a1.
	<--
	RRC: DLInformationTransfer
ESM DATA TRANSPORT
	-
	-

	-
	EXCEPTION: Steps 25a6-25a8 are repeated until the sum of the Octets of uplink user data sent in each ESM DATA TRANSPORT message =>320 Octets (the complete downlink user data provided in step 25a5 is looped back).

Note: The number of messages is set so that it respects the APN, MTU and PLMN rate controls set in step 25a1.
	-
	-
	-
	-

	25a6
	SS starts timer 1 min APN Rate control
	-
	-
	-
	-

	25a7
	Check: Does the UE send an ESM DATA TRANSPORT message respecting the APN set in step 25a1: Max size of message 256 Octets?
	-->
	RRC: ULInformationTransfer
TC: ESM DATA TRANSPORT
	4,5,6
	P

	25a8
	Wait until timer 1 min APN Rate control expires.
	-
	-
	-
	-

	-
	EXCEPTION: Steps 26a1-26a6 describe behaviour that depends on UE capabilities; the "lower case letter" identifies a step sequence that take place depending on whether the UE supports MTU parameters.
	-
	-
	-
	-

	26a1
	IF pc_NonIP_Link_MTU_Parameter OR pc_IPv4_Link_MTU_Parameter THEN

The SS sends a MODIFY EPS BEARER CONTEXT REQUEST message to modify APN, MTU and PLMN rate controls.

NOTE: Settings in MODIFY EPS BEARER CONTEXT REQUEST to check MTU parameters

- APN control set to unrestricted;

- MTU parameters container size limits set to max 128 Octet.
	<--
	RRC: DLInformationTransfer
NAS: MODIFY EPS BEARER CONTEXT REQUEST
	-
	-

	26a2
	Check: Does the UE transmit a MODIFY EPS BEARER CONTEXT ACCEPT message?
	-->
	RRC: ULInformationTransfer
NAS: MODIFY EPS BEARER CONTEXT ACCEPT
	5
	P

	26a3
	The SS transmits a CLOSE UE TEST LOOP message to close the NB-IoT UE test loop mode for user data transfer (1 transmission; 0 sec delay).
	<--
	RRC: DLInformationTransfer
TC: CLOSE UE TEST LOOP
	-
	-

	26a4
	The UE transmits a CLOSE UE TEST LOOP COMPLETE message to confirm that loopback is activated.
	-->
	RRC: ULInformationTransfer
TC: CLOSE UE TEST LOOP COMPLETE
	-
	-

	26a5
	SS transmits an ESM DATA TRANSPORT message containing 240 Octets of downlink user data.

Note: The size of the user data which is expected to be looped back is deliberately chosen to allow testing of MTU parameters set in step 26a1.
	<--
	RRC: DLInformationTransfer
ESM DATA TRANSPORT
	6
	P

	-
	EXCEPTION: Step 26a6 is repeated until the sum of the Octets of uplink user data sent in each ESM DATA TRANSPORT message =>240 Octets (the complete downlink user data provided in step 26a5 is looped back).

Note: The number of messages is set so that it respects the APN, MTU and PLMN rate controls set in step 26a1.
	-
	-
	-
	-

	26a6
	Check: Does the UE send an ESM DATA TRANSPORT message respecting each containing user data container of max of 128 Octets (the MTU set in step 26a1)?
	-->
	RRC: ULInformationTransfer
TC: ESM DATA TRANSPORT
	4,5,6
	P

	27
	The SS transmits DEACTIVATE TEST MODE message to deactivate the test mode G.
	<--
	RRC: DLInformationTransfer
TC: DEACTIVATE TEST MODE
	-
	-

	28
	The UE transmits an DEACTIVATE TEST MODE COMPLETE message.
	-->
	RRC: ULInformationTransfer
TC: DEACTIVATE TEST MODE COMPLETE
	-
	-

	29
	The SS transmits an RRCConnectionRelease-NB message.
	<--
	RRC: RRCConnectionRelease
	-
	-


23.1.1.3.3
Specific message contents
Table 23.1.1.3-1: SystemInformationBlockType2  (Preamble and all steps, Table 23.1.1.3.2-1)
	Derivation Path: TS 36.508 [18], table 4.4.3.3-1, cp-CIoT-EPS-Optimisation-r13 is set, attachWithoutPDN-Connectivity-r13 is not set



Table 23.1.1.3-2: Message ATTACH REQUEST (steps 4, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.2-4

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach type
	'0001'B
	EPS attach
	

	UE network capability
	
	
	

	  Control plane CIoT EPS optimization (CP CIoT) (octet 8, bit 3)
	1
	supported
	

	  User plane CIoT EPS optimization (UP CIoT) (octet 8, bit 4)
	Any allowed value
	
	

	  EMM-REGISTERED without PDN connection (ERw/oPDN) (octet 8, bit 6)
	0
	not supported
	

	  Header compression for control plane CIoT EPS optimization (HC-CP CIoT) (octet 8, bit 7)
	0
	not supported
	

	
	1
	supported
	pc_HCCPCIoT

	  Extended protocol configuration options (ePCO) (octet 8, bit 8)
	1
	supported
	

	ESM message container
	PDN CONNECTIVITY REQUEST message
	
	

	Additional update type
	
	
	

	  "Signalling active" flag (SAF) (Octet 1, bit 2)
	Not checked
	
	


Table 23.1.1.3-3: PDN CONNECTIVITY REQUEST (steps 4, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-20

	Information Element
	Value/Remark
	Comment
	Condition

	Access point name
	Not Present
	
	

	Protocol configuration options
	Not Present
	
	

	Header compression configuration
	Any allowed value
	
	pc_HCCPCIoT AND pc_IP_PDN

	Extended protocol configuration options

	Not Present or Any allowed value

	
	


Table 23.1.1.3-4: Message ATTACH ACCEPT (steps 9, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.2-1

	Information Element
	Value/Remark
	Comment
	Condition

	EPS attach result
	'0001'B
	EPS only
	

	ESM message container
	ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message
	
	

	EPS network feature support
	‘1100 0000 0000 0100’B
	CIoT control plane supported, Attach Without PDN supported, Header Compression for CIoT control plane supported
	pc_CIoT_CP

	Additional update result
	‘0100’B
	CIoT control plane
	pc_CIoT_CP


Table 23.1.1.3-5: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (steps 9, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-6

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol configuration options
	Not present
	
	

	Header compression configuration
	0000H
	No Compression profile

NOTE: For the purposes of CIoT (NAS) testing regardless of the Compression files supported by the UE and indicated in the PDN CONNECTIVITY REQUEST, the SS does not agree header compression to be applied.
	pc_HCCPCIoT AND pc_IP_PDN

	Control plane only indication
	'0001'B
	PDN connection can be used for control plane CIoT EPS optimization only
	

	Extended protocol configuration options
	Not present or any allowed value.
	The content of the IE below uses the same fields and Conditions (and their meaning) as those defined in TS 36.508 [18] for the IE 'Protocol configuration options'
	

	  Container ID n
	‘0003’H
	n assigned to next available number
	DNS IPv6

	    Length of container ID n contents
	
	Length value determined by the TTCN implementation
	

	    Container ID n contents
	IPv6 address
	DNS IPv6 Address
	

	  Container ID n+1
	‘000D’H
	n assigned to next available number
	DNS IPv4

	    Length of container ID n+1 contents
	
	Length value determined by the TTCN implementation
	

	    Container ID n+1 contents
	IPv4 address
	DNS IPv4 Address
	

	Serving PLMN rate control
	'00000000 00000100'B
	Max of 4 uplink ESM DATA TRANSPORT messages including User data container IEs the UE is allowed to send via a PDN connection per 6 minute interval
	


Table 23.1.1.3-6: Message ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT (step 10 Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-4

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol configuration options
	Not present
	
	

	Extended Protocol configuration options
	Not present or any value allowed
	
	


Table 23.1.1.3-7: Message MODIFY EPS BEARER CONTEXT REQUEST (step 25a1, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], Table 4.7.3-18.

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in the latest ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent prior to this message
	
	

	Protocol configuration options
	Not present
	
	

	Extended Protocol configuration options
	
	
	

	  Container ID n+X+3
	‘0016’H
	APN rate control support parameters
	pc_APN_RateControl

	    Length of container ID n+X+3 contents
	7
	
	

	    Container ID n+X+3 contents
	
	The container identifier contents field contains parameters for APN rate control functionality
	

	      Octet 1 AER+Uplink time unit
	'0000'B
	- Additional exception reports at maximum rate reached are not allowed

- unrestricted (interval)
	

	      Octets 2-5
	'1'B
	- Max 1 message per minute
	

	      Octets 6-7
	'00000001 00000000'B
	- 256 Octets

- Maximum uplink message size (octet 6 to octet 7) is a binary coded representation of the maximum message size in octets that applies to the uplink messages.
	


Table 23.1.1.3-8: Message MODIFY EPS BEARER CONTEXT REQUEST (step 261, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], Table 4.7.3-18

	Information Element
	Value/Remark
	Comment
	Condition

	EPS bearer identity
	The same value as the value set in the latest ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message sent prior to this message
	
	

	Protocol configuration options
	Not present
	
	

	Extended Protocol configuration options
	
	
	

	  Container ID n+X+1
	‘0010’H
	IPv4 Link MTU
	pc_IPv4_Link_MTU_Parameter

	    Length of container ID n+X+1 contents
	2
	
	

	    Container ID n+X+1 contents
	'00000000 10000000'B
	- 128 octets maximum length of user data container that can be sent in the ESM DATA TRANSPORT message
	

	  Container ID n+X+2
	‘0015’H
	Non-IP Link MTU
	pc_NonIP_Link_MTU_Parameter

	    Length of container ID n+X+2 contents
	2
	
	

	    Container ID n+X+2 contents
	'00000000 10000000'B
	- 128 octets maximum length of user data container that can be sent in the ESM DATA TRANSPORT message
	

	  Container ID n+X+3
	‘0016’H
	APN rate control support parameters
	pc_APN_RateControl

	    Length of container ID n+X+3 contents
	7
	
	

	    Container ID n+X+3 contents
	
	The container identifier contents field contains parameters for APN rate control functionality
	

	      Octet 1 AER+Uplink time unit
	'0000'B
	- Additional exception reports at maximum rate reached are not allowed

- unrestricted (interval)
	

	      Octets 2-5
	'11111111 11111111 11111111 11111111'B
	- unrestricted

Maximum uplink rate (octet 2 to octet 5) is a binary coded representation of the maximum number of messages the UE is restricted to send per time unit. The time unit is indicated in the uplink time unit. If the uplink time unit is set to "unrestricted", the maximum uplink data volume the UE can send is not restricted.
	

	      Octets 6-7
	'11111111 11111111'B
	- unrestricted

- Maximum uplink message size (octet 6 to octet 7) is a binary coded representation of the maximum message size in octets that applies to the uplink messages.
	


Table 23.1.1.3-9: Message CONTROL PLANE SERVICE REQUEST (step 19, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.2-28.

	Information Element
	Value/Remark
	Comment
	Condition

	ESM message container
	The same ESM DATA TRANSPORT message sent in Table 23.1.1.3-10
	
	


Table 23.1.1.3-10: Message ESM DATA TRANSPORT (steps 15, 19, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol discriminator
	
	
	

	EPS bearer identity
	
	
	

	Procedure transaction identity
	
	
	

	ESM data transport message identity
	
	
	

	User data container
	'11110000 11110000 11110000'B
	3 Octets of user data

- The value is arbitrary chosen
	

	Release assistance indication
	Not present
	
	


Table 23.1.1.3-11: Message ESM DATA TRANSPORT (steps 20, 23, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol discriminator
	
	
	

	EPS bearer identity
	
	
	

	Procedure transaction identity
	
	
	

	ESM data transport message identity
	
	
	

	User data container
	'11110000 11110000 11110000'B
	3 Octets of user data

- The value is arbitrary chosen
	

	Release assistance indication
	Not present Or Present with DDX='00'B
	The messages sent in step 20 and the first message sent in step 23.
	

	
	Not present Or Present (with DDX='00'B Or DDX='01'B)
	The second message sent in step 23.
	


Table 23.1.1.3-12: Message ESM DATA TRANSPORT (step 25a5, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	User data container
	320 Octets, not all zeroes
	320 Octets of user data

- The number of Octets is chosen in relation to the APN rate control set in the TC and shall be obeyed; the value of each octet is not of importance
	

	Release assistance indication
	Not present
	
	


Table 23.1.1.3-13: Message ESM DATA TRANSPORT (step 25a7, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	User data container
	Max 256 Octets of data
	- The number of Octets is chosen in relation to the APN rate control set in the TC and shall be obeyed; the value of each octet is not checked.
	

	Release assistance indication
	Not present Or Present with DDX='00'BNot checked
	The messages before the last.
	

	
	Not present Or Present (with DDX='00'B Or DDX='01'B)
	The last message
	


Table 23.1.1.3-14: Message ESM DATA TRANSPORT (step 26a5, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	User data container
	240 Octets, not all zeroes
	240 Octets of user data

- The number of Octets is chosen in relation to the MTU parameters set in the TC and shall be obeyed; the value of each octet is not of importance
	

	Release assistance indication
	Not checked
	
	


Table 23.1.1.3-15: Message ESM DATA TRANSPORT (step 26a6, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-12A.

	Information Element
	Value/Remark
	Comment
	Condition

	User data container
	Max 128 Octets of data
	- The number of Octets is chosen in relation to the MTU parameters set in the TC and shall be obeyed; the value of each octet is not checked.
	

	Release assistance indication
	Not present Or Present with DDX='00'BNot checked
	The messages before the last.
	

	
	Not present Or Present (with DDX='00'B Or DDX='01'B)
	The last message
	


Table 23.1.1.3-16: Message IDENTITY REQUEST (step 6, Table 23.1.1.3.2-1)
	Derivation Path: 36.508 [18], Table 4.7.2-17

	Information Element
	Value/Remark
	Comment
	Condition

	Identity Type
	0000
	IMSI
	


Table 23.1.1.3-17: IDENTITY RESPONSE (step 6, Table 23.1.1.3.2-1)

	Derivation path: 36.508 [18], Table 4.7.2-18

	Information Element
	Value/Remark
	Comment
	Condition

	Mobile Identity
	
	
	

	  Type of identity
	001
	IMSI
	

	  Identity digits
	UE's IMSI
	
	


Table 23.1.1.3-18: Message ACTIVATE TEST MODE (step 11, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7A-1, Condition UE TEST LOOP MODE G


Table 23.1.1.3-19: Message CLOSE UE TEST LOOP (step 13, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7A-3

	Information Element
	Value/Remark
	Comment
	Condition

	UE test loop mode
	'00000110'B
	UE test loop mode G setup
	

	Operation mode and repetitions
	
	
	

	  M0
	0
	data is returned in uplink at the EMM entity
	

	  R6..R0
	'0000110'B
	6

The received DL message in uplink shall be looped back 6 times.
	

	Uplink data delay
	'00111100'B
	T_delay_modeG timer=60 sec

0..255 seconds (binary coded, T7 is most significant bit and T0 least significant bit)
	


Table 23.1.1.3-20: Message CLOSE UE TEST LOOP (step 25a3, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7A-3

	Information Element
	Value/Remark
	Comment
	Condition

	UE test loop mode
	'00000110'B
	UE test loop mode G setup
	

	Operation mode and repetitions
	
	
	

	  M0
	0
	data is returned in uplink at the EMM entity
	

	  R6..R0
	'0000010'B
	2

The received DL message in uplink shall be looped back 2 times
	

	Uplink data delay
	'00000000'B
	T_delay_modeG timer=0 sec

0..255 seconds (binary coded, T7 is most significant bit and T0 least significant bit)
	


Table 23.1.1.3-21: Message CLOSE UE TEST LOOP (steps 26a3, 17a3, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7A-3

	Information Element
	Value/Remark
	Comment
	Condition

	UE test loop mode
	'00000110'B
	UE test loop mode G setup
	

	Operation mode and repetitions
	
	
	

	  M0
	0
	CP data loopback mode
	

	  R6..R0
	'0000001'B
	1

The received DL message in uplink shall be looped back 1 time (once)
	

	Uplink data delay
	'00000000'B
	T_delay_modeG timer=0 sec

0..255 seconds (binary coded, T7 is most significant bit and T0 least significant bit)
	


Table 23.1.1.3-31: Message ESM INFORMATION RESPONSE (step 18, Table 23.1.1.3.2-1)

	Derivation path: TS 36.508 [18], table 4.7.3-13

	Information Element
	Value/Remark
	Comment
	Condition

	Protocol configuration options
	Not present
	
	

	Extended protocol configuration options
	Any allowed value
	
	

	Access point name
	Not Present or Any allowed value
	
	


