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· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document unless the context in which the reference is made suggests a different Release is relevant (information on the applicable release in a particular context can be found in e.g. test case title, description or applicability, message description or content).
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IETF RFC 5996: "Internet Key Exchange Protocol Version 2 (IKEv2)".
<End of modified section>
<Start of next modified section>
4.7yy
Default IKEv2 message and information element contents
-
IKE_SA_INIT request
This message is sent by the UE to the SS.
Table 4.7yy-1: IKE_SA_INIT request
	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Set by the UE
	
	

	  Responder’s IKE_SA SPI
	0
	First message in IKE_SA_INIT exchange
	

	  Next Payload
	‘00100001’B
	SA
	

	  Exchange Type
	‘00100010’B
	IKE_SA_INIT
	

	Security Association Payload
	
	
	

	  Next Payload
	’00100010’B
	KE
	

	  More proposal
	‘00000000’B
	
	

	    Proposal #
	‘00000001’B
	Cryptographic suite 
	

	    Protocol ID
	‘00000001’B
	IKE
	

	    SPI size
	‘00000000’B
	
	

	    Number of transforms
	‘00000111’B
	
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000001’B
	Encryption Algorithm
	

	      Transform ID
	‘00000011’B
	ENCR_3DES
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000001’B
	Encryption Algorithm
	

	      Transform ID
	‘00001100’B
	ENCR_AES_CBC
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000010’B
	Pseudorandom Function
	

	      Transform ID
	‘00000010’B
	PRF_HMAC_SHA1
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000011’B
	Integrity Algorithm
	

	        Transform ID
	‘00000010’B
	AUTH_HMAC_SHA1_96
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000011’B
	Integrity Algorithm
	

	        Transform ID
	‘00000101’B
	AUTH_AES_XCBC_96
	

	      More transform
	‘00000011’B
	
	

	      Transform type
	‘00000100’B
	Diffie-Hellman group
	

	        Transform ID
	‘00000010’B
	1024-bit MODP
	

	      Last transform
	‘00000000’B
	
	

	      Transform type
	‘00000100’B
	Diffie-Hellman group
	

	        Transform ID
	‘00001110’B
	2048-bit MODP
	

	Key Exchange Payload
	
	
	

	  Next Payload
	‘00101000’B
	Nonce
	

	  Diffie-Hellman Group Num
	‘0000000000000010’B or ‘0000000000001110’B
	DH group 2 or 14
	

	  Key Exchange data
	Set by the UE
	
	

	Nonce Payload
	
	
	

	  Next Payload

  
	‘00000000’B
	No Next Payload
	

	  Nonce data
	Random number set by the UE
	
	


-
IKE_SA_INIT response

This message is sent by the SS to the UE.

Table 4.7yy-2: IKE_SA_INIT response

	Field
	Value/remark
	Comment
	Condition

	IKE Header
	
	
	

	  Initiator’s IKE_SA SPI
	Same as that set by the UE in IKE_SA_INIT request
	
	

	  Responder’s IKE_SA SPI
	Set by the SS
	
	

	  Next Payload
	‘00100001’B
	SA
	

	  Exchange Type
	‘00100010’B
	IKE_SA_INIT
	

	Security Association Payload
	
	
	

	  Next Payload
	’00100010’B
	KE
	

	  Proposal
	One of the proposals included in IKE_SA_INIT request
	
	

	Key Exchange Payload
	
	
	

	  Next payload
	‘00101000’B
	Nonce
	

	  Diffie-Hellman Group Num
	One of the proposals included in IKE_SA_INIT request
	
	

	  Key Exchange data
	Set by the SS
	
	

	Nonce Payload
	
	
	

	  Next t payload
	‘00000000’B
	No Next Payload
	

	  Nonce data
	Set by the SS
	
	


Editor's note: It should be clarified if the test model for IKEv2 intends to implement all protocol details or e.g. use any open source implementations of IKEv2.
-
IKE_AUTH_request

This message is sent by the UE to the SS.

Table 4.7yy-3: IKE_AUTH request
	Field
	Value/remark
	Comment
	Condition

	FFS
	
	
	


-
IKE_AUTH response

This message is sent by the SS to the UE.

Table 4.7yy-4: IKE_AUTH response

	Field
	Value/remark
	Comment
	Condition

	FFS
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