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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document unless the context in which the reference is made suggests a different Release is relevant (information on the applicable release in a particular context can be found in e.g. test case title, description or applicability, message description or content).

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

>> Skipped part >>
[55]
3GPP TS 33.402: "3GPP System Architecture Evolution (SAE);Security aspects of non-3GPP accesses".

[56]
GSMA PRD IR.88: "LTE and EPC Roaming Guidelines".

[nn]
IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1".
[mm]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
<End of modified section>
<Start of next modified section>
4.7xx
Default TLS message and information element contents 
-
ClientHello
This message is sent by the UE to the SS.
Table 4.7xx-1: ClientHello
	Field
	Value/remark
	Comment
	Condition

	Protocolversion
	At least TLS 1.1
	TLS protocol versions 1.1 is defined in RFCs 4346 [nn].
	

	Random
	A UE generated random structure
	
	

	SessionID
	Empty
	
	

	CipherSuite
	A list of supported cryptographic options including one or more PSK-based ciphersuites
	
	

	CompressionMethod
	A list including CompressionMethod.null
	
	


-
ServerHello
This message is sent by the SS to the UE.
Table 4.7xx-2: ServerHello
	Field
	Value/remark
	Comment
	Condition

	Protocolversion
	At least TLS 1.1
	
	

	Random
	A SS generated random structure different from ClientHello
	
	

	SessionID
	Identity of the TLS session generated by SS
	
	

	CipherSuite
	One of the PSK-based ciphersuites listed in ClientHello
	
	

	CompressionMethod
	CompressionMethod.null
	
	


-
ServerKeyExchange
This message is sent by the SS to the UE.
Table 4.7xx-3: ServerKeyExchange
	Field
	Value/remark
	Comment
	Condition

	psk identity hint
	“3GPP-bootstrapping”
	
	


-
ServerHelloDone
This message is sent by the SS to the UE.
Table 4.7xx-4: ServerHelloDone
	Field
	Value/remark
	Comment
	Condition

	Note:
No fields present. 


-
ClientKeyExchange
This message is sent by the UE to the SS.
Table 4.7xx-5: ClientKeyExchange
	Field
	Value/remark
	Comment
	Condition

	psk identity
	“3GPP-bootstrapping” and the B-TID
	
	


-
ChangeCipherSpec
This message is sent by the UE or the SS.
Table 4.7xx-6: ChangeCipherSpec
	Field
	Value/remark
	Comment
	Condition

	Enum
	1
	
	


-
Finished
This message is sent by the UE or the SS.
Table 4.7xx-7: Finished
	Field
	Value/remark
	Comment
	Condition

	opaque
	UE generated data
	
	UE

	opaque
	SS generated verify_data
	The verify data contains the hash of the handshake messages. For details, see the RFC for TLS defined in annex E of 3GPP TS 33.310 [mm].
	SS


	Condition
	Explanation

	UE
	Sent by the UE.

	SS
	Sent by the SS.
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