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<Start of first modified section>
4.5A.22
Communication with the ProSe Function
4.5A.22.1
Initial conditions

System Simulator:

-
Parameters are set to the default parameters for the basic single cell environment, as defined in subclause 4.4, unless otherwise specified in the test case.

User Equipment:

-
The UE shall be in Registered, Idle Mode state (State 2).

4.5A.22.2
Definition of system information messages

The default system information messages are used.

4.5A.22.3
Procedure

Editor's note: The procedure is only applicable for pc_Provide_ProSe == true. Other PDN options are for FFS.
Editor’s note: The HTTP signalling between the UE and the ProSe function is done over TLS i.e. the UE connects to TCP port 443 (HTTPS) and starts TLS handshake.
Table 4.5A.22.3-1:  Communication with the ProSe Function
	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	
	
	
	

	1
	The UE transmits an RRCConnectionRequest message with ' establishmentCause' set to 'mo-Data '.
	-->
	RRCConnectionRequest

	2
	SS transmit an RRCConnectionSetup message.
	<--
	RRC: RRCConnectionSetup

	3
	The UE transmits an RRCConnectionSetupComplete message to confirm the successful completion of the connection establishment and to initiate the session management procedure by including the SERVICE REQUEST message.
	-->
	RRC: RRCConnectionSetupComplete

NAS: SERVICE REQUEST

	4
	The SS transmits a SecurityModeCommand message to activate AS security.
	<--
	RRC: SecurityModeCommand

	5
	The UE transmits a SecurityModeComplete message and establishes the initial security configuration.
	-->
	RRC: SecurityModeComplete

	6
	The SS configures a new data radio bearer, associated with the default EPS bearer context.

The RRCConnectionReconfiguration message is using condition SRB2-DRB(1, 0). The DRB associated with default EPS bearer context obtained during the attach procedure is established
	<--
	RRC: RRCConnectionReconfiguration

	7
	The UE transmits an RRCConnectionReconfigurationComplete message to confirm the establishment of the new data radio bearer, associated with the default EPS bearer context.
	-->
	RRC: RRCConnectionReconfigurationComplete

	8-10
	Steps 1-3 of procedure 4.5A.16.3.
	-
	-

	-
	EXCEPTION: In parallel to the event described in step 11 below, the behaviour described in Table 4.5A.22.3-2 takes place. 
	-
	-

	
	
	
	

	
	
	
	

	11
	The UE transmits an ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message.
	-->
	RRC: ULInformationTransfer

NAS:ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT


Table 4.5A.22.3-2: Parallel behaviour

	St
	Procedure
	Message Sequence

	
	
	U - S
	Message

	-
	EXCEPTION: Step 1a1 describes behaviour that depends on UE configuration; the "lower case letter" identifies a step sequence that take place if the UE does not have a preconfigured IP address.
	-
	-

	1a1
	If initiated by the UE the generic procedure for IP address allocation in the U-plane specified in TS 36.508 subclause 4.5A.1 takes place performing IP address allocation in the U-plane.
	-
	-

	2
	The UE transmits a ClientHello message including PSK-based ciphersuites.
	-->
	TLS: ClientHello

	3
	The SS transmits the ServerHello, ServerKeyExchange and ServerHelloDone messages indicating GBA as required.
	<--
	TLS: ServerHello
TLS: ServerKeyExchange
TLS: ServerHelloDone

	4-7
	The generic procedure for GBA authentication according TS 34.229-1 [43] subclause C.29.2 (steps 1-4) takes place.
	-
	-

	8
	The UE transmits the ClientKeyExchange including a PSK identity, ChangeCipherSpec and Finished messages. 
	-->
	TLS: ClientKeyExchange
TLS: ChangeCipherSpec
TLS: Finished

	9
	The SS transmits the ChangeCipherSpec and Finished messages.
	<--
	TLS: ChangeCipherSpec
TLS: Finished

	-
	EXCEPTION: Steps 10a1 to 10c2 describe behaviour which depends on the ProSe Procedure being applied
	-
	-

	10a1
	IF ANOUNCE/MONITOR REQUEST THEN

The UE transmits a DISCOVERY_REQUEST message over the PC3 (UE to ProSe Function) interface.
	-->
	HTTP Request containing

DISCOVERY_REQUEST

	10a2
	The SS transmits a DISCOVERY_RESPONSE message over the PC3 (UE to ProSe Function) interface.
	<--
	HTTP Response containing
DISCOVERY_RESPONSE

	10a3
	The UE transmits a SidelinkUEInformation message.
	-->
	SidelinkUEInformation

	10b1
	IF MATCH REPORT THEN

The UE transmits a MATCH_REPORT message over the PC3 (UE to ProSe Function) interface.
	-->
	HTTP Request containing

MATCH_REPORT

	10b2
	The SS transmits a MATCH_REPORT_ACK message over the PC3 (UE to ProSe Function) interface.
	<--
	HTTP Response containing
MATCH_REPORT_ACK

	10c1
	IF UEREGISTRATION THEN
The UE transmits an UE_REGISTRATION_REQUEST message over the PC3 (UE to ProSe Function) interface.
	-->
	HTTP Request containing

UE_REGISTRATION_REQUEST

	10c2
	The SS transmits an APPLICATION_REGISTRATION_RESPONSE message with a response-register.
	<--
	HTTP Response containing
UE_REGISTRATION_RESPONSE

	10d1
	IF USAGEINFOREPORT THEN

The UE transmits an USAGE_INFORMATION_REPORT_LIST message over the PC3ch (UE to ProSe Function) interface.
	-->
	HTTP Request containing

USAGE_INFORMATION_REPORT_LIST

	10d2
	SS sends USAGE_INFORMATION_REPORT_LIST_RESPONSE message.
	<--
	HTTP Response containing
USAGE_INFORMATION_REPORT_LIST_RESPONSE


	Condition
	Explanation

	ANOUNCE/MONITOR REQUEST
	Steps applicable to Announce request procedure OR Monitor request procedure

	MATCH REPORT
	Steps applicable to Match report procedure

	UEREGISTRATION
	Steps applicable to EPC-level ProSe discovery / UE registration procedure

	USAGEINFOREPORT
	Steps applicable to usage information report list sending procedure.


4.5A.22.4
Specific message contents

HTTP requests and responses are according to clause 4.7E.

Editor’s note: 
TLS messages in steps 2, 3, 8, 9 of Table 4.5A.22.3-2 are not checked in detail but the following assumptions are made:
ClientHello (step 2) should include at least one PSK-based ciphersuite (to be configured by PIXIT)
ServerHello (step 3) includes a PSK-base ciphersuite 
ServerKeyExchange (step 3) includes a PSK identity hint "3GPP-bootstrapping"
The content of ClientKeyExchange (step 8) and ChangeCipherSpec (step 8) are checked implicitly by the TLS layer

Further specific message contents: FFS
<End of modified section>
<Start of second modified section>
4.7E
Default HTTP messages for communication with the ProSe Function

-
HTTP Request

This message is sent by the UE to the SS.

Table 4.7E-1: HTTP Request

	Header/param
	Value/remark
	Comment
	Condition

	Request-Line
	
	
	

	
Method
	“POST”
	
	

	
Request-URI
	Request-URI
	
	

	
Version
	“HTTP 1.1”
	
	

	Content-Type
	
	
	

	
media-type
	“application/3gpp-prose+xml”
	
	

	Content-Length
	
	
	

	
value
	length of the message body
	
	

	Message-body
	PC3 Control Protocol messages
	
	

	Note:
HTTP request may contain further headers which are ignored.


-
HTTP Response

This message is sent by the SS to the UE.

Table 4.7E-2: HTTP Response

	Header/param
	Value/remark
	Comment
	Condition

	Status-Line
	
	
	

	
Version
	“HTTP 1.1”
	
	

	
Code
	200
	
	

	
Reason
	“OK”
	
	

	Content-Type
	
	
	

	
media-type
	“application/3gpp-prose+xml”
	
	

	Content-Length
	
	
	

	
value
	length of the message body
	
	

	Message-body
	PC3 Control Protocol messages
	
	


<End of modified section>
