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Discussion
1 Security
1.1 Assumptions

According to TS 33.303 clause 5.3.3.2 clause 5.4 of TS 33.222 shall be applied for authentication and security i.e. shared key-based mutual authentication between UE and NAF. Furthermore – according to clause 5.4 of TS 33.222 - the network function shall provide a psk_identity_hint with the static string "3GPP-bootstrapping".
The signalling for shared key-based mutual authentication is specified in TS 24.109 clause 5.3.3; an example signalling flow is given in annex F.
1.2 Conclusions

· In order to perform PC3 signalling the UE opens a socket at port 443 and starts TLS handshake indicating the PSK-based ciphersuites being supported.

· The SS chooses a PSK-based ciphersuite and provides the psk_identity_hint as per TS 33.303 and TS 24.109.

· If not done already: The UE performs GBA authentication according to 34.229 C.29.2 to get the PSK (Ks_NAF).

· The UE continues with the TLS handshake to setup the secured connection (( subsequent HTTP signalling is protected in accordance to the negotiated cipher suite)

1.3 Open Issues

a) Are the above assumptions and conclusions correct?

b) Clarifications shall be added to the respective procedures in 36.508.

c) Which Cipher suite to be used:
TLS-PSK cipher suites are defined in RFC 4279, RFC 4785, RFC 5487
Are there any restrictions (e.g. regarding use of NULL encryption)?
Is a PIXIT required?
d) Test model (ASP definitions) needs to be enhanced e.g. to allow specification of the psk_identity_hint.
2 HTTP Message
2.1 Current Specification
Until now there is no test specification about HTTP messages sent at the PC3 interface. 
Nevertheless 24.334 specifies HTTP 1.1 to be used and HTTP POST methods are used for PC3 direct discovery procedures (clause 6.1.1) and the MIME type to be "application/3gpp-prose+xml".
According to 24.334 it seems that an HTTP message may contain a single PC3 message or multiple PC3 messages. Nevertheless when looking at the existing prose there seems to be always just one UL-message by the UE which is answered by one DL-message. 
2.2 Open Issues
HTTP requests in UL: 
· Which information needs to be checked in TTCN (e.g. Method=="POST", ...)?
· Are there any mandatory HTTP headers (e.g. ContentType, ContentLength, MessageBody)?
· Do we need to deal with multiple PC3 messages in a single HTTP request (and what is the ContentType in this case) or
· Is there only a single PC3 message in a single HTTP request (with ContentType==" application/3gpp-prose+xml")?

HTTP responses in DL: 

· Which headers are mandatory in responses sent by the SS?
(From XCAP we know that e.g. "Date" and "Server" may be required)
· What is the ContentType for HTTP responses (depending on whether there is just a single PC3 message or multiple PC3 message; see "HTTP requests in UL" above)
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