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19.1.6
Security Aspects / ProSe Direct Communication / Security Information for Confidentiality Protection - Correct Counting and Wrapping
19.1.6.1
Test Purpose (TP)

(1)

with { UE served by E-UTRAN PLMN supporting ProSe and intending to use direct communication }

ensure that {

  when { the UE sends an encrypted PDCP Data PDU for SLRB }

   then { the PDCP SN is incremented by one }

            }

(2)

with { PDCP SN counter value being 2^16-1 }

ensure that { 
  when { UE sends an encrypted PDCP Data PDU for SLRB }

   then { the PDCP SN counter is reset to zero }

            }
19.1.6.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 33.303, clause 6.2.3.2 and TS 36.323, clause 6.2.10.
[TS 33.303, clause 6.2.3.2]

…

To encrypt the data for a PDCP entity, the ME shall calculate PTK (as described in Annex A.3) and then PEK from PTK (as described in Annex A.4). The ME then uses the PEK, LCID, PTK ID and counter to encrypt the next data packet as described in subclause 6.2.3.6.1. Immediately after encrypting the data packet, the ME shall increase the counter associated with the PDCP entity by one. If this causes the counter to wrap, then the ME shall behave as follows:

-
If PTK ID < 2^16-1, then the ME shall increase the PTK ID associated with the PDCP entity by one and set the counter associated with this PDCP entity to one.  Futhermore for USIM storage of PTK ID, the ME shall increase the PTK ID stored on the USIM by 3 if it is less than 2^16-4 or to 2^16-1 otherwise if the stored PTK ID  in USIM would be less than the one about to be used in ME. If non-volatile memory on the ME is used to store the PTK ID, the ME shall increase the PTK ID in non-volatile memory by one.

-
If PTK ID = 2^16-1 (i.e. PTK ID would wrap) and if the next PGK is previously unused (i.e. does not have the PTK ID and Counter in either the USIM or non-volatile memory of the ME associated with it), the ME shall act as though it just created a new PDCP entity with a previously unused PGK.

-
Otherwise (i.e. PTK ID = 2^16-1 and the next PGK has already been used in some other PDCP entity), the ME shall use the next PGK to generate keys for this PDCP entity and set the PTK ID and counter associated with this PDCP entity to one.

In all case of counter wrap, new PTK shall be derived from the PGK taking the new PTK Identity into use. A new PEK shall be derived from the new PTK as well. The old PTK associated with this PDCP entity shall be deleted together with the corresponding old PEK derived from the old PTK key.
[TS 36.323, clause 6.2.10]

Figure 6.2.10.1 shows the format of the PDCP Data PDU for SLRB where a 16 bit SN length is used.
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Figure 6.2.10.1: PDCP Data PDU format for SLRB
19.1.6.3
Test description

19.1.6.3.1
Pre-test conditions

System Simulator:

-
Cell 1
-
System information combination 23 as defined in TS 36.508 [18] clause 4.4.3.1 is used in E-UTRA Cell 1.

-
SS will need to simulate a UE with Group ID ‘1’ [INT] monitoring ProSe direct communication on allocated radio resources. 
UE:

-
The UE has pre-configured radio parameters (preconfigComm) as defined in TS 36.508 with an associated geographical area and a UICC with all values equal to the default profile [FFS] except for those listed in Table 19.1.6.3.1-1. 
Table 19.1.6.3.1-1: USIM configuration

	USIM field
	Priority
	Value

	EFPROSE_RADIO_COM
	
	Is present

	EFUST
	
	Service 101 is supported

	EFAD
	
	UE is authorized to use pre-configured parameters for ProSe

	EFPROSE_PLMN
	
	PLMN of Cell 1

	EFPST
	
	Service n°3 and service n°6 are supported

	EFPROSE_POLICY
	
	Group ID = ‘1’ [INT]


Algorithm info = ‘0001 0000’ [BIN] Note: equals EPS encryption algorithm 128-EEA1


Preamble:

-
The UE is in state UE Test Mode Activated (state 3A) according to [18] on Cell 1 with the RLC UM bearer configured for PDCP SN size for SLRBs (16 bits).  
[FFS: to be specified in a generic procedure].
19.1.6.3.2
Test procedure sequence

Table 19.1.6.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Close UE Test Loop with bit E0 in UE test loop mode E LB setup IE set to one.
	<--
	CLOSE UE TEST LOOP
	-
	-

	2
	The UE responds with CLOSE UE TEST LOOP COMPLETE.
	-->
	CLOSE UE TEST LOOP COMPLETE
	-
	-

	3
	The UE sends an encrypted STCH PDCP SDU packet and SS extracts the contained PDCP SN counter value.
	-->
	STCH PDCP SDU packet

(Received by simulated UE)
	-
	-

	-
	EXCEPTION: Step 4 is executed until PDCP SN counter equals 65635 (= 2^16-1).
	-
	-
	-
	-

	-
	EXCEPTION: IF PDCP SN counter value = 65635, THEN step 4 and 5 are checked at the same time. 
	-
	-
	-
	-

	4
	Check: Does the UE send encrypted STCH PDCP SDU packet with PDCP SN counter incremented by one compared with the previous one?
	-->
	STCH PDCP SDU packet

(Received by simulated UE)
	1
	P

	5
	Check: Does the UE send encrypted STCH PDCP SDU packet with PDCP SN counter value zero?
	-->
	STCH PDCP SDU packet

(Received by simulated UE)
	2
	P

	6
	The SS sends OPEN UE TEST LOOP message to open the UE test loop.
	<--
	OPEN UE TEST LOOP
	-
	-

	7
	The UE responds with an OPEN UE TEST LOOP COMPLETE message.
	-->
	OPEN UE TEST LOOP COMPLETE
	-
	-


19.1.6.3.3
Specific message contents

Table 19.1.6.3.3-1: ACTIVATE TEST MODE (preamble)

	Derivation Path: 36.508, Table 4.7A-1, condition UE TEST LOOP MODE E


Table 19.1.6.3.3-2: CLOSE UE TEST LOOP (step 1, Table 19.1.6.3.2-1)

	Derivation Path: 36.508, Table 4.7A-3, condition UE TEST LOOP MODE E
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