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9
EPS mobility management
9.1
EMM common procedures
9.1.1
Void
9.1.1.1
Void
9.1.1.2
Void
9.1.2
Authentication procedure

9.1.2.1
(Void) Authentication accepted
Note:
The present test is superseeded by TC 9.1.2.3 (i.e. all requirements which the present test verified are verified in TC 9.1.2.3).





























	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




	

	
	
	
	

	
	
	
	


9.1.2.2
Void
9.1.2.3
Authentication not accepted by the network / GUTI used / Authentication reject and re-authentication

9.1.2.3.1
Test Purpose (TP)

(1)

with { UE having sent an initial NAS message with type of identity GUTI }

ensure that {

  when { as a result of failure of an Authentication procedure initiated by the network the UE receives an AUTHENTICATION REJECT message }

    then { the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME and enter state EMM-DEREGISTERED }

            }
(2)

with { a NAS signalling connection existing }

ensure that {

  when { the UE receives an AUTHENTICATION REQUEST message }

    then { the UE responds with a correct AUTHENTICATION RESPONSE message and establishes correct EPS security context }

            }
9.1.2.3.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301, clauses 5.4.2.1, 5.4.2.3 and 5.4.2.5 and TS 36.331, clause 5.3.8.3. Unless otherwise stated these are Rel-8 requirements.

[TS 24.301, clause 5.4.2.5]

Upon receipt of an AUTHENTICATION REJECT message, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417 or T3430 (if running) and enter state EMM-DEREGISTERED.

[TS 24.301, clause 5.4.2.1]

The UE shall support the EPS authentication challenge only if a USIM is present.

An EPS security context is established in the UE and the network when an EPS authentication is successfully performed. During a successful EPS authentication, the CK and IK keys are computed. CK and IK are then used as key material to compute a new key, KASME. KASME is stored in the EPS security contexts (see 3GPP TS 33.401 [19]) of both the network and the UE, and is the root for the EPS integrity protection and ciphering key hierarchy.

[TS 24.301, clause 5.4.2.3]

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in subclause 5.4.2.6, the UE shall process the authentication challenge data and respond with an AUTHENTICATION RESPONSE message to the network.

Upon a successful EPS authentication challenge, the new KASME calculated from the authentication challenge data shall be stored in a new EPS security context.

[TS 33.401, clause 6.1.1]

UE shall compute KASME from CK, IK, and serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the serving network's identity when the derived keys from KASME are successfully used.

...

UE shall respond with User authentication response message including RES in case of successful AUTN verification as described in TS 33.102[4] and successful AMF verification as described above. Otherwise UE shall send User authentication reject message with a proper CAUSE value.

9.1.2.3.3
Test description

9.1.2.3.3.1
Pre-test conditions

System Simulator:

-
cell A.
UE:

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

Preamble:

-
the UE is in state Switched OFF (state 1) according to TS 36.508 [18].

9.1.2.3.3.2
Test procedure sequence

Table 9.1.2.3.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a GUTI and a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits an AUTHENTICATION REJECT message without integrity protection  and ciphering
	<--
	AUTHENTICATION REJECT
	-
	-

	6
	SS releases the RRC connection
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?
	-->
	ATTACH REQUEST
	1
	F

	8
	Check: Does the test result of the generic procedure  defined in clause 6.4.2.5 of 36.508 [18] indicates that the UE responds to paging when paged with S-TMSI include GUTI-1 and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	9
	Check: Does the test result of the generic procedure  defined in clause 6.4.2.5 of 36.508 [18] indicates that the UE responds to paging when paged with IMSI and with CN domain indicator set to "PS"?
	-
	-
	1
	-

	10
	If possible (see ICS) switch off is performed or the USIM is removed.

Otherwise the power is removed.
	-
	-
	-
	-

	11
	The UE is brought back to operation or the USIM is inserted.
	-
	-
	-
	-

	12
	Check: Does UE transmit a NOT integrity protected ATTACH REQUEST message including IMSI and a PDN CONNECTIVITY REQUEST message?
	-->
	ATTACH REQUEST
	1
	P

	13
	The SS transmits an AUTHENTICATION REQUEST message without integrity protection and ciphering
	<--
	AUTHENTICATION REQUEST
	-
	-

	14
	The UE transmits an AUTHENTICATION RESPONSE.
	-->
	AUTHENTICATION RESPONSE
	2
	P

	15
	SS transmits a NAS SECURITY MODE COMMAND message including the KSIASME of the new EPS security context (as provided in step 3)
	<--
	SECURITY MODE COMMAND
	-
	-

	16
	Check: Does the UE respond with NAS SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context identified by the KSIASME received in the SECURITY MODE COMMAND message in step 5
	-->
	SECURITY MODE COMPLETE
	2
	P

	17-24
	The attach procedure is completed by executing steps 9 to 16 of the UE registration procedure in TS 36.508 sub clause 4.5.2.3.
	-
	-
	-
	-

	-
	At the end of this test procedure sequence, the UE is in end state E-UTRA connected (E2) according to TS 36.508.
	-
	-
	-
	-


9.1.2.3.3.3
Specific message contents

Table 9.1.2.3.3.3-1a: ATTACH REQUEST (step 2, Table 9.1.2.3.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	Old GUTI or IMSI
	GUTI-1 
	GUTI allocated in pre-test conditions.
	


Table 9.1.2.3.3.3-1: ATTACH REQUEST (step 12, Table 9.1.2.3.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	NAS key set identifier
	'111'B
	no key is available
	

	Old GUTI or IMSI
	IMSI
	
	

	Last visited registered TAI
	Not Present
	
	


Table 9.1.2.3.3.3-3: AUTHENTICATION RESPONSE (step 14, Table 9.1.2.3.3.2-1)

	Derivation Path: 36.508, Table 4.7.2-8

	Information Element
	Value/remark
	Comment
	Condition

	Authentication response parameter
	RES equal to the XRES calculated in the SS with the parameters provided/indicated in the AUTHENTICATION REQUEST
	
	


PAGE  

