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1
Introduction

At the RAN5#65 meeting in November 2014 LS was received from GCF entitled 'LS to 3GPP TSG RAN WG5 - Test Case Requirements Optimization' (R5-145253). The discussion on it resulted in RAN5 acknowledging the high interest for conformance tests optimization within the Industry and setting up two groups to study GCF request further:

1.
Protocol (lead by Motorola Mobility, Qualcomm, and Samsung)

2.
RF/RRM (lead by Ericsson).

RAN5 conveyed the above back to GCF in the response LS in R5-145675 indicating that GCF CAG could expect initial feedback after the next RAN5 meeting (RAN5#66).

The present paper is a contribution to the 'Protocol' part of the task. It suggests some areas in which TC Optimisation in GCF could be achieved namely:

-
STRAIGHT FORWARD IMPLICIT TESTING
-
SPECIAL CASES OF "IMPLICIT" TESTING
-
REJECT/FAILURE BEHAVIOUR
And, it suggests some actions for RAN5.

In addition to the issues description below, an excel file is included in the present zip archive which lists TCs suggested by Samsung to be covered by the Optimisation task. The TCs lists are split in three separate sheets corresponding to the areas studied. For each TC an indication is provided in regard to what an action has been recommended.
NOTE 1:
It shall be noted that the suggested areas for TC Optimisation do not exhaust all possibilities rather they represent the output of a limited study focused on those areas only.

NOTE 2:
It shall be noted that the suggested TCs to be considered for TC Optimisation in the areas listed above do not exhaust all possibilities. The present proposal is based only on the study of TS 36.523-1 Section 9, and in addition, more based on memory few TC examples from other sections of 36.523-1 were picked up and addressed. For a more comprehensive view the entire TS 36.523-1 and TS 34.123-1 need to be examined.

NOTE 3:
At present the excel file suggests 3 possible recommendations that can be taken in regard to each TC: "Remove" = TC should be removed from the Test Specification; "Optional" = TC should be made Optional (O) for execution; "Conditional" = the applicability of the TC depends on the execution of another TC (Ci).
2
Areas for TC Optimisation in GCF

2.1
STRAIGHT FORWARD IMPLICIT TESTING
2.1.1
Issue description

What is meant here under Implicit Testing is the case when we have a TC "A" which is dedicated to verify a specific Core requirement (i.e. has a TP that explicitly covers that Core requirement - i.e. Explicit testing), whereas at the same time we have another TC "B" in which that same Core requirement is part of the test procedure (including the preamble and the postamble) but not part of the Test Purposes (i.e. Implicit testing).
Example (START) ============================================================
TC 9.1.2.1 (TC "A" in the definition above) is dedicated to verify that the UE can accept an Authentication i.e. the Core requirement "Authentication accepted" is explicitly part of its TP 1 (Explicit testing).

(1)

with { a NAS signalling connection existing }

ensure that {

  when { the UE receives an AUTHENTICATION REQUEST message }

    then { the UE responds with a correct AUTHENTICATION RESPONSE message and establishes correct EPS security context }

            }

This is then reflected in the test procedure as follows

Table 9.1.2.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	Switch the UE on
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST including a GUTI and a PDN CONNECTIVITY REQUEST message
	-->
	ATTACH REQUEST
	-
	-

	3
	SS transmits an AUTHENTICATION REQUEST message, KSIASME value is different to the KSIASME value provided in the ATTACH REQUEST
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	Check: Does the UE respond with AUTHENTICATION RESPONSE message within 6 seconds and the included RES is equal to the XRES calculated in the SS?
	-->
	AUTHENTICATION RESPONSE
	1
	P

	5
	SS transmits a NAS SECURITY MODE COMMAND message including the KSIASME of the new EPS security context (as provided in step 3)
	<--
	SECURITY MODE COMMAND
	-
	-

	6
	Check: Does the UE respond with NAS SECURITY MODE COMPLETE message integrity protected and ciphered with the new EPS security context identified by the KSIASME received in the SECURITY MODE COMMAND message in step 5
	-->
	SECURITY MODE COMPLETE
	1
	P

	-
	...
	-
	-
	-
	-


At the same time TC 9.1.3.1 (TC "B" in the definition above) is dedicated to verify the 'NAS security mode command accepted by the UE' and therefore the "Authentication accepted" is not part of its TP however it is part of the test procedure (Implicit testing)
(1)

with { successful completion of EPS authentication and key agreement (AKA) procedure }

ensure that {

  when { UE receives an integrity protected SECURITY MODE COMMAND message including replayed security capabilities and IMEISV request }

   then { UE sends an integrity protected and ciphered SECURITY MODE COMPLETE message including IMEISV and starts applying the NAS Security in both UL and DL }

            }

(2)

with { NAS Security Activated and EPS Authentication and key agreement procedure is executed for new Key generation }

ensure that {

  when { UE receives an integrity protected SECURITY MODE COMMAND message corresponding to NAS count reset to zero including replayed security capabilities and IMEISV request }

   then { UE sends integrity protected and ciphered SECURITY MODE COMPLETE message with NAS count set to zero including IMEISV and starts applying the NAS Security in both UL and DL }

            }

However "Authentication accepted" is part of the TC test procedure

Table 9.1.3.1.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message.
	-->
	ATTACH REQUEST
	-
	-

	3
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	4
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	5
	The SS transmits a SECURITY MODE COMMAND message to activate NAS security. It is integrity protected and includes request to include IMEISV (Note 1).
	<--
	SECURITY MODE COMMAND
	-
	-

	6
	Check: Does the UE transmit a SECURITY MODE COMPLETE message and does it establish the initial security configuration?
	-->
	SECURITY MODE COMPLETE
	1
	P

	-
	...
	-
	-
	-
	-


Example (END) ============================================================
As it can be seen from the example above, if an UE has a wrong implementation of the "Authentication accepted" core requirement it can be said with certainty that such an UE will fail both TCs. Specifically, for the purpose of the present discussion it can be said that IF an UE FAILs the TC where a Core requirement is part of the TC procedure (implicitly tested) it will FAIL also the TC where the Core requirement is part of the TP (explicitly tested).
Consequently, to prove the UE implementation of "Authentication accepted" core requirement it would be enough to run the TC where the requirement is implicitly tested. That is in the example above TC 9.1.3.1 (TC "B" in the definition).

Generally speaking the Authentication procedure is in fact indispensible part the Attach procedure and as such it is performed in most of the TCs that include attach in their preamble or in their test body. Similar is the situation with e.g. PDCP and RRC "generic" procedures. Some straightforward examples are TCs in sections
-
7.3.3 (PDCP ciphering and deciphering) and 7.3.4 (PDCP integrity protection) where TCs are verifying basic PDCP procedures which are also part of e.g. NAS TCs

-
8.1 (RRC connection management procedures) where TCs are verifying basic RRC connection management procedures which are part of e.g. NAS TCs. Note that if some of the variations, i.e. not the basic behaviour, covered in 8.1 are not used in NAS TCs then simply by changing some parameters in few NAS TCs then they would be all covered.

2.1.2
Proposal

RAN5 is invited to consider the above assessment.
In the cases when RAN5 could be with high level of certainty sure that a Device which fails TC "A" (the explicit testing) will also fail TC "B" (the implicit testing) then RAN5 should change the TC applicability TC "A" from (R) Recommended into (O) Optional.

If the Explicit testing TC should be made Optional or Removed all together needs to be confirmed. One possible reason not to remove but to keep such TCs as Optional is that if the Implicit TC fails then running the explicit TC may help in identifying the reason of the fail of the Implicit TC.
NOTE:
What we need to be careful here is: Is the test procedure that covers that Core requirement in TC "B" more forgiving in comparison to the one in TC "A"? This issue is two sided: Is the implicitly covered procedure described in TTCN or it is left to the SS implementation (if it is in TTCN we could make that the TTCN is not forgiving, if it is in the SS implementation we may need to put explicit requirements to the SS implementation). What is meant here under "more forgiving" for example is the case when in the explicit testing the TTCN verifies the exact content of an IE (or a field of it) whereas in the implicit testing the TTCN verifies only that the IE (or a field of it) is present and does not check its content.
2.2
SPECIAL CASES OF "IMPLICIT" TESTING
2.2.1
Normal and Combined procedures reject/failure requirements
2.2.1.1
Issue description

In many cases the Core requirements for e.g. a "Combined" Attach reject/failure comprise of actions on the EUTRA side and actions on the UTRA/GERAN side with the actions on the EUTRA side being identical to the actions in the case of "Normal" Attach reject/failure. Let call a TC addressing the "Combined" case as TC "A", and, as TC "B" a TC that addresses the "Normal" Attach case.
Example (START) ============================================================
TC 9.2.1.2.5 (TC "A") is dedicated to verify 'Combined attach / Rejected / IMSI invalid'. Its TC preconditions include
UE:

- 
the UE is configured to initiate combined EPS/IMSI attach;

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

TC 9.2.1.1.9 (TC "B") is dedicated to verify 'Attach / Rejected / IMSI invalid'. Its TC preconditions include
UE:

-
the UE is configured to initiate EPS attach;

-
the UE is previously registered on E-UTRAN, and when on E-UTRAN, the UE is last authenticated and registered on cell A using default message contents according to TS 36.508 [18].

Both TCs include and hence verify the following behaviour in the test body

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- cell A as the "Serving cell".

- cell B as a "Non-Suitable cell".

- If present, Cell G as a "Non-Suitable Off cell".

(Cell 5 or Cell 24 as a "Non-Suitable cell" for the Combined attach case)
	-
	-
	-
	-

	-
	The following messages are to be observed on cell A unless explicitly stated otherwise.
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on cell A.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Illegal UE" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	-
	The following messages are to be observed on Cell B unless explicitly stated otherwise.
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds?

Note: Cell B belongs to the same PLMN where the UE was rejected but a different TA
	-->
	ATTACH REQUEST
	1
	F


Example (END) ============================================================
What is important to be understood here, and this is why this area of possible TC Optimisation is named "SPECIAL CASES OF "IMPLICIT" TESTING", is that in comparison to the "STRAIGHT FORWARD IMPLICIT TESTING"

-
Both TCs include the same message sequence in their test body (same like in "STRAIGHT FORWARD IMPLICIT TESTING") i.e. verify "same" behaviour

-
The UE status before this message sequence takes place (in the example above achieved in the Preamble) is different (this makes it different to "STRAIGHT FORWARD IMPLICIT TESTING") i.e. overall it can be said that the TCs verify different requirements.
Therefore, the question (and possible statement) here is different: Although theoretically it is possible to design a Device which will e.g. fail TC "B" but will not fail TC "A", how likely it is this to happen in real life?

Experience with mobile phone development shows that the answer to the above question is: Yes, theoretically it is possible to design a Device which will e.g. fail TC "B" but will not fail TC "A", however in most of the cases this possibility is negligible.
2.2.1.2
Proposal

RAN5 is invited to consider the above assessment:

-
In this assessment, acknowledging that the "normal" and "combined" features are in general different features with the latter comprising the behaviour exercised in the former as part of a wider requirement scope, RAN5 should focus on the question how likely it is that an implementation that passes TC "A" (combined) will FAIL TC "B" (normal).
-
In addition the assessment should take into account that the suggested for consideration TCs are dedicated to verify "reject/failure" and not "success" scenarios, and as such can be considered as happening seldom, if at all, in real life.

In the cases when RAN5 could be with high level of certainty sure that it is very unlikely from Device implementation point of view that a Device which fails TC "B" (normal) will not fail TC "A" (combined) then RAN5 should change the TC applicability of TC "B" from (R) Recommended into (C) Conditional (e.g. Recommended if Combined Attach not supported; Optional Otherwise).

NOTE 1:
(Same as section 2.1.2.) What we need to be careful here is: Is the test procedure that covers that Core requirement in TC "A" more forgiving in comparison to the one in TC "B"? This issue is two sided: Is the implicitly cover procedure described in TTCN or is left to the SS implementation (if it is in TTCN we could make that the TTCN is not forgiving, if it is in the SS implementation we may need to put explicit requirements to the SS implementation). What is meant here under "more forgiving" for example is the case when in the explicit testing the TTCN verifies the exact content of an IE (or a field of it) whereas in the implicit testing the TTCN verifies only that the IE (or a field of it) is present and does not check its content.
NOTE 2:
When the comparison between the similar "normal" and "combined" TCs is done it should be carefully examined if the message sequences on the EUTRA side are the same. If difference is found it should be assessed why this difference does exist and is it indeed justifiable to exist. For example in the example of the TCs above, i.e. TC 9.2.1.2.5 and TC 9.2.1.1.9, the "normal" (i.e. the latter) includes more actions/verification on the EUTRA side than the "combined" (i.e. the former) does e.g. it includes in addition to the automatic attempt for attach also a manual attempt which does not exist in the "combined" TC. The question consequently should be do we really need this manual attempt and if it is a must then in order to apply the suggested above approach for making the "normal" TC Optional RAN5 would need to update the "combined" TC to include a manual attempt as well. In the opposite direction there maybe cases when RAN5 may need to remove certain handling when it is found not being a must.
2.3
REJECT/FAILURE BEHAVIOUR
2.3.1
Issue description

NOTE:
This issue is applicable to every RAT (LTE, UMTS, GSM) test spec. 

Although RAN5 (and GERAN3) is imposing a certain level of self restrain on the development of TCs handling Reject/Failure behaviour and is not covering with TCs all Reject/Failure reasons available in the core specs, still the number of TCs covering Reject/Failure behaviour is enormous.
As for an example for LTE NAS testing there are about 90 Reject/Failure-testing TCs Vs. less than one third of this number of Success-testing TCs.
Therefore the issue here is with the value, or with the lack of it, of having this enormous amount of TCs dedicated to Reject/Failure in a life with ever increasing number of TCs that a device needs to go through.
Example (START) ============================================================
TC 9.1.2.7 'Authentication not accepted by the UE/ non-EPS authentication unacceptable'

-
NWK failure being tested. No security risk because if the UE accepts the message then the authentication itself will fail.

TC 9.2.1.1.9 'Attach / Rejected / IMSI invalid'

-
This TC does not simulate the real life because it is not possible to force the UE to do wrong thing rather when the UE behaves correctly the NWK is made to send REJECT message regardless of the correct behaviour and the UE reaction is then tested; Furthermore, although the core spec puts a requirement on the UE behaviour upon receipt of reject message how in real life we would expect an UE with invalid IMSI really to recover?
TC 9.2.1.1.11 'Attach / Rejected / EPS services and non-EPS services not allowed'

-
This TC has 3 TPs. TP1 is checking that upon such a reject the UE will not continue jamming the NWK with new attach attempts until it is switched off and on. The question is how useful is testing this behaviour when the user may go for switch off and on and continue jamming with the attach requests?

-
Secondly TP2 and TP3 are tested elsewhere (these are standard attaches to LTE or UMTS/GERAN when no LTE is present)
Example (END) ============================================================
2.3.2
Proposal

RAN5 is invited to consider the above assessment.

In the cases when RAN5 could be with high level of certainty sure that a Device failure to handle a particular Reject/Failure scenario does not represent serious danger for service operation then RAN5 should change the TC applicability TC "A" from (R) Recommended into (O) Optional or Remove them altogether.

The real life likelihood, and, criticality of a Reject/Failure behaviour requirement not handled correctly by the Device needs to be assessed and certain existing TCs made Optional/Removed e.g.

-
NWK failure being tested (Remove)
-
Wrong behaviour cannot be forced on the UE side (Remove)
-
Non compliant Device behaviour would not result in a deadlock (easy way to recover) (Optional)
-
Non compliant Device behaviour would not cause serious problem to the NWK (tests are not to verify Device quality rather to avoid interoperability problems) (Optional)
3
General Recommendations

In addition to the recommendations provided in sections "Proposal" above, it is recommended that if RAN5 agrees on the categories above (more categories could be added, or categories may be taken out of the list) then:
-
RAN5 should look for volunteers to examine particular 36.523-1 and 34.123-1 sections and do proposals (as in the attached to the present document excel file). RAN5 should ensure all sections are examined - APs should be assigned accordingly.

-
RAN5 should target a completion of this Task latest by RAN5#68 (with proposals for discussions, including if possible CRs, provided for RAN5#67 and final batch of CRs for agreement at RAN5#68). If necessary perhaps a RAN5 "bis" meeting may be considered beforehand.
-
RAN5 should keep GCF informed on the progress (via LS) to allow GCF to plan their work on TC Optimisation. RAN5 should also keep PTCRB in copy to make them aware of what is happening as well.
NOTE:
In addition to the proposal from Samsung (incomplete at this stage) attached as excel file to the zip archive, an additional spreadsheet proforma is attached to be used as a template for new proposals (the Samsung proposal was made by filling in this proforma).


The proforma is based on the structure of the GCF similar spreadsheet to allow easier communication of the results of the discussion to GCF. There is one major addition: a new column 'Impact on RAN5 Test Spec if any' has been added for internal RAN5 purposes to identify and describe any impacts the proposal may have on the RAN5 specs. Examples for impact are the need to update a TC by adding or removing certain details, update of TC applicability, etc.

The spreadsheet is split in 2 parts: on the left it is the part where the proposals should be included; on the right, is a part where comments from other companies can be provided once a proposal is submitted.


The present paper identifies 3 areas for consideration and hence the excel file contains 3 spreadsheets. If other areas are identified then more spreadsheets should be added.
