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9.2.1.1.9
Attach / rejected / IMSI invalid

9.2.1.1.9.1
Test Purpose (TP)

 (1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Illegal UE" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

(2)

with { UE receives an ATTACH REJECT message with the reject cause set to "Illegal UE" }

ensure that {

  when { the UE has been switched off, then switched on }

    then { the UE sends an ATTACH REQUEST message with IMSI, including a PDN CONNECTIVITY REQUEST message }

            }

(3)

with { UE receives an ATTACH REJECT message with the reject cause set to "Illegal UE" }

ensure that {

  when { the UE has been switched off, then switched on and a UMTS or GSM cell is found }

    then { the UE sends an ATTACH REQUEST message with IMSI and TMSI status indicated invalid TMSI }

            }

9.2.1.1.9.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5 and in TS 24.008 clause 4.7.3.2.4.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#3

(Illegal UE); or

...


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the MM parameters update status, TMSI, LAI and ciphering key sequence number, and the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the normal attach procedure is rejected with the GMM cause with the same value.

NOTE:
The possibility to configure a UE so that the radio transceiver for a specific RAT is not active, although it is implemented in the UE, is out of scope of the present specification. 
...

[TS 24.008, clause 4.7.3.2.4]

...

The MS shall then take one of the following actions depending upon the reject cause:

# 3

(Illegal MS);

...


The MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED (shall store it according to subclause 4.1.3.2) and shall delete any P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number. The new GMM state is GMM-DEREGISTERED. The new MM state is MM IDLE.


The MS shall set the update status to U3 ROAMING NOT ALLOWED, shall delete any TMSI, LAI and ciphering key sequence number. The SIM/USIM shall be considered as invalid for GPRS and non-GPRS services until switching off or the SIM/USIM is removed. 

...

9.2.1.1.9.3
Test description

9.2.1.1.9.3.1
Pre-test conditions

System Simulator:

-
Cell A, Cell B (home PLMN, different TAs) and Cell G (another PLMN)

-
If pc_UTRAN Cell 5 and if (NOT pc_UTRAN AND pc_GERAN) Cell 24 are configured according to Table 4.4.4-2 in [18].
-
if pc_UTRAN, Cell 5 (only active when stated)
-
if pc_GERAN and NOT pc_UTRAN, Cell 24 (only active when stated)
-
The different cells may not be simultaneously activated.
UE:

- 
The test USIM contains IMSI1, GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

- 
If pc_GERAN or pc_UTRAN supported by UE, the test USIM contains TMSI-1, P-TMSI-1and RAI-1, and GPRS update status is "GU1: UPDATED".
Preamble:

-
The UE is in state Switched OFF (state 1) according to clause [18].

9.2.1.1.9.3.2
Test procedure sequence

Table 9.2.1.1.9.3.2-1: Main behaviour

	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The SS configures:

- Cell A as the "Serving cell".

- Cell B as a "Non-Suitable cell".

- Cell Gas a "Non-Suitable cell".

IF pc_GERAN or pc_UTRAN THEN the SS configures Cell 24(GERAN) or Cell 5(UTRAN) as "Non-Suitable cell".
	-
	-
	-
	-

	2
	The UE is switched on.
	-
	-
	-
	-

	3
	The UE transmits an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message on cell 1.
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an ATTACH REJECT message with EMM cause = "Illegal UE" as specified.
	<--
	ATTACH REJECT
	-
	-

	5
	The SS releases the RRC connection.
	-
	-
	-
	-

	6
	The SS configures:

- Cell A as a "Non-Suitable cell".

- Cell B as the "Serving cell".
	-
	-
	-
	-

	7
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell B or on cell A?

Note: Cell B belongs to the same PLMN where the UE was rejected but a different TA
	-->
	ATTACH REQUEST
	1
	F

	8
	The operator initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	9
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell B or on cell A?
	-->
	ATTACH REQUEST
	1
	F

	10
	Check: Does the test result of CALL generic procedure indicate that the UE ignores paging on cell B for PS domain with IMSI1?
	-
	-
	1
	-

	11
	Check: Does the test result of CALL generic procedure indicate that the UE ignores paging on cell B for PS domain with GUTI1?
	-
	-
	1
	-

	12
	The SS configures:

- Cell B as a "Non-Suitable cell".

- Cell Gas the "Serving cell".
	-
	-
	-
	-

	13
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell G or on cell B?

Note: Cell Gbelongs to a PLMN which is not the same like the one on which the UE was rejected.
	-->
	ATTACH REQUEST
	1
	F

	14
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	15
	Check : Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell G or on cell B?
	-->
	ATTACH REQUEST
	1
	F

	16
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	
	
	
	

	17
	The UE is brought back to operation.
	
	
	
	

	18
	The following message is sent on Cell G.
	
	
	
	

	19
	Check : Does the UE transmit an ATTACH REQUEST message with IMSI-1?
	-->
	ATTACH REQUEST
	2
	P

	20
	The SS transmits an ATTACH REJECT message with EMM cause = "Illegal UE" as specified.
	<--
	ATTACH REJECT
	-
	-

	-
	EXCEPTION: Steps 21a1 to 21a9 describe behaviour that depends on the UE capability.
	-
	-
	-
	-

	21a1
	IF pc_UTRAN or pc_GERAN THEN

the SS configures

- Cell G as a "Non-Suitable cell".

- Cell 24(GERAN) or Cell 5(UTRAN) as the "Serving cell".
	-
	-
	-
	-

	21a2
	Check: Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell 24 or cell 5?
	-->
	ATTACH REQUEST
	1
	F

	21a3
	The user initiates an attach by MMI or by AT command.
	-
	-
	-
	-

	21a4
	Check : Does the UE transmit an ATTACH REQUEST message in the next 30 seconds on cell 24 or cell 5?
	-->
	ATTACH REQUEST
	1
	F

	21a5
	If possible (see ICS) switch off is performed. Otherwise the power is removed.
	-
	-
	-
	-

	21a6
	The UE is brought back to operation.
	-
	-
	-
	-

	21a7
	The following message is sent on cell 24 or cell 5.
	
	
	
	

	21a8
	Check : Does the UE transmit an ATTACH REQUEST message with IMSI-1and TMSI status indicated invalid TMSI?
	-->
	ATTACH REQUEST
	3
	P

	21a9
	The SS transmits an ATTACH REJECT message with EMM cause = "Illegal UE" as specified.
	<--
	ATTACH REJECT
	-
	-


9.2.1.1.9.3.3
Specific message contents

Table 9.2.1.1.9.3.3-1: Message ATTACH REJECT (steps 4 and 20, Table 9.2.1.1.9.3.2-1)

	Derivation path: 36.508 table 4.7.2.3

	Information Element
	Value/Remark
	Comment
	Condition

	Security header type
	0000
	" Plain NAS message, not security protected "
	

	EMM cause
	00000011
	#3 "Illegal UE"
	

	ESM message container
	Not present
	
	


Table 9.2.1.1.9.3.3-2: Message ATTACH REQUEST (step 20, Table 9.2.1.1.9.3.2-1)

	Derivation path: TS 36.508 table 4.7.2

	Information Element
	Value/Remark
	Comment
	Condition

	Old GUTI or IMSI
	IMSI-1
	
	

	ESM message container
	PDN CONNECTIVITY REQUEST message to request PDN connectivity to the default PDN
	
	

	Last visited registered TAI
	Not present
	
	

	Old LAI
	Not present
	
	

	TMSI status
	Not present
	
	


Table 9.2.1.1.9.3.3-3: Message ATTACH REQUEST (step 21a8, Table 9.2.1.1.9.3.2-1)

	Derivation path: TS 34.108 table X.X.X

	Information Element
	Value/Remark
	Comment
	Condition

	GPRS ciphering key sequence number
	111
	No key is available
	

	P-TMSI or IMSI
	IMSI-1
	
	

	Old P-TMSI signature
	Not present
	
	

	TMSI status
	0
	no valid TMSI available
	


9.2.1.1.10
Attach / rejected / illegal ME

9.2.1.1.10.1
Test Purpose (TP)

 (1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Illegal ME" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

9.2.1.1.10.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#6

(Illegal ME);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

...

9.2.1.1.10.3
Test description

The test description is identical to the one of subclause 9.2.1.1.9 with the following exceptions:
-
only cells A, B and G are configured (no UTRAN cell, no GERAN cell);

-
the test procedure sequence is executed from step 1 to, and including step 15;
-
in the test procedure and in the specific message contents, the reject cause #3 "Illegal UE" is replaced with the reject cause #6 "Illegal ME".

9.2.1.1.11
Attach / rejected / GPRS services and non-GPRS services not allowed

9.2.1.1.11.1
Test Purpose (TP)

(1)

with { UE has sent an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message }

ensure that {

  when { UE receives an ATTACH REJECT message with the reject cause set to "Illegal ME" }

    then { UE considers the USIM as invalid for EPS services and non-EPS services and enters state EMM-DEREGISTERED }

            }

9.2.1.1.11.2
Conformance requirements

References: The conformance requirements covered in the present TC are specified in: TS 24.301, clause 5.5.1.2.5.

[TS 24.301, clause 5.5.1.2.5]

...

Upon receiving the ATTACH REJECT message, the UE shall stop timer T3410 and take the following actions depending on the reject cause value received.

#8

(GPRS services and non-GPRS services not allowed);


The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI and KSI. The UE shall consider the USIM as invalid for EPS services and non-EPS services until switching off or the UICC containing the USIM is removed. Additionally, the UE shall delete the list of equivalent PLMNs and enter state EMM-DEREGISTERED.

...

9.2.1.1.11.3
Test description

The test description is identical to the one of subclause 9.2.1.1.9 with the following exceptions:

-
only cells A, B and G are configured (no UTRAN cell, no GERAN cell);

-
the test procedure sequence is executed from step 1 to, and including step 15;

-
in the test procedure and in the specific message contents, the reject cause #3 "Illegal MS" is replaced with the reject cause #8 "GPRS services and non-GPRS services not allowed". 
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