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<Start of first modified section>
8.3.2
Conformance requirement

The UE can deregister a public user identity that it has previously registered with its contact address at any time.

The UE shall protect the REGISTER request using a security association, see 3GPP TS 33.203, established as a result of an earlier registration, if one is available.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs related to the public user identity that is going to be deregistered or to one of the implicitly registered public user identities. However:

-
if the dialog that was established by the UE subscribing to the reg event package used the public user identity that is going to be deregistered; and 

-
this dialog is the only remaining dialog used for subscription to reg event package;

then the UE shall not release this dialog.

On sending a REGISTER request, the UE shall populate the header fields as follows:

a)
an Authorization header, with;

-
the username directive, set to the value of the private user identity;

-
the realm directive, set to the  value as received in the realm directive in the WWW Authenticate header;

-
the uri directive, set to the SIP URI of the domain name of the home network;

-
the nonce directive, set to last received nonce value; and

-
the response directive, set to the last calculated response value;

b)
a From header set to the SIP URI that contains the public user identity to be deregistered;

c)
a To header set to the SIP URI that contains the public user identity to be deregistered;

d)
a Contact header set to either the value of "*" or SIP URI(s) that contain(s) in the hostport parameter the IP address of the UE or FQDN and the protected server port value bound to the security association, and containing the Instance ID of the UE in the +sip.instance parameter, if the UE supports GRUU (see table A.4, item A.4/53);

e)
a Via header set to include the IP address or FQDN of the UE in the sent-by field and the protected server port value bound to the security association;

NOTE 1:
If the UE specifies its FQDN in the host parameter in the Contact header and in the sent-by field in the Via header, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS lookup) to the IP address that is bound to the security association.


[TS 24.229 release 8 start, clause 5.1.1.6.1]

e)
a registration expiration interval value set to the value of zero, appropriate to the deregistration requirements of the user;
[TS 24.229 release 8 end]
g)
a Request-URI set to the SIP URI of the domain name of the home network; 

h)
a Security-Client header field, set to specify the security mechanism it supports, the IPsec layer algorithms for integrity and confidentiality protection it supports and the new parameter values needed for the setup of two new pairs of security associations. For further details see 3GPP TS 33.203 [19] and RFC 3329 [48];

i)
a Security-Verify header that contains the content of the Security-Server header received in the 401 (Unauthorized) response of the last successful authentication; and

j)
to the UE (as defined in the access technology specific annexes for each access technology), a P-Access-Network-Info header set as specified for the access network technology (see subclause 7.2A.4).

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall remove all registration details relating to this public user identity.

If there are no more public user identities registered, the UE shall delete the security associations and related keys it may have towards the IM CN subsystem.

If all public user identities are deregistered and the security association is removed, then the UE shall consider subscription to the reg event package cancelled (i.e. as if the UE had sent a SUBSCRIBE request with an Expires header containing a value of zero).

NOTE:
When the UE has received the 200 (OK) response for the REGISTER request of the only public user identity currently registered with its associated set of implicitly registered public user identities (i.e. no other is registered), the UE removes the security association established between the P-CSCF and the UE. Therefore further SIP signalling (e.g. the NOTIFY request containing the deregistration event) will not reach the UE.

Reference(s)

3GPP TS 24.229[10], clause 5.1.1.6 and 5.1.1.6.1 (release 8).

8.3.3
Test purpose
1)
To verify that the UE sends a correctly composed initial REGISTER request with an expiration interval value set to 0 to S-CSCF via the discovered P-CSCF, according to 3GPP TS 24.229 [10] clause 5.1.1.6.

8.3.4
Method of test
Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is registered to IMS services by performing the generic registration test procedure in Annex C.2 up to the last step.
SS is configured with the IMSI within the USIM application, the home domain name, public and private user identities together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SS is listening to SIP default port 5060 for both UDP and TCP protocols. SS is able to perform AKAv1-MD5 authentication algorithm for that IMPI, according to 3GPP TS 33.203[14] clause 6.1 and RFC 3310 [17].

Related ICS/IXIT Statement(s)
Method of triggering the UE to deregister from IMS services
Yes/No

IMS security (Yes/No)

Test procedure

1)
The UE is triggered by MMI to initiate a deregistration procedure 

2)
IMS deregistration is initiated on the UE. SS waits the UE to send a REGISTER request, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.6 

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	UE sends deregistration for IMS services. 

	2
	(
	200 OK
	The SS responds REGISTER with 200 OK


Specific message contents

REGISTER (step 1)

SS shall check that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.6 the UE sends an initial REGISTER request where the Request-URI and the headers have been correctly populated according to the REGISTER common message definition in annex A.1.1condition A2 and with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	
addr-spec
	SIP URI with IP address or FQDN and protected server port of UE or *

	
expires
	0 (if present)

	Expires 
	(must be present if addr-spec is *)

	
delta-seconds
	0 (if present)

	Supported
	header may be missing or it may contain any value

	Authorization
	

	
nonce-count
	value not checked


.

<End of modified section>
<Start of second modified section>
8.9.2
Conformance requirement

The UE can deregister a public user identity that it has previously registered with its contact address at any time.

…

Unlike in full IMS security, the private user identity is not included in the REGISTER requests when early IMS security is used for registration, re-registration and mobile-initiated de-registration procedures. Subsequently, all REGISTER requests from the UE shall use the IMSI-derived IMPU as the public user identity even when the implicitly registered IMPUs are available at the UE. Otherwise, the I-CSCF would be unable to derive the private user identity that is needed to query the HSS in certain Cx messages.
…
On sending a REGISTER request in order to indicate support for early IMS security procedures, the UE shall not include an Authorization header field and not include header fields or header field values as required by RFC3329. The From header, To header, Contact header, Expires header, Request URI and Supported header shall be set according clause 5.1.1.2 of TS 24.229.
[TS 24.229 release 8 start, clause 5.1.1.6.1]

e)
a registration expiration interval value set to the value of zero, appropriate to the deregistration requirements of the user;
[TS 24.229 release 8 end]
On receiving the 200 (OK) response to the REGISTER request, the UE shall handle the expiration time, the P-Associated-URI header field, and the Service-Route header field according clause 5.1.1.2 of TS 24.229.

The UE shall support SIP compression as described in TS 24.229  subclause 8.1.1 with the exception that no security association exists between the UE and the P-CSCF. Therefore, when the UE creates the compartment is implementation specific.

The UE shall use the temporary public user identity (IMSI-derived IMPU, cf. section 6.1.2) only in registration messages (i.e. initial registration, re-registration or de-registration), but not in any other type of SIP requests.

NOTE 1:
Early IMS security does not allow SIP requests to be protected using an IPsec security association because it does not perform a key agreement procedure.

…

If a UE attempts a registration using early IMS security, the REGISTER shall include an IMPU that is derived from the IMSI that is used for bearer network access according to the rules in TS 23.003. The UE shall apply this rule even if a UICC containing an ISIM is present in the UE.

…

When early IMS security is used for registering an UE, the IMSI-derived IMPU shall be used for all registration procedures initiated by the UE (i.e., initial registration, re-registration and mobile-initiated de-registration).

Reference(s)

3GPP TS 24.229[10], clause 5.1.1.6.1 (release 8), 5.1.1.6, 3GPP TR 33.978[58], clauses 6.1.2, 6.2.3.1 and 6.2.4

8.9.3
Test purpose
1)
To verify that the UE sends a correctly composed initial REGISTER request with an expiration interval value set to 0 to S-CSCF via the discovered P-CSCF, according to 3GPP TS 24.229 [10] clause 5.1.1.6.

8.9.4
Method of test
Initial conditions

UE contains either SIM application, ISIM and USIM applications or only USIM application on UICC. UE is registered to IMS services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2a up to the last step.
SS is configured with the IMSI, the home domain name, public and private user identities and the currently assigned IP address. SS is listening to SIP default port 5060 for both UDP and TCP protocols. SS is able to perform security mechanism  according to 3GPP TS 33.978 [58] clause 6.2.3.4.

Related ICS/IXIT Statement(s)

IMS security (Yes/No)

Early IMS security (Yes/No

Test procedure

1)
The UE is triggered by MMI to initiate a deregistration procedure 

2)
IMS deregistration is initiated on the UE. SS waits the UE to send a REGISTER request, in accordance to 3GPP TS 24.229 [10], clause 5.1.1.6 

Expected sequence

	Step
	Direction
	Message
	Comment

	
	UE
	SS
	
	

	1
	(
	REGISTER
	UE sends deregistration for IMS services. 

	2
	(
	200 OK
	The SS responds REGISTER with 200 OK


Specific message contents

REGISTER (step 1)

SS shall check that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.6 the UE sends an initial REGISTER request  according to the REGISTER common message definition in annex A.1.1condition A3 and with the following exceptions:

	Header/param
	Value/remark

	Contact
	

	      addr-spec
	SIP URI with IP address or FQDN and unprotected server port of UE or *

	
expires
	0 (if present)

	Expires 
	 (must be present if addr-spec is *)

	
delta-seconds
	0 (if present)

	Supported
	header may be missing or it may contain any value



<End of modified section>
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