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<<<START of New text>>>
9.1.3
Security mode control procedure

9.1.3.1
NAS security mode command accepted by the UE
9.1.3.1.1
Test Purpose (TP)

(1)

with { succesful completion of EPS authentication and key agreement (AKA) procedure }

ensure that {

  when { UE receives a [NAS] SECURITY MODE COMMAND message, integrity protected and including replayed security capabilities and requests IMEISV }

   then { UE sends [NAS] SECURITY MODE COMPLETE, integrity protected and ciphered and includes IMEISV  and starts applying the NAS Security in both UL and DL}
(2)
with { NAS Security Activated and EPS Authentication and key agreement procedure is executed for new Key generation}

ensure that {

  when { UE receives a [NAS] SECURITY MODE COMMAND message corresponding to NAS count rest to zero, integrity protected and including replayed security capabilities and requests IMEISV }

   then { UE sends [NAS] SECURITY MODE COMPLETE [with NAS count set to zero], integrity protected and ciphered and includes IMEISV  and starts applying the NAS Security in both UL and DL}
}

9.1.3.1.2
Conformance requirements

References: The conformance requirements covered in the current TC are specified in: TS 24.301 clause 4.4.2.1, 5.4.3.1, 5.4.3.2 and 5.4.3.3.
[TS 24.301, clause 4.4.2.1]
The network NAS COUNT shall be initialized to zero in the first SECURITY MODE COMMAND when a new security context is activated following a successful authentication and key agreement (AKA) procedure. The UE NAS COUNT shall be initialized to zero when the UE receives the first SECURITY MODE COMMAND message after a successful AKA procedure and uses it in the following SECURITY MODE COMPLETE message.

Editor's note: How the NAS COUNT shall be handled after handover from UTRAN/GERAN to E-UTRAN is FFS.

After each new outbound message, the sender shall always increase the NAS COUNT number by one. Specifically, the NAS sequence number is increased by one, and if the result is zero (due to wrap around), the NAS overflow counter is also incremented by one (see 4.4.2.5).

Editor's note: Other general details are FFS.

 [TS 24.301, clause 5.4.3.1]
The purpose of the NAS security mode command (SMC) procedure is to take the new key set into use, initialise and start NAS signalling security between the UE and the MME, which performs integrity and replay protection as well as enciphering and deciphering of NAS signalling messages.

Editor's note: It is FFS whether the SMC procedure can be combined or concatenated with the attach and tracking area update procedures for optimisation purposes.

[TS 24.301, clause 5.4.3.2]
The MME initiates the NAS security mode setup command procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460.

The MME shall integrity protect the SECURITY MODE COMMAND message with the NAS integrity key based on KASME indicated by the KSIASME indicated in the message.

...
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS, RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if UE included them in the message to network), the replayed NONCEUE if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (KSIASME or KSISGSN).

Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

NOTE:
The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS it is also be supported for AS.

[TS 24.301, clause 5.4.3.3]
Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode command can be accepted or not. This is done by performing the integrity check of the message and by checking that the received UE security capabilities and the received UE nonce have not been altered compared to what the UE provided in the initial layer 3 message that triggered this procedure.

If the security mode command can be accepted and the KSIASME was included in the SECURITY MODE COMMAND message, the UE shall send a SECURITY MODE COMPLETE message integrity protected with the selected NAS integrity algorithm and the NAS integrity key based on the KASME indicated by the KSIASME. If the SECURITY MODE COMMAND message includes KSISGSN, MME nonce and UE nonce, the UE shall generate K'ASME from both nonces as indicated in 3GPP TS 33.401 [11] to check whether the SECURITY MODE COMMAND can be accepted or not.  If the MME selected a NAS ciphering algorithm different from the "null ciphering algorithm", the UE shall cipher the SECURITY MODE COMPLETE message with the selected NAS ciphering algorithm and the NAS ciphering key based on the KASME indicated by the KSIASME or fresh K'ASME.

From now on the UE shall cipher and integrity protect all NAS signalling messages with the selected NAS ciphering and NAS integrity algorithms.

If the MME indicated in the SECURITY MODE COMMAND message that the IMEISV is requested, the UE shall include its IMEISV in the SECURITY MODE COMPLETE message.

9.1. 3.1.3
Test description

9.1.3.1.3.1
Pre-test conditions
System Simulator:

-
Cell 1 (FDD or TDD).

Preamble:

-
The UE is in state Deregistered, Switched OFF (state 1) according to [18].

9.1.3.1.3.2
Test procedure sequence

Table 9.1.3.1.3.2-1: Main behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	 A Mobile originating Signalling connection is established.
	
	
	
	

	3
	The UE transmits an ATTACH REQUEST message 
	-->
	ATTACH REQUEST
	-
	-

	4
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure.
	<--
	AUTHENTICATION REQUEST
	-
	-

	5
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	6
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
It is integrity protected and includes request to include IMEISV
	<--
	SECURITY MODE COMMAND
	-
	-

	7
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	1
	P

	8
	The SS transmits an ATTACH ACCEPT message. 
	<--
	ATTACH ACCEPT
	-
	-

	9
	The UE transmits an  ATTACH COMPLETE message 
	-->
	ATTACH COMPLETE
	-
	

	10
	The SS Transmits an IDENTITY REQUEST message [Security protected]
	<-
	IDENTITY REQUEST
	-
	-

	11
	Check: The UE Transmits an IDENTIY RESPONSE message [Security Protected]
	->
	IDENTITY RESPONSE
	1
	P

	12
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication and AKA procedure for new key set generation.
	<--
	AUTHENTICATION REQUEST
	-
	-

	13
	The UE transmits an AUTHENTICATION RESPONSE message and establishes mutual authentication.
	-->
	AUTHENTICATION RESPONSE
	-
	-

	14
	SS resets UL and DL NAS Count to zero
	-
	-
	-
	-

	15
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
It is integrity protected and includes request to include IMEISV
	<--
	SECURITY MODE COMMAND
	-
	-

	16
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	2
	P

	
	Exception : Steps 17 and 18 are executed 100 times to check UE is applying security correctly
	
	
	
	

	17
	The SS Transmits an IDENTITY REQUEST message [Security protected]
	<-
	IDENTITY REQUEST
	-
	-

	18
	Check: The UE Transmits an IDENTIY RESPONSE message [Security Protected]
	->
	IDENTITY RESPONSE
	2
	P

	19
	The SS releases the RRC connection.
	-
	-
	-
	-


9.1. 3.1.3.3
Specific message contents

Table 9.1.3.1.3.3-1: SECURITY MODE COMMAND (Steps 6 and 15)

	Derivation Path: 36.508 clause 4.7.2, Table 4.7.2-19

	Information Element
	Value/remark
	Comment
	Condition

	IMEISV request
	Present
	
	


Table 9.1.3.1.3.3-2: SECURITY MODE COMPLETE (Steps 7 and 16)

	Derivation Path: 36.508 clause 4.7.2, Table 4.7.2-20

	Information Element
	Value/remark
	Comment
	Condition

	IMEISV
	Present
	
	


<<<END of New Text>>>
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