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9
EPS Mobility Management 
Editor's note:
 The contents of this section are aligned with 3GPP TS 24.301 v0.5.0.

9.1
EMM common procedures

9.2
EMM specific procedures

9.2.1
Attach procedure

9.2.1.1
Attach procedure for EPS services

<Start of modified section>

9.2.1.1.15
ATTACH / Abnormal case / Failure due to non integrity protection
9.2.1.1.15.1
Test Purpose (TP)

(1)

with { UE has not successfully completed NAS security mode control procedure and USIM is present }

ensure that {

  when { UE receives a NAS signalling message, except following EMM messages: IDENTITY REQUEST (if requested identification parameter is IMSI), AUTHENTICATION REQUEST, AUTHENTICATION REJECT, ATTACH REJECT, DETACH REQUEST, DETACH ACCEPT (for non switch off), TRACKING AREA UPDATE REJECT, SERVICE REJECT }

    then { UE discards this NAS signalling message }

            }
(2)
with { a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE }

ensure that {

  when { UE receives a NAS signalling message without integrity protection }

    then { UE discards this NAS signalling message }
            }
(3)
with { a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE }

ensure that {

  when { UE is powered off }

    then { UE deletes KSI }

            }
9.2.1.1.15.2
Conformance requirements
References: The conformance requirements covered in the present TC are specified in: TS 24.301, clauses 4.4.3.1 and 4.4.3.2.
[TS 24.301, clause 4.4.3.1]

Integrity protected signalling is mandatory for the NAS messages once a valid NAS security context exists and the NAS security mode control procedure has been successfully completed in the network and the UE. Integrity protection of all NAS signalling messages is the responsibility of the NAS layer. It is the network which activates integrity protection.

 [TS 24.301, clause 4.4.3.2]

Except the messages listed below, no NAS signalling messages shall be processed by the receiving EMM entity or forwarded to the ESM entity, unless the NAS security mode control procedure has been successfully completed:

-
EMM messages:

-
IDENTITY REQUEST (if requested identification parameter is IMSI);

-
AUTHENTICATION REQUEST;

-
AUTHENTICATION REJECT;

-
ATTACH REJECT;

-
DETACH REQUEST;

-
DETACH ACCEPT (for non switch off);

-
TRACKING AREA UPDATE REJECT;

-
SERVICE REJECT.

NOTE:
These messages are accepted by the UE without integrity protection, as in certain situations they are sent by the network before security can be activated.

Editor's note: The messages in this list need to fulfil one or several SA3 requirement(s) as follows: the message may be sent before the security mode control procedure is performed, or when too much complexity would be involved if the message were received with integrity protection.

Once integrity protection is activated, the receiving EMM or ESM entity in the UE shall not process any NAS signalling messages unless they have been successfully integrity checked by the NAS layer. If NAS signalling messages, having not successfully passed the integrity check, are received, then the NAS layer in the UE shall discard that message. If any NAS signalling message is received, as not integrity protected even though the integrity protection has been activated in the UE by the network, then the NAS layer shall discard this message.
[TS 24.301, clause 5.5.2.1]

…

If the UE is to be switched off, the UE shall try for a period of 5 seconds to send the DETACH REQUEST message. During this period, the UE may be switched off as soon as the DETACH REQUEST message has been sent. After transmission of the message, the UE shall delete the KSI, if any.
…
9.2.1.1.15.3
Test description
9.2.1.1.15.3.1
Pre-test conditions
System Simulator:
· Cell 1 (FDD or TDD).

UE:
None.
Preamble:
-
The UE shall be in state Switched OFF (state 1) according to [18].

-
The test USIM contains GUTI1 and TAI1, and EPS update status is "EU1: UPDATED".

Note:
The PDN type (IPv4, IPv6 or both) of the UE is determined by the PICS.

9.2.1.1.15.3.2
Test procedure sequence
Table 9.2.1.1.15.3.2-1: Main Behaviour
	St
	Procedure
	Message Sequence
	TP
	Verdict

	
	
	U - S
	Message
	
	

	1
	The UE is switched on.
	-
	-
	-
	-

	2
	Check: Does the UE transmit an ATTACH REQUEST message including a PDN CONNECTIVITY REQUEST message as specified? 


	-->
	ATTACH REQUEST
(Security header type = “no security protection”,

Old GUTI or IMSI = GUTI1,

EPS attach type = “initial EPS attach” or “combined EPS/IMSI attach”,
NAS key set identifier =  “No key is available”,)

PDN CONNECTIVITY REQUEST


	3
	P

	3
	The SS transmits an ATTACH ACCEPT although UE has not successfully completed any NAS security mode control procedure.
	<--
	ATTACH ACCEPT

(Security header type = “no security protection”,

Attach result = “EPS only”,
EMM cause = “IMSI unknown in HLR” if combined procedure,
EPS mobile identity = GUTI2,

LAI = not present,

MS identity = not present)

	-
	-

	4
	Check: Does the UE discard ATTACH ACCEPT message without security protection completed and send no EMM message during 1 second?
	-
	-
	1
	P

	5
	The SS transmits an AUTHENTICATION REQUEST message to initiate the EPS authentication without security protection and AKA procedure.
	<--
	AUTHENTICATION REQUEST
(Security header type = “no security protection”)


	-
	-

	6
	Check:  Does the UE accept the AUTHENTICATION REQUEST without security protection and transmit an AUTHENTICATION RESPONSE message to establish mutual authentication?
	-->
	AUTHENTICATION RESPONSE
	1
	P

	7
	The SS transmits a NAS SECURITY MODE COMMAND message to activate NAS security.
	<--
	SECURITY MODE COMMAND
	-
	-

	8
	The UE transmits a NAS SECURITY MODE COMPLETE message and establishes the initial security configuration.
	-->
	SECURITY MODE COMPLETE
	-
	-

	9
	The SS transmits an ATTACH ACCEPT without integrity protection UE has successfully completed NAS security mode control procedure.
	<--
	ATTACH ACCEPT

(Security header type = “no security protection”,

Attach result = “EPS only”,
EMM cause = “IMSI unknown in HLR” if combined procedure,
EPS mobile identity = GUTI2,

LAI = not present,

MS identity = not present)

	-
	-

	10
	Check: does the UE discard ATTACH ACCEPT message without security protection and send no EMM message during 1 second?
	-
	-
	2
	P

	11
	The SS transmits an ATTACH ACCEPT message including an ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST. 

Nota 1: SS allocates a PDN address of a PDN type which is compliant with from the PDN type requested by the UE. 


	<--
	NAS: ATTACH ACCEPT
(Security header type = “security protected NAS message”,

Attach result = “EPS only”,
EMM cause = “IMSI unknown in HLR” if combined procedure,
EPS mobile identity = GUTI3,

LAI = not present,

MS identity = not present)
ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	-
	-

	12
	Check: Does the UE transmit an ATTACH COMPLETE message including a ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT message as specified?
	-->
	ATTACH COMPLETE
(Security header type = “security protected NAS message”)

ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT
	2
	P

	13
	The SS releases the RRC connection.
	-
	-
	-
	-

	14
	Check : Does the test results of CALL generic procedure [18] indicate that the UE is in E-UTRA EMM-REGISTERED state with S-TMSI3?
	-
	-
	2
	-


9.2.1.1.15.3.3
Specific message contents
Table 9.2.1.1.15.3.3-1: Message ATTACH REQUEST (step 2, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-4

	Information Element
	Value/remark
	Comment
	Condition

	Security header type 
	0000
	“no security protection”
	

	Old GUTI or IMSI
	GUTI1
	Old GUTI is included by UE if if valid, IMSI otherwise.
	

	EPS attach type
	001 or 010
	“initial EPS attach”
or

“combined EPS/IMSI attach” 

- The UE attaching for EPS services only shall set the request type to "initial attach" when the UE is establishing connectivity to a PDN for the first time. 

- The combined EPS attach procedure is used by a CS fallback capable UE to attach for both EPS and non-EPS services.


	

	NAS key set identifier
	111
	“No key is available”
	

	Last visited registered TAI
	TAI1
	If available, the last TAI is included by UE and will be used to establish a good list of TAIs in subsequent ATTACH ACCEPT message.
	


Table 9.2.1.1.15.3.3-2: Message PDN CONNECTIVITY REQUEST (step 2, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.3-20

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	0000
	0 is used when the value is not yet assigned by the network.
	

	Procedure transaction identifier
	FFS
	Under CT1 discussion
	

	Request type
	001
	“Initial attach”
	

	PDN type
	001 or 010 or 011
	IPv4 or IPv6 or IPv4v6

Check if the IP version capability of the UE is known.
	Compliant with PICS

	Access point name
	Not present
	
	The UE shall not include any APN for the first time.

	Ciphered PCO transfer flag
	Not checked
	
	This IE is optional.

	Protocol configuration options
	Not checked
	Check mandatory presence if PCO IE is present. (FFS)
	This IE is optional.
This IE is mandatory present if UE has set the Ciphered PCO transfer flag. 


Table 9.2.1.1.15.3.3-3: Message ATTACH ACCEPT (steps 3 and 9, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	Security header type 
	0000
	“no security protection”
	

	EPS attach result
	001
	“EPS only”
Combined attach is not the purpose of this test.
	

	Spare half octet
	0000
	
	

	TAI list
	
	List of 3 TAIs
	

	  Length of tracking area identity list contents
	12
	
	

	  Number of elements
	3
	
	

	  Type of list
	000
	One PLMN with non-consecutive TACs
	

	  Partial tracking area identity list 
	PLMN = PLMN1

TAC1 = TAC1
TAC2 = TAC2
TAC3 = TAC3
	3 TACs including the TAI including “Last visited registered TAI” if present
	

	GUTI
	GUTI2
	This IE may be included to assign a new GUTI
	

	LAI
	Not present
	Combined attach is not the purpose of this test.
	This IE is optional.

	MS identity
	Not Present 


	Combined attach is not the purpose of this test.
	 This IE is optional.

	EMM cause
	00000010
	#2 “IMSI unknown in HLR”
	Present if combined attach


Table 9.2.1.1.15.3.3-4: Message ATTACH ACCEPT (step 11, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.2-1

	Information Element
	Value/remark
	Comment
	Condition

	Security header type 
	0001
	“Security protected NAS message”
	

	EPS attach result
	001
	“EPS only”
Combined attach is not the purpose of this test.
	

	Spare half octet
	0000
	
	

	TAI list
	
	List of 3 TAIs
	

	  Length of tracking area identity list contents
	12
	
	

	  Number of elements
	3
	
	

	  Type of list
	000
	One PLMN with non-consecutive TACs
	

	  Partial tracking area identity list 
	PLMN = PLMN1

TAC1 = TAC1
TAC2 = TAC2
TAC3 = TAC3
	3 TACs including the TAI including “Last visited registered TAI” if present
	

	GUTI
	GUTI3
	This IE may be included to assign a new GUTI
	

	LAI
	Not present
	Combined attach is not the purpose of this test.
	This IE is optional.

	MS identity
	Not Present 


	Combined attach is not the purpose of this test.
	 This IE is optional.

	EMM cause
	00000010
	#2 “IMSI unknown in HLR”
	Present if combined attach


Table 9.2.1.1.15.3.3-5: Message ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST (step 11, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.3-6

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	Default EBId
	SS assigns a Default EPS bearer ID between 5 and 15.
	

	Procedure transaction identifier
	FFS
	Under CT1 discussion
	

	SDF QoS
	Default QoS
	SS defines a Default SDF QoS
	

	PDN address
	Static IP address
	If UE requests a IPv4 type, SS defines a static IPv4 address. 
	See PICS (IPv4, IPv6 or IPv4v6)

	Access point name
	Arbitrary name
	SS defines a Default APN
	

	Uplink TFT
	Present

See default UL TFT defined in TS 36.508
	the UE shall first check the received uplink TFT before taking it into use
	

	Negotiated QoS
	Not present
	If the UE supports A/Gb mode or Iu mode or both, the network may include the corresponding pre‑Rel-8 QoS parameter values of a PDP context.
	See PICS

	Negotiated LLC SAPI
	Not present
	If the UE supports A/Gb mode, the network may include this IE
	See PICS

	Radio priority
	Not present
	If the UE supports A/Gb mode, the network may include this IE.
	See PICS

	Packet flow Identifier
	Not present
	If the UE supports A/Gb mode, the network may include this IE. If the UE indicated in the UE Network Capability it does not support BSS packet flow procedures, then the MME shall not include this IE.
	See PICS

	Protocol configuration options
	Not present
	This IE is included in the message when the network wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE.
	

	ESM cause
	Not present
	The network shall include this IE, if the network allocated a PDN address of a PDN type which is different from the PDN type requested by the UE.
	


Table 9.2.1.1.15.3.3-6: Message ATTACH COMPLETE (step 12, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.3-2

	Information Element
	Value/remark
	Comment
	Condition

	Security header type 
	0001
	“Security protected NAS message”
	


Table 9.2.1.1.15.3.3-7: Message ACTIVATE DEFAULT EPS BEARER CONTEXT ACCEPT (step 12, Table 9.2.1.1.15.3.2-1)

	Derivation Path: TS 36.508 Table 4.7.3-4

	Information Element
	Value/remark
	Comment
	Condition

	EPS bearer identity
	Default EBId
	Same value as in ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
	

	Procedure transaction identifier
	FFS
	Under CT1 discussion
	


<End of modified section>
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