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Introduction

3GPP SA3 have specified two security algorithms AES and SNOW3G for ciphering and integrity protection for LTE in TS 33.401. Support of both these algorithms is mandatory for the UE as per the core specification. RAN5 have already planned explicit test cases to verify support of these algorithms by the UE.
Background
RAN5 conformance test cases are always executed with ciphering and integrity protection activated on both SS and UE. The default test configuration defined in TS 36.508 will require the SS to activate ciphering though it is an optional feature for the UE. Hence all test cases will be executed with the default ciphering and integrity protection algorithm defined in TS 36.508.
Explicit test cases defined for NAS and AS ciphering and integrity protection with AES and SNOW3G and execution of all test cases with the default ciphering and integrity protection algorithm leads to redundant testing of one of these algorithms.
A discussion within NGMN Operators community has concluded that there is no clear preference for one of the algorithms for initial LTE deployment. However, three Operators are supporting the view of choosing AES as the default ciphering and integrity protection algorithm for conformance testing. This view is based on the fact that AES is more widely used than SNOW3G.
Proposal
It is proposed:

1. AES is defined as the default ciphering and integrity protection algorithm for conformance testing in TS 36.508.

2. Explicit AS and NAS test coverage is provided for ciphering and integrity protection with SNOW3G algorithm.

3. No explicit test coverage is provided for AES as all conformance test cases are executed with AES as the default ciphering and integrity protection algorithm
Open Issues
RAN5 should consider whether explicit or implicit test coverage needs to be provided for the following security configurations:

1. Simulation of a network configuration with e-NodeBs of the same Carrier Network deployed with different algorithms. 

2. Simulation of a network configuration with MME and e-NodeB of the same Carrier Network deployed with different algorithms

The above configurations seem theoretically possible as per TS 33.401. However, these may be an unlikely real carrier network configuration with test coverage not warranted.
