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1.  Introduction

In RAN5#30 meeting, there was an action on SS vendors to come up with a solution for  UL SRB 3 Ciphering issue. This document provides three alternative solutions as outlined in section 2.1-2.3.

This proposal is for discussions in RAN5#31 meeting.
2.
Proposal
2.1 Proposal from Anite

The UL SRB3 Ciphering issue is essentially a configuration timing issue at the SS and Anite believe a solution, which does not impact the flow of signalling messages in the testcase is preferable.  After careful analysis, our proposal to resolve this issue is modifying the ASP CRLC_Suspend_REQ definition and hence this SS implementation of this ASP. 
 
As per the current definition of the ASP, it will suspend the data transmission in the downlink. 
 
This ASP would be modified to suspend the data transmission in uplink as well. 
This will allow sufficient time for the SS to configure the ciphering in its lower layer before the processing of the UL data PDU’s received from the UE.


Note: This change will only suspend the processing of the data PDU in UL, UL Control PDUs and Piggybacked Status will still be processed.

The advantage of Anite’s proposal is that it will have no impact on the TTCN and will not reply on retransmission at RLC level from the UE. It may however require modifications to the behaviour of some SS implementation to provide the functionality to suspend uplink RLC data when receiving the ASP CRLC_Suspend_REQ.
2.2 Proposal from R&S

In order to provide more time for the SS to configure ciphering on UL for SRB 1, 3 & 4.It is proposed to stop acknowledging the security mode command complete message until ciphering is configured in UL for SRB 1,3, & 4. This ensures that the RLC ACK is sent only after the SS has configured UL-Ciphering. Please find below the expected sequence
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SS RLC Entity



UE

===================================================== 

Security Mode Command (1)

- - - - - -- - -- - -- - -- - -- - -- - -- - -- - - -- - - -- - - -- - - >

Stop Ack 
 (2)

- -- - -- - -- - -- - -- - - >

Security Mode Complete
 (3)

< - - - - - -- - -- - -- - -- - -- - -- - -- - -- - --- - --- - -- - - -

 Ciphering Configuration



Buffering

At the SS side
(4)



at the UE side 


Continue Ack 
(5)

- -- - -- - -- - -- - -- - - >




RLC Ack  
(6)




- - - - - - - - - - - -- - -- - -- - -- - - - -  >

Data PDU (Ciphered PDU on RB 3)

< - - - - - -- - -- - -- - -- - -- - -- - -- - -- - --- - --- - -- - - -

Data PDU

< - - - - - -- - -- - -- - -- - -- - -- - -- - -- - --- - --- - -- - - -

Data PDU

< - - - - - -- - -- - -- - -- - -- - -- - -- - -- - --- - --- - -- - - -

(1)

  Security mode command message sent to the UE

(2)
Request  RLC to stop Acknowledging the next RLC SDU on RB2 when CRLC_ProhibitRLC_Ack_REQ  is received with “prohibit”.
(3)
Security mode command complete message is received in TTCN, but Acknowledgement for this message is not sent by RLC

(4)
SS configured UL ciphering for SRB 1,3 & 4.

(5)
Request RLC to continue Acknowledging. This is done by sending CRLC_ProhibitRLC_Ack_REQ with “continue”.
(6)
RLC will Acknowledge the Security mode complete message. Please note that the RLC will Acknowledge based on the first received PDU and does not rely on re-transmission as RLC will have the status PDU until “continue Acknowledging” is received ( similar to timer status prohibit procedure)

(7) 
The proposal would require modification to TTCN  to introduce the new ASP pair CRLC_ProhibitRLC_Ack_REQ/CNF and it  would ensure that UL ciphering will be configured before receiving any UL messages from the UE. The Acknowledgement of the Security mode command complete is delayed until UL ciphering is configured, only if the configuration takes too long then this message will be retransmitted by the UE.

(8)
This proposal would ensure that no measurement report message is received during ciphering configuration.
2.3 Combined
After further analysis, it was felt that it is possible to arrive at a single solution by combining the two proposals. This is because the two solutions proposed above do not conflict with each other.
In the combined solution, the following items will be required:-

· A new ASP-pair will be introduced based on the R&S proposal, CRLC_ProhibitRLC_Ack_REQ/CNF. The requirement of this new ASP pair will be as described in the R&S proposal.

· The TTCN will need to be modified to incorporate these two new ASPs.

· As for the SS implementation, the following alternatives are suggested:-

· If the SS implementation is based on the Anite proposal, on reception of the CRLC_ProhibitRLC_Ack_REQ with “prohibit” or “continue”, the SS will only be required to confirm them without further actions.

· If the SS does not modify the behaviour when receiving CRLC_SUSPEND/RESUME_REQ, then the SS should implement the full support of the two new ASPs as described in the R&S proposal.

· Implementation should make visible which alternatives is implemented.

This combined solution offers a choice of SS implementation to resolve the uplink ciphering problem. It is important that whichever implementation a SS decide to adopted, the test purpose must not be compromised.

2.4 Implementation Schedule

On the assumption that one of  proposed solutions is adopted, the following schedule is proposed:-

· First draft of prose CR during RAN5#31 to be made available within 2 weeks after RAN5#31 for early review.
· The current implementation to be retained until at least CAG#7 (Jul 06)
· After CAG#7, TTCN CRs and draft prose CRs will  be proposed. If no significant problems is found, the prose CR will be presented in RAN5#32 for agreement.

· The TTCN will be updated in time for re-validation at CAG#8 (Oct 06). This should be in sync with the re-validation for the Rel-6 baseline update.

3.
Discussion/ Conclusion

The following was agreed at RAN5#30 in Denver,

· A px_srb3PreConfig Boolean pixit parameter will be introduced from iWD_wk09 to allow the pre-configuration of the SRB3 ciphering to be controlled by the value of the parameter.

· If no solution is found by end of April 2006, the use of this parameter will be removed except for AGPS ATS.

Although this paper proposed three alternative solutions, solution in section 2.3 is recommended.

RAN5 is asked to accept the recommendation and the proposed schedule for implementation in section 2.4.
After discussions among the RAN5 SIG group delegates, the above recommendation and implementation schedule was agreed. An LS to GCF will be raised to clarify the situation for this matter.
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