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1 Introduction

This document proposes enhancements in access control implementation of HNB systems, in order to limit impacts of HNB deployment on non-service subscribers.

This mechanism aims at increasing performances in operator network, by limiting when it is possible the time UE might not be reachable due to access control mechanism of the HNB system.

This is achieved by using two different causes for rejecting subscribers from the HNB layer:

· one "permanent" cause for non femto subscriber (authorized on no HNB)

· one "temporary" cause for femto subscriber not authorized on a particular HNB. 
2 Discussion
2.1 Access Control Problematic on UE behaviour
As the UE is rejected on a location area basis with Location Update Reject, RA Update Reject or Attach Reject message, the UE stores in its "Forbidden LAI list" the list of LAI of HNBs where the user is not authorized.

In geographical areas where the HNB density is high, the UE might encounter a lot of HNB, so it might attempt a lot of location area update procedures.

The following problems have been identified:

· HNB system shall not impact non-service subscribers

· The time needed for HNB selection / rejection on the HNB / macro cell reselection can take a few seconds, and during this time, the UE might not be reachable for incoming calls

· Depending on the size of the "Forbidden LAI list" in the handsets, it will have an impact on the UE behaviour in areas with high HNB density (the list is first-in first-out).
2.2 Differentiated causes rejection mechanism
2.2.1 Non HNB Service subscribers

In order to limit impact of introduction of HNB on non-service subscribers in network operator, it is important to minimize the time they will not be reachable due to unsuccessful attempts on HNB.

As non-service subscribers will not have to reselect any HNB, they shall remain on the macro layer, and shall not try to select the HNB Layer.

In order to prevent them to reselect an HNB, it should be possible to reject the subscriber with a "permanent" cause, ie a cause that will indicate that the handset should not try again to connect to a HNB.

Impact of HNB network introduction will be limited on those subscribers as they will attempt only once to attach to an HNB. Later on, they will not attempt anymore.

If roamers (international roamers, national roamers) are not authorized on the HNB system (i.e. not allowed to camp on any HNB), they shall be rejected as well with this permanent cause.
Implementation example: In the case a dedicated PLMN is used for HNB deployment (most probably this PLMN will be declared as an Equivalent PLMN), it is possible to force the HNB PLMN to be inserted in the "forbidden PLMN list" in the UEs by using cause #11 (forbidden PLMN) as rejection cause. One additional advantage is that this cause is already used by all existing handsets (for roaming control) and should be well supported by all handsets. Note: in case a user has just subscribed to the service, the HNB PLMN will be removed from the "forbidden PLMN list" by a manual selection of the HNB PLMN (from the UE menu).
2.2.2 HNB Service subscribers

When considering HNB service subscribers (i.e. UMTS subscribers which are authorized at least on one HNB), they shall be rejected on the HNB where they are not unauthorized, but shall still reselect automatically the HNB coverage when they are at home or in the coverage of an HNB they are authorized on. So when they are not authorized on a given HNB, they should be rejected with a "temporary" cause.
Implementation example: In the case a dedicated PLMN is used for HNB deployment,  Rejection with cause #15 or #13 is suited for service subscribers, in order to insert the unauthorized HNB's LAI in the "forbidden LA for roaming". The UE will then search another cell (in the same PLMN or in another PLMN depending on the used cause), and will be able to find his HNB.

As a conclusion, in order HNB system does not impact legacy UMTS services for non-service subscribers, the recommendation for better access control efficiency is to reject HNB service subscribers with a temporary rejection cause, and reject all other UMTS users (non service subscribers, roamers) with a permanent rejection cause.

With this implementation, only service subscribers will attempt to attach to HNB when the coverage of one HNB will be detected (other UMTS users will be impacted only once).
2.3 Impact on Access Control
In order to reject definitively non-service subscribers from the HNB system, the differentiated rejection mechanism implies the HNB system function performing Access Control must maintain a list of HNB service subscribers and non-service subscribers which can be achieved by a centralized database accessed from HNB-GW as explained in [1].
This functionality needs then to consolidate all HNB Access Control List at HNB-GW level. So there will be a need of interaction between the HNB and the HNB-GW for access control and the HNB-GW must be able to indicate to the HNB (on the Iu-h interface) the two different rejection cases. 
The choice of permanent rejection cause value and temporary rejection cause value shall remain implementation specific (some possible implementation examples have been given in case a dedicated PLMN is used for HNB). Ideally, to limit potential impact for non HNB service subscriber, the permanent rejection cause should already be used, validated and well supported by all existing handsets. For the temporary rejection cause, it could be more acceptable (though exact operational impacts have to be assessed by mobile operator) to use a standard rejection cause, even if not yet used/validated on all handsets.
3 Conclusion and Proposal
In order to limit impact of introduction of HNB in the operator network, Access Control shall prevent non-service subscribers to attempt useless reselections of HNB, with a specific rejection cause depending on user category:
· Access control mechanisms shall be aware whether the UE is owned by a HNB subscriber (i.e. a UE authorised at least on one HNB) or whether the UE is owned by a non HNB subscriber (i.e. a UE not authorised on any HNB).

· Access control mechanisms shall reject unauthorised UE by 2 different means whether the UE is owned by a HNB subscriber or not in order to minimize the impact of HNB deployement for non UE subscriber.

· For service subscribers, reject them on non-authorized HNB with a temporary cause.

· For non-service subscribers, reject them on HNB with a permanent cause.

As a consequence of these requirements, HNB-GW shall consolidate HNB Access Control Lists and interacts with HNB on Access Control in order to differentiate service subscribers from non-service subscribers. This interaction involves that it must be possible on Iu-h interface to distinguish (at least) two different rejection cases.
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