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Introduction
This contribution addresses the topic of network slice selection and particularly we look at the format and size of the network slice selection assistance information included in MSG5 and the potential security risk that comes from sending slicing information unprotected over the air interface. 
AMF selection at network registration
The NSSAI (Network Slice Selection Assistance information) is a new identifier introduced by SA2 which is included at network registration both in RRC and NAS to allow the network to select the correct CN instance [1]. The NSSAI represents the network slices a UE subscribes to and consists of one or more S-NSSAIs (Single NSSAI). Each S-NSSAI identifies a single network slice and comprises:
· A Slice/Service type (SST), which refers to the expected Network Slice behaviour in terms of features and services;
· A Slice Differentiator (SD) which is optional information that complements the Slice/Service type(s) to allow further differentiation for selecting a Network Slice instance from the potentially multiple Network Slice instances that all comply with the indicated Slice/Service type. 
Only the SST field is mandatory, and the SD field may be omitted when it is not needed. 
From a RAN point of view, the main purpose of the assistance information included at RRC level in the network registration is to enable the RAN to select a suitable AMF, i.e. an AMF that supports the network slice(s) that the UE subscribes to. The assistance information is provided both in the initial network registration (i.e. “Attach”) and in network registration triggered due to mobility when the UE enters a new registration area (i.e. “TAU”).  The reason for providing NSSAI also in the latter case is because the new registration area may be served by a different AMF pool which requires a new AMF to be selected. In the last RAN2 meeting it was agreed that the assistance information is included in MSG5 of the RRC connection establishment [2].
[bookmark: _Toc484068121][bookmark: _Toc484157680][bookmark: _Toc484162556][bookmark: _Toc484162593][bookmark: _Toc484162646][bookmark: _Toc484165090][bookmark: _Toc484165206][bookmark: _Hlk485121481]Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
The network registration procedure is shown in the figure below. In case the network registration is triggered due to mobility (i.e. UE entering a new registration area) the UE will also need to provide the identity of the old AMF and its Temp ID for the new AMF to be able to retrieve the UE context from the old AMF. This is similar to Tracking Area Update in LTE where the UE provides GUMMEI and S-TMSI to allow the UE context to be retrieved from the old MME.



Figure 1: Network registration (initial or mobility triggered)
For subsequent accesses where the UE remains within the same registration area (e.g. service request) and has already been assigned an AMF, no assistance information would need to be included in the RRC connection establishment. In this case, the Temp ID assigned to the UE by the AMF during network registration is sufficient for the RAN to locate the serving AMF [1]. 
For UEs in inactive mode there is no reason for including the assistance information in the RRC connection establishment (regardless if the UE is doing a service request or registration update) as this information can be stored as part of the UE RAN context.
Format of the assistance information provided in RRC
SA2 has agreed that the SST should consist of 8 bits (with range is 0-255), and the SD should consist of 24 bits. Based on this understanding one S-NSSAI can be at most 32 bits and it may be 8 bits if SD field is omitted. Therefore, the NSSAI can theoretically be at most 256 bits long albeit this is not expected to be the most common case as S-NSSAIs with SST field only and smaller number of slices than 8 per UE are expected to be common. 
[bookmark: _Toc484068122][bookmark: _Toc484157681][bookmark: _Toc484162557][bookmark: _Toc484162594][bookmark: _Toc484162647][bookmark: _Toc484165091][bookmark: _Toc484165207]Using NSSAI as assistance information means that up to 8*(8+24)=256 bits may need to be signalled in MSG5 at every network registration.
As can be seen the NSSAI can be quite large and there is currently an ongoing discussion in RAN3 and SA2 whether the information exchanged via NAS should be the same as the corresponding information defined at RRC level.  RAN3 recently sent an LS regarding this issue [3] and SA2 has documented the following editor note in their TS [1]:
“Editor's note: Whether NSSAI in RRC and NAS are exactly the same, is to be determined.”
From a RAN point of view the full NSSAI may not need to be included in MSG5 but only the information that allows the RAN to select an appropriate AMF. Hence, it is possible to reduce the size of MSG5 by replacing NSSAI with some other identifier of shorter length which is only used for AMF selection.  This new identifier would function like DCN-ID used for eDECOR in LTE and could either be pre-configured in the UE or configured via NAS in the initial network registration. A similar solution has also been suggested by other companies in e.g. [4].
[bookmark: _Toc484068123][bookmark: _Toc484157682][bookmark: _Toc484162558][bookmark: _Toc484162595][bookmark: _Toc484162648][bookmark: _Toc484165092][bookmark: _Toc484165208]It is possible to reduce the size of MSG5 by replacing NSSAI with a new identifier which is only used for AMF selection.
Next, we consider the security implications of sending the assistance information. In SA2#118Bis, SA2 sent an LS (S2-170687) to SA3 reviewing the information requiring protection and steps required to ensure such protection especially:
“the UE may provide to the network in initial registration messages, before any NAS protection is established, network slice information (NSSAI) that can reveal both the slice type(s) the UE is connecting to and customer specific information.” 
SA3 responded to SA2 in S3-170902 saying:
“With regards to including NSSAI / S-NSSAI (or parts of it) used for slicing in the initial registration and subsequent NAS messages, SA3 concluded the following:
• Including such information in the non-integrity protected NAS messages shall be avoided – otherwise, an attacker may manipulate these information to perform service down-grade (or bid-down) and denial of service attacks.  
• Including such information in non-confidentiality protected NAS messages compromises the privacy as information about the slices that are being used by the UE/user is leaked. While such privacy may not be needed for all slices, access to some network slices or slice types that are considered privacy sensitive requires privacy protection – e.g., access to public safety related slice(s), enterprise or dedicated private slice(s). Therefore, at least for the slices that require privacy, this information shall not be sent without confidentiality protection.
Similarly, the security and privacy threats are also applicable when NSSAI related information is included in unprotected RRC signalling messages. Therefore, including NSSAI related information in such unprotected RRC signalling should be avoided when possible and shall be avoided when privacy of such information (e.g., when UE is accessing privacy sensitive slices) is required.”
NSSAI information shall be avoided in non-confidentiality protected RRC signalling messages and non-integrity/non-confidentiality protected NAS messages. 
Introducing a new identifier for AMF selection is also beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air. The new identifier obviously also reveals some information about the network slices the UE subscribes, but since AMFs may be serving multiple slices the information that is revealed will be less than if the individual S-NSSAIs are sent.
[bookmark: _Toc484068124][bookmark: _Toc484157683][bookmark: _Toc484162559][bookmark: _Toc484162596][bookmark: _Toc484162649][bookmark: _Toc484165093][bookmark: _Toc484165209]Introducing a new identifier for AMF selection is beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air.
Note that even if a new identifier is introduced for RRC the NSSAI may still need to be sent on NAS level. This should be fine though since all information exchanged at NAS level is generally encrypted. The only time NSSAI would be sent unprotected is in the initial network registration where NAS security has not yet been activated. If this is still not acceptable to SA3, a similar solution as is being discussed for IMSI privacy could be considered where the NSSAI is encrypted using HPLMN’s public key.
Based on the above considerations we propose the introduction of a new identifier used for AMF selection.
The new identifier would be a new parameter “Routing S-NSSAI” (R-SNSSAI) which is carried in RRC and used by the (R)AN as an input criteria to perform AMF selection. It is a single value identifier and will enable the RAN to select a suitable AMF, i.e. an AMF that supports the network slice(s) that the UE subscribes to . R-SNSSAI is a special S-NSSAI in PLMN-specific range. R-SNSSAI is always the last S-NSSAI of the Allowed-NSSAI. R-SNSSAI shall be stored, on a per PLMN per registration basis. 
Introduce a new parameter R-NSSAI which is carried in RRC and used by the (R)AN as an input criteria to perform AMF selection.
R-NSSAI functions similar to the DCN-ID used for eDECOR and is only used for AMF selection as discussed above. UE shall also provide Temporary User ID, if previously assigned to the UE, in RRC. In addition, the UE shall include the R-SNSSAI, if one was assigned to the UE, in RRC Connection Establishment resulting from initial and mobility Registration messages but not Service Request.
Finally, if we decide instead to use the NSSAI in RRC, then we should consider including NSSAI only at the RRC level and not duplicating the information at the NAS level. 
[bookmark: _Toc484157689][bookmark: _Toc484162567][bookmark: _Toc484162602][bookmark: _Toc484162655][bookmark: _Toc484165099][bookmark: _Toc484165203]If proposal 1 is not agreed, consider reducing the size of MSG5 by including NSSAI only at the RRC level and not duplicating the information at NAS level.

Conclusion
In this contribution, we discussed network slice selection and related assistance information and we made the following observations:
Observation 1	Assistance information for AMF selection is provided in MSG5 of the RRC connection establishment at network registration (initial or mobility triggered).
Observation 2	Using NSSAI as assistance information means that up to 8*(8+24)=256 bits need to be signalled in MSG5 at every network registration.
Observation 3	It is possible to reduce the size of MSG5 by replacing NSSAI with a new identifier which is only used for AMF selection.
Observation 4	NSSAI information shall be avoided in unprotected RRC signalling messages and non-integrity protected NAS messages.
Observation 5	Introducing a new identifier for AMF selection is beneficial from a security point of view as the individual S-NSSAIs are no longer sent in clear over the air.

Based on the discussion in the previous sections we propose the following:
Proposal 1	Introduce a new parameter R-NSSAI which is carried in RRC and used by the (R)AN as an input criteria to perform AMF selection.E
Proposal 2	If proposal 1  is not agreed, consider reducing the size of MSG5 by including NSSAI only at the RRC level and not duplicating the information at NAS level.
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