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Introduction
In the RAN2#98, periodic RAN notification area (RNA) update is agreed for the UE in RRC_INACTIVE. The related agreement is as follows.
2	A UE in RRC_INACTIVE notifies the NR RAN of RAN-based location area update (RLAU) via a resume procedure when re-selecting to a cell not belonging to the configured RAN-based notification area (RNA) and periodically.
However, the specific mechanism of periodic RNA update is open. In this contribution, we discuss several typical possible mechanisms, and analyze the feasibility and characteristics of them.
Discussion
In the RAN2#98, RAN2 has discussed and agreed to use resume procedure to support RNA update and periodic RNA update. However, the whole procedure has not been specified, and we see both RAN2 and RAN3 should be involved.
In the following sections, we will further analyze the following four options for periodic RNA update:
· [bookmark: OLE_LINK1][bookmark: OLE_LINK2]Option 1: context retrieval and anchor relocation;
· Option 2: no anchor relocation. Target gNB sends UE to inactive via SRB0;
· Option 3: no anchor relocation but context retrieval. Target gNB retrieves UE context from the anchor (at least the security context), and then sends UE to inactive state via SRB1.
· Option 4: no context retrieval and anchor relocation. Target gNB inform the anchor periodic RNA update. Then anchor generates the RRC message and send it via the target gNB to keep UE in inactive state. 

Analysis of option 1
Option 1: context retrieval and anchor relocation;
The procedure of option 1 is depicted in Figure 1. 


[bookmark: _Ref477252549]Figure 1. Periodic RAN notification area update procedure with context retrieval and anchor relocation
In Figure 1, legacy RRC Connection Resume procedure with three-step is used for periodic RNA update. After target gNB receives RRC Connection Resume Complete message, it will send a patch switch request to AMF in order to relocate the NG connection from the anchor gNB to the target gNB. Upon reception of the patch switch request, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH, and send the newly computed {NH, NCC} pair to the target eNB in patch switch request ACK message. The relocation is completed after target gNB notifies source gNB to release UE context by sending the corresponding message. Additionally, the new anchor could send the UE back to inactive state if there is no service arrival for the UE. It can be seen that this option is complete from perspective of both logic and security, so it should be regarded as the baseline for periodic RNA update.
Proposal 1: context retrieval and anchor relocation should be performed as the baseline for periodic RNA update.

Analysis of option 2
Option 2: no anchor relocation, target gNB sends UE to inactive directly via SRB0;

In this case, the UE will not enter connected state during periodic RNA update procedure. The gNB sends the UE to inactive with RRC suspend in response to RRC connection resume triggered by periodic RNA update. According to [1], suspend indication to a lightly connected UE shall be integrity protected with replay attack prevention. So if light connection is taken as the baseline of inactive, the security issue exists in case that target gNB sends UE to inactive directly via SRB0. 
Observation 1: target gNB cannot send UE to inactive directly via SRB0 from the perspective of security. 

Analysis of option 3
Option 3: no anchor relocation but context retrieval. Target gNB retrieves UE context from the anchor (at least the security context), and then sends UE to inactive state directly via SRB1.
The procedure of option 3 is depicted in Figure 2.


Figure 2. Periodic RAN notification area update procedure with context retrieval but anchor relocation
Compared with Figure 1, we can observe from Figure 2 that because of no anchor relocation, there is no interaction between RAN and CN during periodic RNA update procedure. Consequently, unlike the security mechanisms of RRC resume and handover in legacy LTE, it is not feasible to get new {NH, NCC} in anchor gNB from CN. To ensure the security of the UE in mobility, the {NH, NCC} update has to be performed in anchor gNB without notifying CN (i.e. AMF). This results in that the {NH, NCC} in RAN is out of sync with that in CN. When anchor gNB needs to interact with CN later (e.g. when the UE moves out of the configured RNA area), it is hard to perform {NH, NCC} update in CN correctly. Therefore, there is security issue in option 3.
Observation 2:  the security issue exists in case of no anchor relocation but context retrieval during periodic RNA update, due to no interaction between RAN and CN.
Proposal 2: The security issue should be evaluated by SA3 if the option “No anchor relocation but context retrieval” is decided.

Analysis of option 4
Option 4: no context retrieval and anchor relocation. Target gNB inform the anchor periodic RNA update. Then anchor generates the RRC message and send it via the target gNB to keep UE in inactive state.
This option is similar with option 1 in R3-163080/S3-162087, where SA3 replied that “suspend Indication (to move the UE to Suspend as per Rel.13 Suspend procedure) shall be integrity protected. Therefore, if RAN2/RAN3 decides to go forward with Option 1, SA3 would be happy to review the solution and develop a security solution”.  In RAN3#95 meeting, it’s agreed that target eNB to decide the suspension.  So, to follow the agreement of Light connection and avoid the duplicated discussion, this option should not be considered. 
Observation 3: In Light Connection, it’s discussed and agreed that the target eNB to decide the suspension in case UE resumes in the eNB different with the anchor.
Proposal 3: To respect the conclusion of Light connection and avoid the duplicated discussion, the solution “anchor generates the RRC message and send it via the target gNB to UE” should not be considered.

Conclusion
According to the analysis in section 2, we have the following observations:
Observation 1: target gNB cannot send UE to inactive directly via SRB0 from the perspective of security.
Observation 2: the security issue exists in case of no anchor relocation but context retrieval during periodic RNA update, due to no interaction between RAN and CN.
Observation 3: In Light Connection, it’s discussed and agreed that the target eNB to decide the suspension in case UE resumes in the eNB different with the anchor.

Besides, we get the following proposals:
Proposal 1: Context retrieval and anchor relocation should be performed as the baseline for periodic RNA update.
Proposal 2: The security issue should be evaluated by SA3 if the option “No anchor relocation but context retrieval” is decided.
Proposal 3: To respect the conclusion of Light connection and avoid the duplicated discussion, the solution “anchor generates the RRC message and send it via the target gNB to UE” should not be considered.
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