3GPP TSG-RAN WG3 Meeting #Ad-hoc
R3-170255
Spokane, WA, USA, 17-19 Jan 2017

Title: 
NG-U Interface Protocol Evaluation
Source: 
Huawei
Agenda item:
10.3.2
Document for:
Discussion
1   Introduction
The concept of behind Protocol Oblivious Encapsulation (PoE) attempts to enable the maximum amount of flexibility with the minimum amount of standardization effort.  We do this by separating the definition of what the protocol does, from the parser used to find that information within the protocol header. 
In this document we discuss how the concept of PoE can be applied to GTP-U.  We further compare and contrast this enhanced version of GTP-U (which we term PoE) with the candidate protocols for NG-U.

2   Adaptation of PoE concepts to GTP-U
To adapt PoE to GTP-U we must make three changes

1) Allow the use of UDP to be optional

2) Have the location of each field be configurable.

3) Add a new field(s) which is opaque bitstrings configured over the control plane.

These three changes are sufficient to allow the features described below to be realized. Note that all other behavior is left as is.  One way to describe this method of location configuration is given below.  We also provide this same concept as change marks on top of 29.281 in Appendix A.

The mapping of the all the above fields to the encapsulation header is governed by two parameters associated with each field, which are signalled over the control plane.  The two parameters are

· Offset:  This field represent the location of this field from the first bit in the protocol header.  When an optional field is indicated to be present, the offset of all fields with strictly higher order are increased by the length of that optional field. 

· Ordering:  This field may contain either a unique integer per named field, indicating the order in which those fields are mapped to the GTP-U header, with smaller integers placed before larger integers. The value 0 indicates that the field is not in the header, that field is either ignored or a default value is supplied over the control plane which the GTP-U receiver presumes is present for all headers.

Together these fields can uniquely indicate the location of parameters within the encapsulation header.
3   Benefits of Protocol Oblivious Encapsulation

Future Proofness

The first major benefit of PoE is increased future proofness. By this we mean that the PoE interface can without standard change support features required of it in the near future. This flexibility allows for the first generation of gNBs to seamlessly interact with future 3GPP nodes/interfaces as well as interface with non-3GPP nodes if such a thing is called for in deployment.

Let us consider a brief list of possible nodes that a gNB or other network function (NF) may communicate with over the next 20 years.

1) SFC:  Service Function chains is a popular solution in IETF. 

2) WAN accelerators: 

3) SDN routers:
4) ICN networks:
5) Application Layer (for URLLC) or MTC:
6) Virtual private networks:
What protocol those nodes use will be ultimately up to those functions.  However history tells us that they choose either their own unique interface, or a generic one on top of a TNL.  Currently it is difficult for a middle-boxes to seamlessly intercept or interact with GTP-U traffic.  This is because:

1) GTP-U is a relatively small interface compared to others (such as IP) thus there is a smaller marketplace which drives up cost.

2) The flat namespace of TEID means that middle-boxes cannot reliably detect the inner protocols contained within a GTP-U header, some packets may be IP others may be something else. 

3) Interactions with control plane are non-standardized and thus not supported.  

4) Proprietary solutions are equally difficult as that solution would require the support of multiple vendors (i.e. the control plane and the data plane).  Unless the deployment is single vendor the solution is essentially a non-starter.

It is important to choose an interface now which will easily be extended into the foreseeable future.

Reduced Complexity

The second major benefit of PoE is reduced complexity. PoE is essentially multiple protocols all wrapped up in a single configuration layer.  This means that the complexity of the protocol can be tailored to the needed scenario.  If complexity is an issue then a low complexity protocol can be configured.  If latency is an issue, fixed header sizes can be configured.  If overhead is an issue the size of fields can be minimized.  

As PoE can only require the features in a protocol which are being used, rather than those which may be used the run-time complexity can be significantly lower than when devices which must continuously check for optional features which are never activated.

Reduced Standardization Effort

The third major benefit of PoE is the reduced standardization/testing effort.  The individual features of PoE are relatively easy to test and verify. However those small features enable many different solutions to be enabled by the deployment. 
Standardizing these features require less meeting time and maintenance than the adoption of any one of the technologies that these features enable (See section 3.6). It could even be said that the adoption of these solutions requires less standardisation effort than the repeated debates over the adoption of the various interface technologies.  Thus if any such support is envisioned over the lifetime of 5G it would be more efficient to embrace PoE now, rather than continuously recycling the arguments for and against different interface support.  
Deployment Flexibility

The fourth major benefit of PoE is flexibility.  By adopting PoE the gNB can automatically support many different TNL and encapsulation protocols.  These include IP in IP, VXLAN, GRE, MPLS, and NSF, as well as the hierarchical application of multiple of these layers.  The choice of the appropriate protocol can be made by the control plane independent of the gNB.  This allows different core networks/Operators to adopt designs adapted to their particular deployment, and change their designs as their needs change, without costly standardization or product upgrade efforts. This allows the CN to evolve independently from the RAN.

Reduced Overhead

The final major benefit is overhead. In scenarios where overhead is important a protocol with minimal size can be selected.  
New Features supported automatically

Given the above design there are several features/solutions which are automatically supported by the data plane. These include

1) Interface with Virtual private networks.
In many deployments we expect the different network slices to be implemented as different VPN.  The RAN must be able to send data into each of these VPN.  This requires a middle-box (VPN switch) interfacing the IP TNL with the different VPN.  This requires L3 coordination between the different slices and complicates implementation.  As PoE can replicate most VPN interfaces (VXLAN, GRE, GENEVE) those middle-boxes can be precluded and there is no need for L3 coordination.  
2) Group based forwarding/accounting

By selecting the encapsulation header independently from the PDU session identifier, groups of PDU sessions can be assigned the same encapsulation header.  This allows groups of PDU sessions to be forwarded/monitored without explicit standards support.  This reduces signalling/context in the core, and aids in more scalable design.
3) Encapsulation of non-IP in IP for MTC traffic

Small payloads using non-IP can be automatically configured to be encapsulated in fixed IP headers to traffic.
  This allows early breakout of traffic which practically has no need of mobility support. 

4) Embedding information into MTC traffic

The control plane can embed information into the MTC through the header.  This information can be carried either to the interface function or all the way to the end host.  This allows for stateless functionality in the interface, and a minimum number of nodes which need to be updated.  This information could include which gNB it was, what is the device id, etc.  Furthermore what format this information takes is transparent to both the control plane and data plane from a standardization perspective.
4   Alternative Solutions

One alternative to PoE is to have the gNB node support many different protocols which the control plane selects between.  This allows for flexibility in deployment, at the expense of standardization complexity.  Note that this requires the addition of both the control plane standardization work to indicate each of the protocols required fields, as well as the data plane testing of said protocols.

This still does not enable the additional feature supplied in section 3.6.  Those aspects would also have to be standardized to achieve the full benefit that PoE offers.
5   KPI’s considered

When comparing the different protocols we shall consider the following factors.
1) Overhead 

2) Complexity to implement

3) Complexity to Standardize

4) Interoperability

5) Features Supported
6) Alignment with NG interface principles

Overhead:
The total overhead can be calculated as a percentage of the entire PDU using the following formula.  
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Table 1 Protocol overhead over IPv6

	Payload Size
	Overhead of GRE
(8 B)
	Overhead of GTP-U (16B)
	Overhead of PoE
(8B)

	32 B
	10%
	18%
	10%

	300 B
	2.3%
	4.5%
	2.3%

	1500 B
	0.5%
	1.0%
	0.5%


The difference in overhead is not sufficient enough to effect the selection of the protocol.

Complexity to implement:
Both GRE and PoE do not require the processing of the data payload thus the headers can be precalculated and no transfer of the PDU into active memory is required.  

For GTP-U the calculation of the UDP checksum requires the entire PDU payload to be processed.  This requires it to be loaded into memory, and calculated.  This causes the complexity of processing GTP-U to be orders of magnitude more complex than the other protocols.  To implement this protocol at line speed over IPv6 requires several dedicated processors.  Within the gNB this is not particular onerous however within the CN this protocol decision is one of the chief impediments to software implementations of Core Network nodes.

Complexity to Standardize:

Both GTP-U and GRE are well known standards, with well-defined interfaces.  The adoption of either should not result in an unreasonable amount effort.
The standardization support for PoE is only slightly more complicated, but should not delay the 5G process unnecessarily. If the overhead of standardization is considered too great standardization support for PoE on the UL is the exceptionally simple, and should be very manageable.  As PoE is a superset of GRE, the standardization of PoE would automatically support GRE.
Features Supported:
The most significant difference between the different options resides in what features are supported.  The relevant features have been summarized in 

Table 2 Features Supported
	Feature
	GTP-U
	GRE
	PoE

	Multiplexing traffic from different UEs
	Yes
	Yes
	Yes

	Session QoS marking
	No
	No
	Yes

	Multiplexing session traffic to the same UE
	No
	No
	Yes

	Encapsulate standard and non-standard Protocols
	Yes
	Yes
	Yes

	Usable on Xn interface
	Yes
	?
	Yes

	Reasonable Overhead
	20 Bytes
	4-16 Bytes
	4-X Bytes

	Extensible for SFC
	No
	No
	Yes

	Usable with NAT
	No
	Yes
	Yes

	Usable with SDN
	Outer IP only
	Outer IP only
	Yes

	Interface with VXLAN 
	No
	No
	Yes

	Interface with IP in IP
	No
	No
	Yes

	Interface with MPLS
	No
	No
	Yes

	Interface with GRE
	No
	Yes
	Yes

	Interface with STT
	No
	No
	Yes

	Encapsulate Inner PDU
	No
	No
	Yes

	Embed information for NF
	Extensible
	No
	Yes

	Group Based Forwarding/accounting
	Extensible
	No
	Yes

	Efficient Software implementation
	No
	Yes
	Yes


While the relative importance of some of these features is small, we can see that PoE can significantly add to the power of the RAN NG interface with very little standardization effort.  
Alignment with NG interface principles

In this section we evaluate how aligned the three protocols are with respect to the principles of section 7.2.2 of TR 38.801 which are relevant to the User plane.
	Principle
	GTP-U
	GRE
	PoE

	the NG interface shall be open
	Yes
	Yes
	Yes

	from a logical standpoint, the NG is a point-to-point interface between a New RAN node and an NGC node. A point-to-point logical interface shall be feasible even in the absence of a physical direct connection between the New RAN and NGC
	Yes (presuming a single IP TNL)
	Yes (presuming a single IP TNL)
	Yes (presuming a connected L2 or IP TNL)

	the NG interface shall be future proof to fulfil different new requirements and support of new services and new functions;
	All new services must support GTP-U, standards update required to carry additional information
	All new services must support GRE, no optional information can be carried
	New services can use a variety of interfaces, PDU specific info can be included without standards involvement

	the NG interface shall be decoupled with the possible New RAN deployment variants.
	RAN deployments must include a single IP TNL .
	RAN deployments must include a single IP TNL .
	RAN deployments can be deployed over a hierarchy of multiple TNL


6   Conclusions
Based on the discussion, we propose:
Proposal: Enhancements of GTP-U using PoE concepts should be considered for NG-U.
Appendix A: Example update of GTP-U spec
5.1 General Format

The GTP-U header is a variable length header whose minimum length is 8 bytes. There are three flags that are used to signal the presence of additional optional fields: the PN flag, the S flag and the E flag. The PN flag is used to signal the presence of N-PDU Numbers. The S flag is used to signal the presence of the GTP Sequence Number field. The E flag is used to signal the presence of the Extension Header field, used to enable future extensions of the GTP header defined in this document, without the need to use another version number. If and only if one or more of these three flags are set, the fields Sequence Number, N-PDU and Extension Header shall be present. The sender shall set all the bits of the unused fields to zero. The receiver shall not evaluate the unused fields. For example, if only the E flag is set to 1, then the N-PDU Number and Sequence Number fields shall also be present, but will not have meaningful values and shall not be evaluated.
Always present fields:

-
Version field: This field is used to determine the version of the GTP-U protocol. The version number shall be set to '1'.

-
Protocol Type (PT): This bit is used as a protocol discriminator between GTP (when PT is '1') and GTP' (when PT is '0'). GTP is described in this document and the GTP' protocol in 3GPP TS 32.295 [8]. Note that the interpretation of the header fields may be different in GTP' than in GTP.

-
Extension Header flag (E): This flag indicates the presence of a meaningful value of the Next Extension Header field. When it is set to '0', the Next Extension Header field either is not present or, if present, shall not be interpreted. When it is set to '1', the Next Extension Header field is present, and shall be interpreted, as described below in this section.

-
Sequence number flag (S): This flag indicates the presence of a meaningful value of the Sequence Number field. When it is set to '0', the Sequence Number field either is not present or, if present, shall not be interpreted. When it is set to '1', the Sequence Number field is present, and shall be interpreted, as described below in this section.
For the Echo Request, Echo Response, Error Indication and Supported Extension Headers Notification messages, the S flag shall be set to '1'. Since the use of Sequence Numbers is optional for G-PDUs, the PGW, SGW, ePDG, eNodeB and TWAN should set the flag to '0'. However, when a G-PDU (T-PDU+header) is being relayed by the Indirect Data Forwarding for Inter RAT HO procedure, then if the received G-PDU has the S flag set to '1', then the relaying entity shall set S flag to '1' and forward the G-PDU (T-PDU+header). In an End marker message the S flag shall be set to '0'.

-
N-PDU Number flag (PN): This flag indicates the presence of a meaningful value of the N-PDU Number field. When it is set to '0', the N-PDU Number field either is not present, or, if present, shall not be interpreted. When it is set to '1', the N-PDU Number field is present, and shall be interpreted, as described below in this section.

-
Message Type: This field indicates the type of GTP-U message.

-
Length: This field indicates the length in octets of the payload, i.e. the rest of the packet following the mandatory part of the GTP header (that is the first 8 octets). The Sequence Number, the N-PDU Number or any Extension headers shall be considered to be part of the payload, i.e. included in the length count.

-
Tunnel Endpoint Identifier (TEID): This field unambiguously identifies a tunnel endpoint in the receiving GTP‑U protocol entity. The receiving end side of a GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID shall be used by the receiving entity to find the PDP context, except for the following cases:

-
The Echo Request/Response and Supported Extension Headers notification messages, where the Tunnel Endpoint Identifier shall be set to all zeroes.

-
The Error Indication message where the Tunnel Endpoint Identifier shall be set to all zeros. 
-
When setting up a GTP-U tunnel, the GTP-U entity shall not assign the value 'all zeros' to its own TEID. However, for backward compatibility, if a GTP-U entity receives (via respective control plane message) a peer's TEID that is set to the value 'all zeros', the GTP-U entity shall accept this value as valid and send the subsequent G-PDU with the TEID field in the header set to the value 'all zeros'.

Optional fields:

-
Sequence Number: If Sequence Number field is used for G-PDUs (T-PDUs+headers), an increasing sequence number for T-PDUs is transmitted via GTP-U tunnels, when transmission order must be preserved. For Supported Extension Headers Notification and Error Indication messages, the Sequence Number shall be ignored by the receiver, even though the S flag is set to '1'.
-
N-PDU Number: This field is used at the Inter SGSN Routeing Area Update procedure and some inter-system handover procedures (e.g. between 2G and 3G radio access networks). This field is used to co-ordinate the data transmission for acknowledged mode of communication between the MS and the SGSN. The exact meaning of this field depends upon the scenario. (For example, for GSM/GPRS to GSM/GPRS, the SNDCP N-PDU number is present in this field).

-
Next Extension Header Type: This field defines the type of Extension Header that follows this field in the GTP‑PDU.
-
Fixed Fields:  These fields are opaque bitfields which are defined over the control plane.

Control plane configuration of fields
The mapping of the all the above fields to the encapsulation header is governed by two parameters associated with each field, which are signalled over the control plane.  The two parameters are

· Ordering:  This field may contain either a unique integer per named field, indicating the order in which those fields are mapped to the GTP-U header, with smaller integers placed before larger integers. The value 0 indicates that the field is not in the header, that field is either ignored as described by section 5.1.1 or a default value is supplied over the control plane which the GTP-U receiver presumes for all headers.

· Offset:  This field represent the location of this field from the first bit in the protocol header.  When an optional field is indicated to be present, the offset is shifted if the order parameter for that optional field is configured to be lower than the ordering field considered.  The final offset is thus
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 is the set of fields with order less than I, and I(optional field f present) is 1 if optional field f is present and 0 otherwise.

For example the configuration in Table 1, results in the output in Figure 5.1-1. 

Table 1 Example field configuration

	Field
	Order
	Offset

	Version
	1
	0

	PT
	1
	3

	Fixed Field 1
	1
	4

	E
	1
	5

	S
	1
	6

	PN
	1
	7

	Message Type
	1
	8

	Length
	1
	16

	Tunnel Endpoint Identifier
	1
	32

	Sequence Number
	2
	64

	N-PDU Number
	3
	64

	Next Extension Header Type
	4
	64


	
	
	Bits

	Octets
	
	8
	7
	6
	5
	4
	3
	2
	1

	1
	
	Version
	PT
	(*)
	E
	S
	PN

	2
	
	Message Type

	3
	
	Length (1st Octet)

	4
	
	Length (2nd Octet)

	5
	
	Tunnel Endpoint Identifier (1st Octet)

	6
	
	Tunnel Endpoint Identifier (2nd Octet)

	7
	
	Tunnel Endpoint Identifier (3rd Octet)

	8
	
	Tunnel Endpoint Identifier (4th Octet)

	9
	
	Sequence Number (1st Octet)1) 4) 

	10
	
	Sequence Number (2nd Octet)1) 4)

	11
	
	N-PDU Number2) 4)

	12
	
	Next Extension Header Type3) 4)


NOTE 0:
(*) This bit is a spare bit. It shall be sent as '0'. The receiver shall not evaluate this bit.

NOTE 1:
1) This field shall only be evaluated when indicated by the S flag set to 1.

NOTE 2:
2) This field shall only be evaluated when indicated by the PN flag set to 1.

NOTE 3:
3) This field shall only be evaluated when indicated by the E flag set to 1.

NOTE 4:
4) This field shall be present if and only if any one or more of the S, PN and E flags are set.

Figure 5.1-1: Outline of the GTP-U Header
5.1.1 Behavior with absent fields

When a field is configured with an order value of 0, and a default value is supplied the GTP-U receiver behaves as if that default value was indicated over that GTP-U header.  All fields could conceivably be configured with a default value.  

Some fields have special behavior when they are configured with an order value 0 and are not supplied with a default value.  Table 5.1-1 

Some fields can be signalled once over the control plane, configuring a default parameters, others may not be configured a default value.

Always present field must at least be configured by a default parameter if they are absent from the header field.
Table 5.1-1: Field behavior 

	Field
	Behavior when absent

	Length
	When not provided the length field is calculated from the underlying protocols (UDP) length field. 

	Sequence Number
	If the Sequence number field it not provided then the S parameter must similarly be set to a default value of ‘0’.

	N-PDU Number
	If the N-PDU Number field it not provided then the PN parameter must similarly be set to a default value of ‘0’.

	Next Extension Header Type
	If the field is marked absent in the configuration thenthe E field must be set to ‘0’.


If a particular interface requires a protocol field which is not configured, an error should be reported in the control plane.  Note that for a GTP-U sender entity there are no required fields for encapsulation.
END OF CHANGES































� A length field would have to be configured, this field is useful for UDP support as well.
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