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Discussion
1. Introduction
Through the last RAN2 e-mail discussion, depending on protocol stack for transmission of UE’s RRC, MT’s RRC and DU’s F1-AP, four CP alternatives for architecture 1a were captured in TR [1]. In this contribution, we focus on protocol stack for F1 message transfer between the CU-CP of IAB donor and the DU of UE serving IAB node in architecture 1a and provide our view on it.
2. Discussion
In IAB architecture 1a, because F1 message between IAB node and IAB donor is transmitted via wireless backhaul, prioritization between F1 messages may need to be considered. For example, some F1 message to manage wireless backhauls could be more important than other F1 message to carry some UE’s RRC message. Also, F1 message and UE’s or MT’s RRC message might need to be prioritized.
Observation 1: Prioritization between F1 messages or between F1 and RRC messages needs to be considered.

For architecture 1a [1], the options of F1 message transfer between the CU-CP of IAB donor and the DU of UE serving IAB node are described as follows:
· Option 1: DU’s F1-AP is encapsulated in RRC of the collocated MT

· Option 2: DU’s F1-AP is carried over an SRB of the collocated MT

In all of options, F1 message is carried over SRB. That is, AS layers (e.g, RRC, PDCP) allocate SRB to transmit F1 message. However, because AS layers do not have any information for different priorities of different F1 messages, it cannot properly allocate SRBs to F1 messages with different priorities. Hence, it should be necessary for the F1-AP layer to provide priority information per F1 message to AS layers.
Observation 2: In case F1 message is carried over SRB, to support prioritization of F1 messages, the F1-AP layer should provide priority information per F1 message to AS layers.

In Option 1, F1 message is encapsulated by a RRC message. It means that the container of RRC message (e.g., dedicatedinfoNAS) may be used to transfer F1 message. So, if priority information for F1 message is provided to RRC, RRC layer could determine when to decide which signaling messages (e.g., F1 message, NAS message) will be included in the container based on the priority information. In this way, the prioritization per message/packets could be supported with an impact.
Observation 3: In case F1 message is encapsulated by a RRC message, prioritization of F1 messages could be supported with an impact.
In Option 2, because F1 message is carried over SRB where RRC is not involved, the container of RRC message cannot be used. Thus, one possible way to support prioritization of F1 messages is to define one or more SRBs depending on priority information provided by the F1-AP layer. However, it is difficult to increase the number of SRBs to differentiate F1 messages since the number of new SRBs need to be fixed in specification, not extendable.
Observation 4: In case F1 message is carried over SRB where RRC is not involved, the fixed number of more than one new SRBs should be defined.

In order to transfer of F1 message between the CU-CP of IAB donor and the DU of UE serving IAB node, the DRB may be used. Because one or more DRBs for carrying F1 messages may be configured, it is possible to support prioritization of F1 messages. For example, if there are different F1 messages with different priorities to be transmitted, the DRBs which each F1 message can be carried may be configured. According to legacy DRB mechanism, packets can be routed to the different DRBs based on packet filters. It can be simply done by traffic flow description information (e.g., source and destination IP address, port numbers, the protocol information) in packets. In addition, a high priority may be set to the DRBs which carry F1 messages so that MAC schedulers and LCP procedure can prioritize in scheduling and transmission of F1 messages over DRBs.
Observation 5: In case F1 message is carried over DRB, additional information to support prioritization of F1 message is not needed.

When to transfer F1 message using the DRB, there is no security impact because the CU-CP of IAB donor provides the Kupenc and Kupint to the CU-UP of IAB donor during DRB setup as highlighted in yellow [2]:
	The security solution for this split has been discussed and the following assumptions have been made in RAN3:

1. The CP/UP separation should not impact the NAS security solutions.

2. The CU-CP selects which security algorithms should be used by the CU-UP.

3. Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 

4. The CU-CP should be able to trigger Counter Check and trigger action to prevent PDCP COUNT wrap around. It is still FFS how those actions should be triggered.


The case of using DRB has a standardization impact for E1 interface since F1 message to be transmitted between the CU-CP of IAB donor and the DU of UE serving IAB node is carried via the E1 interface.
Observation 6: In case F1 message is carried over DRB, there is no security impact during transfer of F1 message in wireless backhaul, but there is standardization impact for E1 interface.

Based on observations, the following proposal is suggested:
Proposal 1: It is proposed to use the DRB for F1 message transfer between the CU-CP of IAB donor and the DU of UE serving IAB node.

3. Conclusion
In this contribution, we focused on protocol stack for F1 message transfer between the CU-CP of IAB donor and the DU of UE serving IAB node in architecture 1a and provided our view on it. The following proposals are kindly suggested to RAN3:
Proposal 1: It is proposed to use the DRB for F1 message transfer between the CU-CP of IAB donor and the DU of UE serving IAB node.
Proposal 2: It is proposed to agree the TP for TR 38.874.
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<<<<<<<<<<<<<<<<<<<< Start of Change >>>>>>>>>>>>>>>>>>>>
8.3.4
CP alternatives for architecture 1a

In architecture 1a, the UE’s and the MT’s UP and RRC traffic can be protected via PDCP over the wireless backhaul. A mechanism has to be defined to also protect F1-AP traffic over the wireless backhaul.
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Figure 8.3.4- X: Example for alternative Y of architecture 1a. Ya: UE’s RRC, Yb: MT’s RRC, Yc: DU’s F1-AP 

Alternative Y: 

Figure 8.3.4-X shows protocol stacks for UE’s RRC, MT’s RRC and DU’s F1-AP for alternative Y. In these examples, the adaptation layer is placed on top of RLC. On the IAB-node’s access link, the adaptation layer may or may not be included. The example does not preclude other options. This alternative has the following main features:

· The UE’s and the MT’s RRC are carried over SRB. 

· On the UE’s or MT’s access link, the SRB uses an RLC-channel. 

· On the wireless backhaul links, the SRB’s PDCP layer is carried over RLC-channels with adaptation layer. The adaptation layer placement in the RLC channel is the same for C-plane as for U-plane. The information carried on the adaptation layer may be different for SRB than for DRB.

· The DU’s F1-AP is carried over a DRB. F1-AP is therefore protected by this DRB’s PDCP. 

· Within the IAB-donor, the baseline is to use native F1-U stack. The DU’s F1-AP is carried over E1 interface.
<<<<<<<<<<<<<<<<<<<< End of Change >>>>>>>>>>>>>>>>>>>>
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