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1. Introduction
In last meeting, the main procedures for E1AP were agreed, but there are more work to do. This paper is to investigate the additional procedures and some detailed contents for supporting security in CU-CP/UP separation. The corresponding proposals are also provided.
2. Discussion
Issue 1: PDCP count wrap around in CU-UP
There exists the case that high volume data packets are provided in CU-UP. Thus it is very possible that PDCP COUNTs wraps around may happen in CU-UP. Thus, CU-UP should be allowed to initiate a procedure for refreshing the security key of CU-UP since it is the node that knows the real situation on data packets. 
In the legacy DC procedure, SN can trigger the PDCP count wrap around through a SCG change indication in the SN Modification Required message sent to MN. The following information is from TS 36.423 for legacy DC: 
[bookmark: _Toc446192401]--------------------------------------------------------------------------------------------------------
9.1.3.8	SENB MODIFICATION REQUIRED
This message is sent by the SeNB to the MeNB to request the modification of SeNB resources for a specific UE.
Direction: SeNB  MeNB.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.13
	
	YES
	reject

	MeNB UE X2AP ID
	M
	
	eNB UE X2AP ID
9.2.24
	Allocated at the MeNB
	YES
	reject

	SeNB UE X2AP ID
	M
	
	eNB UE X2AP ID
9.2.24
	Allocated at the SeNB
	YES
	reject

	Cause
	M
	
	9.2.6
	
	YES
	ignore

	SCG Change Indication
	O
	
	9.2.73
	
	YES
	ignore

	…
	
	
	
	
	
	



[bookmark: _Toc446192482]9.2.73	SCG Change Indication
The SCG Change Indication IE is either used to request the SeNB to prepare the SCG Change in the SeNB or to request the MeNB to initiate the SCG Change towards the UE (see TS 36.300 [15]).
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	SCG Change Indication
	M
	
	ENUMERATED
(PDCPCountWrapAround, PSCellChange, other, …)
	


-------------------------------------------------------------------------------------------------------------------------------------

Therefore for solving this similar problem in NR, it should be allowed for CU-UP to trigger the BEARER CONTEXT MODIFICATION REQUIRED procedure with the PDCP Count Wrap Around Indication IE. 
Proposal 1): BEARER CONTEXT MODIFICATION REQUIRED procedure is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 

Issue 2: Counter check in CU-UP
In legacy LTE, the Counter check procedure is for eNB to periodically perform the authentication, in which RRC is involved to send and receive signaling to/from UE. 
In the case of CU-CP and CU-UP separation, PDCP-U is located in CU-UP, which should be allowed to trigger the counter check procedure through E1 interface. Then the CU-CP can use RRC message to perform the authentication to UE. 
Proposal 2): CU-UP triggered Counter Check procedure should be defined in E1AP. 

Proposal 3): To agree the Text Proposals for E1AP. 

3. Conclusion
In this contribution, some additional procedures for security Support in CU-CP/UP Separation were investigated. The following proposals are suggested to RAN3:
Proposal 1): BEARER CONTEXT MODIFICATION REQUIRED procedure is used for CU-UP to tell CU-CP that PDCP count is about to wrap around. 
Proposal 2): CU-UP triggered Counter Check procedure should be defined in E1AP. 
Proposal 3): To agree the Text Proposals for E1AP. 
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Text Proposal for TS 38.463
<<<<<<<<<<<<<<<<<<<< Start of Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc515368895][bookmark: _Toc515369164][bookmark: _Toc515369443][bookmark: _Toc515369627][bookmark: _Toc515369811][bookmark: _Toc515370181][bookmark: _Toc515370367][bookmark: _Toc515370552][bookmark: _Toc515371933][bookmark: _Toc512414051]8.3.3	Bearer Context Modification Required (gNB-CU-UP initiated) 
[bookmark: _Toc515368896][bookmark: _Toc515369165][bookmark: _Toc515369444][bookmark: _Toc515369628][bookmark: _Toc515369812][bookmark: _Toc515370182][bookmark: _Toc515370368][bookmark: _Toc515370553][bookmark: _Toc515371934]8.3.3.1	General
The purpose of the Bearer Context Modification Required procedure is to allow the gNB-CU-UP to modify a bearer context (e.g., due to local problems) and inform the gNB-CU-CP. The procedure uses UE-associated signalling.
[bookmark: _Toc515368897][bookmark: _Toc515369166][bookmark: _Toc515369445][bookmark: _Toc515369629][bookmark: _Toc515369813][bookmark: _Toc515370183][bookmark: _Toc515370369][bookmark: _Toc515370554][bookmark: _Toc515371935]8.3.3.2	Successful Operation


Figure 8.3.3.2-1: Bearer Context Modification Required procedure: Successful Operation.
The gNB-CU-UP initiates the procedure by sending the BEARER CONTEXT MODIFICATION REQUIRED message to the gNB-CU-CP. The gNB-CU-CP replies with the BEARER CONTEXT MODIFICATION CONFIRM message.
If the Data Forwarding Information Response IE, PDU Session Data Forwarding Information Response IE or the DRB Data Forwarding Information Response IE are included in the BEARER CONTEXT MODIFICATION REQUIRED message, the gNB-CU-CP shall update the corresponding information. 
If the S1 DL UP Transport Layer Information IE or the NG DL UP Transport Layer Information IE is contained in the BEARER CONTEXT MODIFICATION REQUIRED message, the gNB-CU-UP shall update the corresponding information. 
If the gNB-CU-UP Cell Group Related Configuration IE is contained in the DRB To Modify List IE in the BEARER CONTEXT MODIFICATION REQUIRED message, the gNB-CU-UP shall try to change the cell group related configuration accordingly. If the gNB-CU-CP is not able to update the requested cell group related configuration, it shall include the Cell Group Information IE with the current cell group configuration in the DRB Modified List IE in the BEARER CONTEXT MODIFICATION CONFIRM message.
If the gNB-CU-CP receives a BEARER CONTEXT MODIFICATION REQUIRED message containing the Count Wrap around Indicator IE, the gNB-CU-CP shall trigger Bear Context Modification procedure and provides updated Security Information IE within the BEARER CONTEXT MODIFICATION REQUEST message.
[bookmark: _Toc515368898][bookmark: _Toc515369167][bookmark: _Toc515369446][bookmark: _Toc515369630][bookmark: _Toc515369814][bookmark: _Toc515370184][bookmark: _Toc515370370][bookmark: _Toc515370555][bookmark: _Toc515371936]8.3.3.3	Abnormal Conditions
Not applicable.

<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc462753014]8.3.X	gNB-CU-UP Counter Check
[bookmark: _Toc462753015]8.3.X.1	General
This procedure is initiated by the gNB-CU-UP to request the gNB-CU-CP to execute a counter check procedure to verify the value of the PDCP COUNTs associated with DRBs established in the gNB-CU-UP.
The procedure uses UE-associated signalling.
[bookmark: _Toc462753016]8.3.X.2	Successful Operation
gNB-CU-UP
gNB-CU-CP
GNB-CU-UP COUNTER CHECK REQUEST

Figure 8.3.X.2-1: gNB-CU-UP Counter Check procedure, successful operation.
The gNB-CU-UP initiates the procedure by sending the gNB-CU-UP COUNTER CHECK REQUEST message to the gNB-CU-CP.
Upon reception of the gNB-CU-UP COUNTER CHECK REQUEST message, the gNB-CU-CP may perform the RRC counter check procedure as defined in TS 33.401 [11].
[bookmark: _Toc462753017]8.3.X.3	Unsuccessful Operation
Not applicable.
[bookmark: _Toc462753018]8.3.X.4	Abnormal Conditions
Not applicable.


<<<<<<<<<<<<<<<<<<<< Next Change >>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc513053750][bookmark: _Toc515368948][bookmark: _Toc515369217][bookmark: _Toc515369496][bookmark: _Toc515369680][bookmark: _Toc515369864][bookmark: _Toc515370234][bookmark: _Toc515370419][bookmark: _Toc515370604][bookmark: _Toc515371985]9.2.2.7	BEARER CONTEXT MODIFICATION REQUIRED
This message is sent by the gNB-CU-UP to inform the gNB-CU-CP that a modification of a bearer context is required (e.g., due to local problems at the gNB-CU-UP).
Direction: gNB-CU-UP  gNB-CU-CP
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRB To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>S1 DL UP Transport Layer Information 
	O
	
	UP Transport Layer Information 
9.3.2.1
	
	-
	-

	>>>>Data Forwarding Information Response
	O
	
	Data Forwarding Information Response
9.3.2.6
	
	-
	-

	>>>>gNB-CU-UP Cell Group Related Configuration 
	O
	
	gNB-CU-UP Cell Group Related Configuration 
9.3.1.19
	
	-
	-

	>>DRB To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>DRB ID 
	M
	
	
	
	-
	-

	>NG-RAN
	
	
	
	
	
	

	>>PDU Session Resource To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Modify Item
	
	1..<maxnoofPDUSessionResource>
	
	
	EACH
	reject

	>>>>PDU Session ID 
	M
	
	9.3.1.21
	
	-
	-

	>>>>NG-U DL UP Transport Layer Information
	O
	
	UP Trasport Layer Information 
9.3.2.1
	
	-
	-

	>>>>PDU Session Data Forwarding Information Response
	O
	
	Data Forwarding Information Respone 
9.3.2.6
	
	-
	-

	>>>>DRB To Modify List
	
	0.. 1
	
	
	YES
	reject

	>>>>>DRB To Modify Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>>>DRB ID 
	M
	
	9.3.1.16
	
	-
	-

	>>>>>>DRB Data Forwarding Information Response
	O
	
	Data Forwarding Information Response
9.3.2.6
	
	-
	-

	>>>>>>gNB-CU-UP Cell Group Related Configuration 
	O
	
	gNB-CU-UP Cell Group Related Configuration 
9.3.1.34
	
	-
	-

	>>>>>>Flow To Remove 
	O
	
	QoS Flow List
9.3.1.12
	
	-
	-

	>>>>DRB To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>>>DRB To Remove Item 
	
	1..<maxnoofDRBs>
	
	
	EACH
	reject

	>>>>>>DRB ID 
	M
	
	
	
	-
	-

	>>PDU Session Resource To Remove List
	
	0.. 1
	
	
	YES
	reject

	>>>PDU Session Resource To Remove Item
	
	1..<maxnoofPDUSessionResource>
	
	
	EACH
	reject

	>>>>PDU Session ID 
	M
	
	
	
	-
	-

	Count Wrap around Indicator
	O
	
	9.3.1.y
	
	YES
	ignore



	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.




<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc462753074]9.2.2.Y	GNB-CU-UP COUNTER CHECK REQUEST
This message is sent by the gNB-CU-UP to request the verification of the value of the PDCP COUNTs associated with the DRBs established in the gNB-CU-UP.
Direction: gNB-CU-UP  gNB-CU-CP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	gNB-CU-CP UE E1AP ID
	M
	
	9.3.1.4
	
	YES
	reject

	gNB-CU-UP UE E1AP ID
	M
	
	9.3.1.5
	
	YES
	reject

	CHOICE System
	M
	
	
	
	YES
	reject

	>E-UTRAN
	
	
	
	
	
	

	>>DRBs Subject to
Counter Check List
	
	1
	
	
	YES
	ignore

	>>>DRBs Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	

	>NG-RAN
	
	
	
	
	
	

	>>PDU Sessions Subject to Counter Check List
	
	1
	
	
	YES
	ignore

	>>>PDU Sessions Subject to Counter Check Item
	
	1 .. <maxnoof DRBs>
	
	
	EACH
	ignore

	>>>>PDU Session ID
	M
	
	
	
	-
	

	>>>>DRB ID
	M
	
	
	
	-
	

	>>>>UL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of uplink COUNT associated to this DRB.
	-
	

	>>>>DL COUNT
	M
	INTEGER(0.. 4294967295)
	
	Indicates the value of downlink COUNT associated to this DRB.
	-
	



	Range bound
	Explanation

	maxnoofDRBs
	Maximum no. of DRBs for a UE. Value is 32.

	maxnoofPDUSessionResource 
	Maximum no. of PDU Sessions for a UE. Value is 256.



<<<<<<<<<<<<<<<<<<<< next Change >>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc494407764]9.3.1.y	Count Wrap around Indicator
This IE indicates that the PDCP COUNTs are about to wrap around in gNB-CU-UP.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Count Wrap around Indicator
	M
	
	ENUMERATED (True, …)
	




<<<<<<<<<<<<<<<<<<<< end of Change >>>>>>>>>>>>>>>>>>>>
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