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1. Overall Description:

RAN3 has decided to standardize a split of the gNB-CU into a control plane and user plane part (i.e., gNB-CU-CP and gNB-CU-UP). The gNB-CU-CP terminates RRC and PDCP for SRBs as well as Xn-C/X2-C and NG-C interfaces, while the gNB-CU-UP terminates PDCP for DRBs and NG-U.

The security solution for this split has been discussed and the following assumptions has been made:

· The CU-CP is responsible for all security signaling towards UE and CN and for key derivation. The CU-CP should provide the user plane keys (Kupenc, Kupint) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains.

· The CU-CP selects which security algorithms should be used by the CU-UP based on operator configuration.

· The CP/UP separation should not be seen by the NAS layer and should not impact the NAS security solutions.

· The CU-CP should be able to request PDCP status report from the CU-UP at any time.

· The CU-CP should be responsible to trigger Counter Check and trigger key refresh to prevent PDCP COUNT wrap around. 

The logic behind the assumptions above is that it is highly desirable to avoid impacts to the UE interface from the CP/UP separation. If there is a need to change CU-UP node, then the CU-CP node could always trigger a KgNB refresh towards the UE. 

2. Actions:

To SA3 group:

ACTION: 
RAN3 kindly asks SA3 to verify the assumptions above from a security perspective and suggest additional clarifications or enhancements if needed.
3. Date of Next TSG-RAN WG3 Meetings:

TSG-RAN WG3#99
     26th February – 2nd March 2018


Athens, Greece
TSG-RAN WG3#99bis
     16th April – 20th April 2018



Sanya, China
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