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1   Introduction
SA3 has made some agreements on user plane security in the last meeting [1], and one LS regarding how to communicate user plane security policy from 5GC to NG-RAN has been sent to RAN3 [2]. In this contribution, we intend to first review the SA3 progress and then discuss the possible impacts on NG interface from RAN3 perspective.
2   Discussion

As discussed in [3], 5GC needs to inform RAN whether integrity protection and ciphering is needed or not during PDU session establishment. Therefore, indicators of integrity protection and ciphering per PDU session should be transferred over Xn interface at least in case of mobility. More specifically, the source NG-RAN node shall add the indicators to the PDU Session Resource To Be Setup as part of information and pass them to the target NG-RAN node, and hence the target NG-RAN node can decide to perform the integrity protection and ciphering for the concerned PDU session based on received indicators. 
Proposal: During Handover Preparation procedure, the indicators of integrity protection and ciphering activation are needed in HANDOVER REQUEST message.
3   Conclusion
This contribution discusses the RAN3 impact of user plane security, and has the following proposals,
Proposal: During Handover Preparation procedure, the indicators of integrity protection and ciphering activation are needed in HANDOVER REQUEST message.
In addition, a text proposal to TS 38.423 is provided in Annex.
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5   Annex – TP
Begin of Text Proposal to TS 38.423
9.2.100
PDU Session Resource To Be Setup List

Editor’s Note: Most probably this IE will be incorporated directly into the message structure and not defined as a separate IE. In principle it is applicable for Xn-C messages for HO/DC/RRC INACTIVE mobility (UE Context Retrieval) (as a PDU Session Resource configuration descriptor).

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	PDU Session Resource To Be Setup List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Be Setup Item IEs
	
	1 ..  <maxnoof PDU Session Resources>
	
	
	EACH
	reject

	>>PDU Session ID
	M
	
	<reference>
	Editor’s Note: This IE is FFS
	-
	

	>>S-NSSAI
	O
	
	<ref>
	
	
	

	>> PDU Session Resource Aggregated Maximum Bitrate
	M
	
	<reference>
	Editor’s Note: This IE is FFS
	
	

	>>Transport Layer Address 
	FFS
	
	<reference>
	
	-
	

	>>GTP-TEID
	FFS
	
	<reference>
	5G CN TEID.
	-
	

	>>Security  Indications
	O
	
	9.2.X
	 
	-
	

	>>Bearer Type
	M
	
	<reference>
	Editor’s Note: IP, unstructured or Ethernet
	-
	

	>>QoS Flows To Be Setup List
	
	1
	
	
	-
	

	>>>QoS Flows To Be Setup Item IEs
	
	1 ..  <maxnoof QoS Flows>
	
	
	-
	

	>>>>QoS Flow Indicator 
	M
	
	<reference>
	
	EACH
	reject

	>>>>QoS Flow Level QoS Parameters 
	FFS
	
	9.2.1
	
	EACH
	reject

	>>>> E-RAB ID
	O
	
	INTEGER (0..15, …)
	
	
	

	>>mapping info 
QoS Flows ( DRB
	FFS
	
	
	Note: this IE is only applicable on Xn-C for active mobility
	-
	


End of Text Proposal to TS 38.423
Begin of Text Proposal to TS 38.423
9.2.X

Security Indications
This IE contains the UP integrity and ciphering indications which indicate whether the UP integrity and ciphering are configured for corresponding sessions, respectively.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Security Indications
	
	
	
	

	> Integrity Protection Indication
	M
	
	ENUMERATED(TRUE,…)

	Whether the concerned PDU session is enabled with integrity protection by the 5GC.


	> Ciphering Indication
	M
	
	ENUMERATED(TRUE,…)

	Whether the concerned PDU session is enabled with ciphering by the 5GC.



End of Text Proposal to TS 38.423
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