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1. Overall Description:

Considering the CP/UP seperation with CU-DU split, the gNB-DU hosts the RLC/MAC/PHY protocols, the CU-CP hosts the control plane instance of PDCP and RRC protocols and the CU-UP hosts the user plane instance of PDCP (and SDAP) protocols. Two options were discussed on how to generate the user plane security key:

Option 1: To let CU-CP derive KUP.enc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUPCint according to the KgNB forwarded by CU-CP. 
Both of the two Options will encounter the exposure of the key to the E1 interface. Option 1 seems the most straight way. While Option 2 can support more flexible security key generation, e.g. per DRB or per CU-UP level security key but it requires both CU-CP and CU-UP to be located in a security environment.
Actions:

To SA3 and RAN2:
Action: RAN3 respectfully asks SA3 and RAN2 to consider the security key generation with CP/UP seperation and provide feedback on the solutions mentioned above.Furthermore, if available, provide the detail parameters to be used for security key generation.
3. Date of Next TSG-RAN WG3 Meetings:

TSG-RAN WG3 Meeting #NR_AdHoc_1801                22th Nov – 26st Jan 2018, Sophia-Antipolis, FR


TSG-RAN WG3 Meeting #99
26th Feb – 2ed Mar 2018, Athens, Greece
