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Introduction

According to the discussion in RAN3#98 meeting, the signaling flow for UE Initial access was captured in BL CR for TS38.401, two-steps procedure for for initial access, and 4-steps procedure for resume case. Here we discuss the left open issue-Security aspect for UE Initial Access.

Discussion
How to achieve RRC security exchange over F1 interface?

According to R3-175071, the signalling flow for UE Initial access is shown in Figure 8.1-1.
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Figure 8.1-1: UE Initial Access procedure (successful case)
There are two ways to achieve RRC security exchange over F1 interface:

the RRC security message transferred with UE Context Setup procedure

the RRC security message transferred with UL/DL RRC Message Transfer procedure

As shown in the figure above, the RRC security message is included in UE context Setup procedure in order to reduce the F1 signalling and fasten processing. However, there has the possibility that RRC security negotiation may be failed over air interface, the SecurityModeFailure message is used to indicate an unsuccessful completion of a security mode command. In this case, though step11 has already been sent back to CU, CU still has to wait for the result of security hand-shake over air interface (the final RRC security message in step13). Furthermore, in RRC security failure case, the UE context setup in DU side is not needed at all.

The signalling flow on RRC security failure case for Solution 1) and 2) are provided as below:
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Figure 1: Solution1) for RRC security failure case
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Figure 1: Solution2) for RRC security failure case

Therefore, Option 2) shows the benefit that the AS security RRC message exchange is performed over F1 interface before CU trigger the UE context setup procedure towards DU, it is proper to use F1 UL/DL RRC message transfer messages to complete the AS security info exchange over air interface before sends the DRB configuration to UE.

The signaling flow for initial UE access in TS38.401 needs to be updated.

Proposal1: It is proposed to use F1 UL/DL RRC message transfer messages to complete the AS security info exchange over air interface before CU trigger the UE context management procedure towards DU.

Taking the above proposals into consideration, the corresponding stage2 TP update on Initial UE access for TS38.401 is provided as below.

Proposal2:To approve the corresponding stage2 TP update on Initial UE access for TS38.401 as below.

Conclusion
The following proposal is provided:

Proposal1: It is proposed to use F1 UL/DL RRC message transfer messages to complete the AS security info exchange over air interface before CU trigger the UE context management procedure towards DU.

Proposal2:To approve the corresponding stage2 TP update on Initial UE access for TS38.401 as below.
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8
Overall procedures in gNB-CU/gNB-DU Architecture

8.1
UE Initial Access 
The signalling flow for UE Initial access is shown in Figure 8.1-1.
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Figure 8.1-1: UE Initial Access procedure
1. The UE sends RRC Connection Request message to the gNB-DU. 

2. The gNB-DU includes the RRC message and, if the UE is admitted, the corresponding low layer configuration for the UE in the F1AP INITIAL UL RRC MESSAGE TRANSFER message and transfers to the gNB-CU. The INITIAL UL RRC MESSAGE TRANSFER message  includes the C-RNTI allocated by the gNB-DU.

3. The gNB-CU allocates a gNB-CU UE F1AP ID for the UE and generates RRC CONNECTION SETUP message towards UE. The RRC message is encapsulated in -the F1AP DL RRC MESSAGE TRANSFER message. 

4. The gNB-DU sends the RRC CONNECTION SETUP message to the UE.

5. The UE sends the RRC CONNECTION SETUP COMPLETE message to the gNB-DU. 

6. The gNB-DU encapsulates the RRC message in the F1AP UL RRC MESSAGE TRANSFER message and sends it to the gNB-CU. 

7. The gNB-CU sends the INITIAL UE MESSAGE message to the AMF.

8. The AMF sends the INITIAL UE CONTEXT SETUP REQUEST message to the gNB-CU.

9. The gNB-CU sends the DL RRC MESSAGE TRANSFER message to establish the UE context in the gNB-DUwhich encapsulates the RRC SECURITY MODE COMMAND message.

10. The gNB-DU sends the RRC SECURITY MODE COMMAND message to the UE.


11. The UE responds with the RRC SECURITY MODE COMPLETE message in case of successful, else UE responds with the RRC SECURITY MODE FAILURE message.
 12. The gNB-DU encapsulates the RRC message in the F1AP UL RRC MESSAGE TRANSFER message and sends it to the gNB-CU.
13. If gNB-CU receives the successful completion of a security mode command, it will send UE CONTEXT SETUP REQUEST message to perform the DRB(s) establishment in the gNB-DU.

14. The gNB-DU sends UE CONTEXT SETUP RESPONSE message to gNB-CU.
15. The gNB-CU generates the RRC CONNECTION RECONFIGURATION message and encapsulates it in the F1AP DL RRC MESSAGE TRANSFER message 

 16. The gNB-DU sends RRC CONNECTION RECONFIGURATION message to the UE.

 17. The UE sends RRC CONNECTION RECONFIGURATION COMPLETE message to the gNB-DU. 

 18. The gNB-DU encapsulates the RRC message in the F1AP UL RRC MESSAGE TRANSFER message and send it to the gNB-CU.

19. The gNB-CU sends the INITIAL UE CONTEXT SETUP RESPONSE message to the AMF.
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