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1   Introduction
In this contribution we discuss the latest RAN2 and SA2 agreements and LS from SA3 on the topic of UP security policy. Then we provide a text proposal for TS 38.413 that corresponds to those agreements.
2   Discussion
In RAN3#99, RAN3 received the following LS from SA3 [2] that discusses the latest SA3 agreements on the topic of UP security policy: 
	SA3 has discussed its agreement on the use of UP security policy. SA3 has agreed that the UP security policy from SMF shall include indications for both the UP integrity protection and UP encryption. SA3 understands that when SMF communicates the UP security policy to the gNB during a UE PDU session establishment, in addition to the UP integrity protection policy indication, an indication for UP encryption shall be included in the UP security policy.

Similarly to the UP integrity protection, the UP encryption will be supported per PDU session, i.e., all DRBs for a UE PDU session will have the same UP encryption enablement option.

SA3 would like SA2, RAN2 and RAN3 to consider the above SA3 decision to be supported as part of Rel. 15.


Additionally, in RAN2#101, RAN2 reached the following agreements that are consistent with the above LS: 
	Agreements

1
If integrity protected applies to a PDU session then it is applied to all DRBs of the PDU session.

2
If ciphering applies to a PDU session then it is applied to all DRBs of the PDU session.

Note: Signalling may still be per DRB and the above constraints ensured by network configuration. To be concluded in final ASN.1 design.


Observation 1: the UP ciphering is applied to all DRBs of the PDU session.

Proposal 1:  the UP Ciphering Indication IE is included in the PDU SESSION RESOURCE SETUP message.

In SA2#125, SA2 agreed the following text proposal to TS23.501 [4] that describes a mechanism to control the determination and delivery of the UP security policy to the NG-RAN for all DRBs in a given PDU session:
	5.10.3
PDU Session User Plane Security

The User Plane Security Enforcement information provides the NG-RAN with User Plane security policies for a PDU session. It indicates:

[…]
The User Plane Security Enforcement information is communicated from SMF to the NG-RAN for enforcement as part of PDU session related information. This takes place at establishment of a PDU Session or at activation of the user plane of a PDU Session. The NG-RAN rejects the establishment of UP resources for the PDU Session when it cannot fulfil User Plane Security Enforcement information with a value of Required. In this case the SMF releases the PDU Session. The NG-RAN notifies the SMF when it cannot fulfil a User Plane Security Enforcement with a value of Preferred.

NOTE:
For example, the NG-RAN cannot fulfill requirements in User Plane Security Enforcement information when it cannot negotiate UP integrity protection with the UE.

User Plane Security Enforcement information is communicated from source to target NG-RAN node at handover. If the target RAN node cannot support requirements in User Plane Security Enforcement information, the target RAN node rejects the request to setup resources for the PDU Session. In this case the PDU Session is not handed over to the target RAN node and the PDU Session is released.

[…]


Proposal 2: RAN3 is kindly asked to agree the text proposal for TS 38.413. 

3   Conclusions

The following are the observation and proposals in this document:

Observation 1: the UP ciphering is applied to all DRBs of the PDU session.

Proposal 1:  the UP Ciphering Indication IE is included in the PDU SESSION RESOURCE SETUP message.

Proposal 2: RAN3 is kindly asked to agree the text proposal for TS 38.413. 
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8.2.1
PDU Session Resource Setup

8.2.1.1
General

The purpose of the PDU Session Resource Setup procedure is to assign resources on Uu and NG-U for one or several PDU Session Resources and the corresponding QoS flows, and to setup corresponding Data Radio Bearers for a given UE. The procedure uses UE-associated signalling.

Editor’s Note:
Further details are FFS.

8.2.1.2
Successful Operation
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Figure 8.2.1.2-1: PDU session resource setup: successful operation

The AMF initiates the procedure by sending a PDU SESSION RESOURCE SETUP REQUEST message to the NG-RAN node.

-
The PDU SESSION RESOURCE REQUEST message shall contain the information required by the NG-RAN node to setup PDU session related NG-RAN configuration consisting of at least one PDU Session Resource for each PDU Session Resource to setup included in PDU Session Resource To Be Setup Item IE.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message, and if resources are available for the requested configuration, the NG-RAN node shall execute the requested NG-RAN configuration and allocate associated resources over NG and over Uu for each PDU session listed in the PDU Session Resource To Be Setup Item IE. 

If the Priority Level IE is included in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may use it to determine a priority for paging the UE in RRC_INACTIVE state.
For each requested PDU session, if resources are available for the requested configuration, the NG-RAN node shall establish at least one or several Data Radio Bearers and associate each accepted QoS flow of the PDU session to a Data Radio Bearer established. 
For each PDU session successfully established the NG-RAN node shall pass to the UE the NAS-PDU IE, if available, and the value contained in the PDU Session ID IE received for the PDU Session. The NG-RAN node shall not send to the UE the NAS PDUs associated to the failed PDU sessions. 

For each PDU session the NG-RAN node shall store the transport layer address and the tunnel endpoint included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and use it as the uplink termination point for the user plane data for this PDU session.

For each PDU session, if the Additional Transport Layer Information IE is included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message, the NG-RAN node may forward the transport layer address and the tunnel endpoint to the S-NG-RAN node as the uplink termination point for the user plane data for this PDU session split in different tunnel.

For each PDU session for which the PDU Session Type IE is included in the PDU SESSION RESOURCE SETUP REQUEST message and is not set to “IPv4” nor “IPv6” [values FFS], the NG-RAN node shall not perform header compression for the concerned PDU session.

For each PDU session for which the S-NSSAI IE is included in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall store the Network Slice Selection Assistance Information corresponding to the concerned PDU session and use it as specified in TS 38.300 [8]. 

For each PDU session for which the Security Indication IE is included in the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message and Integrity Protection Indication IE is set to “true”, the NG-RAN node shall perform user plane integrity for the concerned PDU session. Otherwise, the NG-RAN node shall not perform user plane integrity for the concerned PDU session. If the NG-RAN node receives the PDU SESSION RESOURCE SETUP REQUEST message and the Integrity Protection Indication IE is set to “true” but the NG-RAN cannot perform user plane integrity protection for the concerned PDU session, then the NG-RAN may reject establishment of user plane resources for the PDU session.
For each PDU session for which the Security Indication IE is included in the the PDU Session Resource Setup Request Transfer IE of the PDU SESSION RESOURCE SETUP REQUEST message and Ciphering Indication IE is set to “true”, the NG-RAN node shall perform user plane ciphering for the concerned PDU session. Otherwise, the NG-RAN node shall not perform user plane ciphering for the concerned PDU session. If the NG-RAN node receives the PDU SESSION RESOURCE SETUP REQUEST message and the Ciphering Indication IE is set to “true” but the NG-RAN cannot perform user plane ciphering for the concerned PDU session, then the NG-RAN may reject establishment of user plane resources for the PDU session.

For each PDU session in the PDU SESSION RESOURCE SETUP REQUEST message the NG-RAN node shall enforce the traffic corresponding to the received PDU Session Resource Aggregated Maximum Bit Rate IE. The NG-RAN node shall use the received Aggregate Maximum Bit Rate for the concerned PDU session and concerned UE as specified in TS 23.501 [9].
For each QoS flow requested to be setup the NG-RAN node shall take into account the received QoS Flow Level QoS Parameters IE. For each QoS flow the NG-RAN node shall establish or modify the resources according to the values of the Allocation and Retention Priority IE (priority level and pre-emption indicators) and the resource situation as follows: 

-
The NG-RAN node shall consider the priority level of the requested QoS flow, when deciding on the resource allocation.

-
The priority levels and the pre-emption indicators may (individually or in combination) be used to determine whether the QoS flow setup has to be performed unconditionally and immediately. If the requested QoS flow is marked as “may trigger pre-emption” and the resource situation requires so, the NG-RAN node may trigger the pre-emption procedure which may then cause the forced release of a lower priority QoS flow which is marked as “pre-emptable”. Whilst the process and the extent of the pre-emption procedure are operator-dependent, the pre-emption indicators shall be treated as follows:

1.
The values of the last received Pre-emption Vulnerability IE and Priority Level IE shall prevail.

2.
If the Pre-emption Capability IE is set to “may trigger pre-emption”, then this allocation request may trigger the pre-emption procedure.

3.
If the Pre-emption Capability IE is set to “shall not trigger pre-emption”, then this allocation request shall not trigger the pre-emption procedure.

4.
If the Pre-emption Vulnerability IE is set to “pre-emptable”, then this QoS flow shall be included in the pre-emption process.

5.
If the Pre-emption Vulnerability IE is set to “not pre-emptable”, then this QoS flow shall not be included in the pre-emption process.

6.
If the Priority Level IE is set to “no priority” the given values for the Pre-emption Capability IE and Pre-emption Vulnerability IE shall not be considered. Instead the values “shall not trigger pre-emption” and “not pre-emptable” shall prevail.

-
The NG-RAN node pre-emption process shall keep the following rules [FFS]:

1.
The NG-RAN node shall only pre‑empt QoS flows with lower priority, in ascending order of priority.

2.
The pre-emption may be done for QoS flows belonging to the same UE or to other UEs.

For each QoS flow which has been successfully established, the NG-RAN node stores the mapped E-RAB ID if included in the PDU Session Resource Setup Request Transfer IE contained in the PDU SESSION RESOURCE SETUP REQUEST message and uses it as specified in TS 38.300 [8].
The NG-RAN node shall report to the AMF in the PDU SESSION RESOURCE SETUP RESPONSE message the result for each individual PDU session resource requested to be setup. In particular, for each PDU session resource successfully setup, it shall include the PDU Session Resource Setup Response Transfer IE containing the following information: 

-
The list of QoS flows which have been successfully established in the QoS Flows Setup List IE.

-
The list of QoS flows which have failed to be established, if any, in the QoS Flows Failed to Setup List IE.

-
The transport layer address and tunnel endpoint to be used for the PDU session.
For each PDU Session Resource successfully setup at the NG-RAN, the NG-RAN node may allocate resources for an additional NG-U PDU Session Resource GTP-U tunnel, indicated in the Additional PDU Session Resource Setup Response IE.

The list of PDU session resources which failed to be setup, if any, shall be reported in the PDU SESSION RESOURCE SETUP RESPONSE message with an appropriate cause value within the PDU Session Resource Setup Failed List IE. 

Upon reception of the PDU SESSION RESOURCE SETUP RESPONSE message the AMF shall, for each PDU session indicated in the PDU Session ID IE, transfer transparently the PDU Session Resource Setup Response Transfer IE to each SMF associated with the concerned PDU session. In case the splitting PDU session is not used by the NG-RAN node, the SMF should remove the Additional Transport Layer Information, if any.
When the NG-RAN node reports unsuccessful establishment of a QoS flow, the cause value should be precise enough to enable the SMF to know the reason for an unsuccessful establishment.

Upon reception of the PDU SESSION RESOURCE SETUP REQUEST message to setup a QoS flow for IMS voice, if successful IMS voice over NG-RAN is not able to be supported, the NG-RAN node shall initiate EPS fallback for IMS voice procedure as specified in TS 23.501 [9] and report unsuccessful establishment of the QoS flow in the PDU Session Resource Setup Response Transfer IE with cause value “IMS voice EPS fallback triggered”.

Interactions with Handover Preparation procedure:

If a handover becomes necessary during the PDU Session Resource Setup procedure, the NG-RAN node may interrupt the ongoing PDU Session Resource Setup procedure and initiate the Handover Preparation procedure as follows:

1.
The NG-RAN node shall send the PDU SESSION RESOURCE SETUP RESPONSE message in which the NG-RAN node shall indicate, if necessary, all the PDU session resources failed to be setup with an appropriate cause value.
2.
The NG-RAN node shall trigger the handover procedure.
Editor’s Note:
Further details are FFS.

8.2.1.3
Unsuccessful Operation

Editor’s Note:
Further details are FFS.

8.2.1.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
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9.3.1.27
Security Indication
This IE contains the user plane integrity protection indication and ciphering indication that  indicate whether the UP integrity and ciphering are configured for corresponding PDU sessions, respectively. 
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	
BOOLEAN

	TRUE indicates that the concerned PDU session is enabled with integrity protection by the 5GC, while FALSE indicates that the concerned PDU session is not enabled with integrity protection by the 5GC.


	Ciphering Indication
	M
	
	
BOOLEAN
	TRUE indicates that the concerned PDU session is enabled with ciphering by the 5GC, while FALSE indicates that the concerned PDU session is not enabled with ciphering by the 5GC.
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9.3.1.2
Cause

The purpose of the Cause IE is to indicate the reason for a particular event for the NGAP protocol.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	CHOICE Cause Group
	M
	
	
	

	>Radio Network Layer
	
	
	
	

	>>Radio Network Layer Cause 
	M
	
	ENUMERATED
(Unspecified,

TXnRELOCOverall expiry [FFS],

Successful handover,

Release due to NG-RAN generated reason,

Handover cancelled,

Partial handover,

Handover failure in target 5GC/NG-RAN node or target system,

Handover target not allowed,

TNGRELOCoverall expiry [FFS],

TNGRELOCprep expiry [FFS],

Cell not available,

Unknown target ID,

No radio resources available in target cell,

Unknown or already allocated AMF UE NGAP ID [FFS],

Unknown or already allocated RAN UE NGAP ID [FFS],

Unknown or inconsistent pair of UE NGAP ID [FFS],

Handover desirable for radio reasons,

Time critical handover,

Resource optimisation handover,

Reduce load in serving cell,

User inactivity,

Radio connection with UE lost,

Load balancing TAU required,

Radio resources not available,

Invalid QoS combination,

Failure in the radio interface procedure,

Interaction with other procedure,

Unknown PDU Session ID,

Unknown QoS Flow ID,

Multiple PDU Session ID Instances,

Multiple QoS Flow ID Instances,

Encryption and/or integrity protection algorithms not supported,

NG intra system handover triggered,

NG inter system handover triggered,

Xn handover triggered,

Not supported 5QI value,
UE context transfer,
IMS voice EPS fallback triggered,

UP integrity protection not possible,
UP ciphering not possible …)
	

	>Transport Layer
	
	
	
	

	>>Transport Layer Cause
	M
	
	ENUMERATED
(Transport resource unavailable,

Unspecified,
…)
	

	>NAS
	
	
	
	

	>>NAS Cause
	M
	
	ENUMERATED

(Normal release,

Authentication failure,

Detach,
Unspecified, 

…)
	

	>Protocol
	
	
	
	

	>>Protocol Cause
	M
	
	ENUMERATED
(Transfer syntax error,
Abstract syntax error (reject),
Abstract syntax error (ignore and notify),
Message not compatible with receiver state,

Semantic error,

Abstract syntax error (falsely constructed message),

Unspecified,

…)
	

	>Misc
	
	
	
	

	>>Miscellaneous Cause
	M
	
	ENUMERATED
(Control processing overload, 

Not enough user plane processing resources,
Hardware failure,
O&M intervention,
Unknown PLMN,

Unspecified, 

…)
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