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1 Description and Proposal
The topic of secured signaling only connection has been controversial due to not splitting the discussion into two distinct parts organized around two questions which are different and should be sequentially addressed:

· Q1: need to have in release 15 secured signaling-only connections supported;

· Q2: how to secure it when gNB is split between CU and DU: need of SRB2 or not, if SRB2 need to reuse F1AP Initial Context Setup or not, etc…

Proposal 1: clearly organize the discussion between Q1 and Q2 above.

Consistently, this paper focusses on Q1.

Q1: Secured signaling-only connections in release 15 

On Q1, at the last RAN#79, RAN discussed the support of secured signaling only connection and concluded that it shall be supported in release 15:

RAN confirms there is a requirement to support secured signalling-only connection in Rel-15
RAN further sent the LS to RAN3 to support the solution in release 15 in [3] stating: 
RAN3 is requested to start developing corresponding specifications at their next meeting to cover the use cases.
Besides, SA2 has specified the need to secure signaling only connection in multiple places of T 23.501 and TS 23.502. Most of them have been summarized in the Annex of this paper for the convenience of the reader.
One of the main use case is the Attach where no PDU sessions are setup. This is illustrated in section 4.2.2.2.2 of TS 23.502.

From the call flow:

· NAS messages are exchanged between steps 6 to steps 9b until UE is authenticated and a secured NAS is setup. These exchanges can be carried over the NGAP DL NAS Transport.

· At step 9c the AMF sends an NGAP procedure to trigger the AS security setup:

9c.
Upon completion of NAS security function setup, the AMF initiates NGAP procedure as specified in TS 38.413 [10]. This is to enable 5G-AN use it for securing procedures with the UE.
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At this point in time, an NGAP procedure is needed to send the security material for AS security and setup the security context in the NG-RAN node. This context is stored in the NG-RAN node.

The Initial Context Setup procedure is used to create this context. It currently has the PDU session information as optional which can cover all needed cases:

· This Attach case is covered by not including the PU session resource information,

· The Service Request case is covered where the PDU session resource information may be included. 

Proposal 2: agree the Text Proposal below and remove the FFS to send the AS security material to the NG-RAN node.

Q2: How to secure a signaling-only connection when gNB is split between CU and DU: need of SRB2 or not, if SRB2 need to reuse F1AP Initial Context Setup or not
In LTE, SRB2 is always established whenever AS security is setup 

4.2.2       Signalling radio bearers

"Signalling Radio Bearers" (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC and NAS messages. More specifically, the following SRBs are defined:

-     SRB0 is for RRC messages using the CCCH logical channel;

-     SRB1 is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the establishment of SRB2, all using DCCH logical channel;

-     For NB-IoT, SRB1bis is for RRC messages (which may include a piggybacked NAS message) as well as for NAS messages prior to the activation of security, all using DCCH logical channel;

-     SRB2 is for RRC messages which include logged measurement information as well as for NAS messages, all using DCCH logical channel. SRB2 has a lower-priority than SRB1 and is always configured by E-UTRAN after security activation. SRB2 is not applicable for NB-IoT.

Therefore, a legitimate question is whether this is similar for 5G or whether SRB1 good enough.

Proposal 3: continue the discussion on which SRB is needed for signaling-only connections.

2 Text Proposal for TS 38.413
9.2.2.1
INITIAL CONTEXT SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to request the setup of a UE context.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	GUAMI
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Setup List
	O
	
	<ref>
	[FFS align with PDU Session management]
	YES
	reject

	UE Security Capabilities
	M 
	
	<ref>
	
	YES
	reject

	Security Key
	M 
	
	<ref>
	
	YES
	reject

	Trace Activation
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	UE Radio Capability
	O
	
	<ref>
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency Priority
	O
	
	<ref>
	[FFS]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore

	NAS-PDU
	O
	
	9.3.3.4
	[FFS]
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject


Annex
Occurrences where setting AS context is described:
Reference from TS 23.501:

Section 5.16.4.1 

NG-RAN triggers redirection to EPS at QoS Flow establishment for IMS Emergency Services (e.g. voice).
Section 5.16.4.11

5GC may support the mechanism to direct or redirect the UE either towards E-UTRA connected to 5GC (RAT fallback) when only NR does not support Emergency Services or towards EPS (E-UTRAN connected to EPC System fallback) when the 5GC does not support Emergency Services
Section 5.17.2.2.2

Mobility for UEs in single-registration mode “For connected-mode mobility from 5GS to EPS, either inter-system handover or RRC connection release with redirection to E-UTRAN is performed.
Reference from TS 23.502:

section 4.2.2.2.2:

9c.
Upon completion of NAS security function setup, the AMF initiates NGAP procedure as specified in TS 38.413[10]. This is to enable 5G-AN use it for securing procedures with the UE.

9d.
The 5G-AN stores the security context and acknowledges to the AMF. The 5G-AN uses the security context to protect the messages exchanged with the UE as described in TS 33.501[29].

Reference from approved S2-181757 for TS 23.502:

section 4.13.4.2:

4.
5GC triggers a request for Emergency services fallback by executing an NG-AP procedure in which it indicates to NG-RAN that this is a fallback for emergency services. When AMF initiates Redirection for UE(s) that have been successfully authenticated, AMF includes the security context in the request to trigger fallback towards NG-RAN.
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