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1. Introduction
In the latest TS33.501, it has been specified that
“In section 6.7.3.1 Xn-handover
……At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message……”
In the legacy X2AP: HANDOVER REQUEST message, the source eNB shall configure both “UE Security Capabilities” and “AS Security Information” to the target eNB as below:
	UE Context Information
	
	1
	
	
	YES
	reject

	>MME UE S1AP ID
	M
	
	INTEGER (0..232 -1)
	MME UE S1AP ID allocated at the MME
	–
	–

	>UE Security Capabilities
	M
	
	9.2.29
	
	–
	–

	>AS Security Information
	M
	
	9.2.30
	
	–
	–

	>UE Aggregate Maximum Bit Rate
	M
	
	9.2.12
	
	–
	–

	>Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.25
	
	–
	–


9.2.30
AS Security Information
The AS Security Information IE is used to generate the key material to be used for AS security with the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Key eNodeB Star
	M
	
	BIT STRING (256)
	KeNB* defined in TS 33.401 [18]. If the target cell belongs to multiple frequency bands, the source eNB selects the DL-EARFCN for KeNB* calculation as specified in section 10.3 of TS 36.331 [9].

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Count (NCC) defined in TS 33.401 [18]


In contrast, in current baseline XnAP: HANDOVER REQUEST message, the source NG-RAN node shall configure the “Security Related Information” to the target NG-RAN node as below:
	UE Context Information
	
	1
	
	
	YES
	reject

	>NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection

Editor’s Note: This IE is FFS.
	–
	

	>Signalling TNL association address at source NG-C side
	M
	
	<reference>
	This IE indicates the AMF’s IP address of the SCTP association used at the source NG-C interface instance.
	–
	

	>Security Related Information
	M
	
	<reference>
	Pending SA3
	–
	


There are some misalignments between LTE and NG-RAN cases. We assume that current pseudo IE “Security Related Information” should also include both “UE Security Capabilities” and “AS Security Information” (kind of Security Context) as in X2AP case. To be aligned with X2AP, we suggest replacing the “Security Related Information” by “UE Security Capabilities” and “AS Security Information” separately. The exact contents are still pending to SA3!
Furthermore, in current baseline XnAP: RETRIEVE UE CONTEXT RESPONSE message, we assume that the pseudo IE “Security Information” should also include both “UE Security Capabilities” and “AS Security Information” as in X2AP case. To be aligned with X2AP, we suggest replacing the “Security Information” by “UE Security Capabilities” and “AS Security Information” separately. The exact contents are still pending to SA3!
9.2.1.14
UE Context Information
This IE contains the UE context information.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection
Editor’s Note: [This IE is FFS]
	–
	

	Security Information
	M
	
	<reference>
	[FFS Pending SA3]
	–
	

	UE Aggregate Maximum Bit Rate
	M
	
	<reference>
	[FFS]
	–
	

	PDU Session Resource To Be Setup List
	M
	
	9.2.1.1
	
	–
	

	RRC Context
	M
	
	OCTET STRING
	Includes reference to TS 38.331[10].
	–
	

	Handover Restriction List
	O
	
	<reference>
	
	–
	


2. TP for 38.423
///////////////////////////////////////////////////////////////          first change        /////////////////////////////////////////////////////////////////////////////

9.1.1.1
HANDOVER REQUEST
This message is sent by the source NG-RAN node to the target NG-RAN node to request the preparation of resources for a handover.

Direction: source NG-RAN node ( target NG-RAN node.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.2.21
	
	YES
	reject

	Old NG-RAN node UE XnAP ID reference
	M
	
	<reference>
	Allocated at the source NG-RAN node
	YES
	reject

	Cause
	M
	
	9.2.2.26
	
	YES
	reject

	Target Cell ID
	M
	
	<reference>
	Includes either a E-UTRA or NR Cell ID
	YES
	reject

	AMF Identification
	M
	
	<reference>
	
	YES
	reject

	UE Context Information
	
	1
	
	
	YES
	reject

	>NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection

Editor’s Note: This IE is FFS.
	–
	

	>Signalling TNL association address at source NG-C side
	M
	
	<reference>
	This IE indicates the AMF’s IP address of the SCTP association used at the source NG-C interface instance.
	–
	

	>UE Security Capabilities
	M
	
	<reference>
	Pending SA3
	–
	

	>AS Security  Information
	M
	
	<reference>
	Pending SA3
	–
	

	>UE Aggregate Maximum Bit Rate
	M
	
	FFS 
	
	–
	

	>PDU Session Resources To Be Setup List
	
	1
	9.2.1.1
	Similar to NG-C signalling, containing UL tunnel information per PDU Session Resource;

and in addition the source side QoS flow ( DRB mapping
	–
	

	>RRC Context
	M
	
	OCTET STRING
	Includes reference to either TS 36.331 [14] or TS 38.331 [10], depending on the kind of intra-system HO.
	–
	

	>Handover Restriction List
	O
	
	<reference>
	
	–
	

	Trace Activation
	O
	
	<ref>
	[FFS pending SA5]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore


///////////////////////////////////////////////////////////////          Next change        ////////////////////////////////////////////////////////////////////////////
9.2.1.14
UE Context Information
This IE contains the UE context information.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	NG-C UE associated Signalling reference
	M
	
	<reference>
	Allocated at the AMF on the source NG-C connection
Editor’s Note: [This IE is FFS]
	–
	

	
	
	
	
	
	
	

	>UE Security Capabilities
	M
	
	<reference>
	Pending SA3
	–
	

	>AS Security  Information
	M
	
	<reference>
	Pending SA3
	–
	

	UE Aggregate Maximum Bit Rate
	M
	
	<reference>
	[FFS]
	–
	

	PDU Session Resource To Be Setup List
	M
	
	9.2.1.1
	
	–
	

	RRC Context
	M
	
	OCTET STRING
	Includes reference to TS 38.331[10].
	–
	

	Handover Restriction List
	O
	
	<reference>
	
	–
	


//////////////////////////////////////////////////////////////////////        end         //////////////////////////////////////////////////////////////////////////////////
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