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1. Introduction
In RAN3#99, the detailed signaling for NG/Xn HO relevant procedures continued to be populated, however, there are still some FFS issues in the security aspects. In general, the 5G security framework is much similar to 4G security framework.
In the legacy S1AP: HANDOVER REQUEST message, the MME shall configure both “UE Security Capabilities” and “Security Context” to the target eNB as below:
	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Request Type
	O
	
	9.2.1.34
	
	YES
	ignore

	SRVCC Operation Possible
	O
	
	9.2.1.58
	
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	
	YES
	reject


While in legacy S1AP: PATH SWITCH REQUEST ACKNOWLEDGE message, the MME shall configure only the “Security Context” to the target eNB as below:
	E-RAB To Be Released List
	O
	
	E-RAB List 

9.2.1.36
	A value for E-RAB ID shall only be present once in E-RAB To Be Switched in Uplink List IE and E-RAB to Be Released List IE.
	YES
	ignore

	Security Context
	M
	
	9.2.1.26
	One pair of {NCC, NH} is provided.
	YES
	reject


9.2.1.26
Security Context

The purpose of the Security Context IE is to provide security related parameters to the eNB which are used to derive security keys for user plane traffic and RRC signalling messages and for security parameter generation for subsequent X2 or intra eNB Handovers, or for the security parameters for the current S1 Handover. For intra LTE S1 Handover one pair of {NCC, NH} is provided for 1-hop security, see TS 33.401 [15].

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Next Hop Chaining Count
	M
	
	INTEGER (0..7)
	Next Hop Chaining Counter (NCC) defined in TS 33.401 [15]. For inter-RAT Handover into LTE the Next Hop Chaining Count IE takes the value defined for NCC at initial setup, i.e., Next Hop Chaining Count IE = “0”.

	Next-Hop NH
	M
	
	9.2.1.41

Security Key
	The NH together with the NCC is used to derive the security configuration as defined in TS 33.401 [15]. For inter RAT Handover the Next-Hop NH IE is the KeNB to be used in the new configuration.


In contrast, in current baseline NGAP: HANDOVER REQUEST message, the AMF may configure the “UE Security Capabilities” and “Security Key” to the target NG-RAN node as below:
	UE Security Capabilities 
	O [FFS]
	
	<ref>
	
	YES
	reject

	Security Key 
	O [FFS]
	
	<ref>
	
	YES
	reject

	New Security Context Indicator
	O
	
	<ref>
	
	YES
	reject


While in current baseline NGAP: PATH SWITCH REQUEST ACKNOWLEDGE message, the AMF shall configure the “Security Context” to the target NG-RAN node as below:
	Security Context
	M
	
	<ref>
	
	YES
	ignore

	New Security Context Indicator
	O
	
	<ref>
	
	YES
	reject


Observation 1: Regarding the presence of “UE security capability” and “security context”, there are some misalignments between LTE and 5G cases so far.

In the latest TS33.501, it has been specified that
“In section 6.7.3.0 Initial AS security context establishment
……When AS security context is to be established in the gNB, the AMF shall send the UE 5G security capabilities to the gNB……
In section 6.7.3.1 Xn-handover
……At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message……
In section 6.7.3.2 N2-handover
At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE's 5G security capabilities from the source AMF to the target AMF), the target AMF shall send the UE's 5G security capabilities to the target in the N2 HANDOVER REQUEST message…….”
Observation 2: According to TS33.501, “UE security capability” is mandatory present over NG and Xn.
The contents of “UE Security Capabilities” are relatively separate from “Security Context”, but  the “Security Context” can include more than “Security Key”, as well as other parameters e.g. NCC, NH, hence current pseudo IE “Security Key” should be replaced by “Security Context” in NGAP: INITIAL CONTEXT SETUP REQUEST and HANDOVER REQUEST messages.
Observation 3: “Security Key” should be replaced by “Security Context” in NGAP.
2. TP for 38.413
///////////////////////////////////////////////////////////////          first change        /////////////////////////////////////////////////////////////////////////////

9.2.2.1
INITIAL CONTEXT SETUP REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.
This message is sent by the AMF to request the setup of a UE context.
Direction: AMF ( NG-RAN node

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	RAN UE NGAP ID
	M
	
	9.3.3.2
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	GUAMI
	M
	
	<ref>
	
	YES
	reject

	PDU Session Resource Setup List
	O
	
	<ref>
	[FFS align with PDU Session management]
	YES
	reject

	UE Security Capabilities
	M
	
	<ref>
	
	YES
	reject

	Security Context
	M
	
	<ref>
	
	YES
	reject

	Trace Activation
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore

	UE Radio Capability
	O
	
	<ref>
	
	YES
	ignore

	Subscriber Profile ID for RAT/Frequency Priority
	O
	
	<ref>
	[FFS]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore

	NAS-PDU
	O
	
	9.3.3.4
	[FFS]
	YES
	ignore

	Emergency Fallback Indicator
	O
	
	9.3.1.26
	
	YES
	reject


///////////////////////////////////////////////////////////////          Next change        ////////////////////////////////////////////////////////////////////////////

9.2.3.4
HANDOVER REQUEST

Editor’s Note:
Message structure and IEs need further checking and completion. Further details FFS.

This message is sent by the AMF to the target NG-RAN node to request the preparation of resources.

Direction: AMF ( NG-RAN node.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.3.1.1
	
	YES
	reject

	AMF UE NGAP ID
	M
	
	9.3.3.1
	
	YES
	reject

	Handover Type
	M
	
	9.3.1.22
	
	YES
	reject

	Cause
	M
	
	9.3.1.2
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	M
	
	<ref>
	
	YES
	reject

	RRC Inactive Assistance Information
	M
	
	9.3.1.15
	
	YES
	ignore

	UE Security Capabilities 
	M
	
	<ref>
	
	YES
	reject

	Security  Context 
	M
	
	<ref>
	
	YES
	reject

	New Security Context Indicator
	O
	
	<ref>
	
	YES
	reject

	PDU Session Resource To Be Setup List
	
	1
	
	
	YES
	reject

	>PDU Session Resource To Be Setup Item IEs
	
	1..<maxnoofPDUSessions>
	
	
	EACH
	reject

	>>PDU Session ID 
	M
	
	<ref>
	
	-
	

	>>S-NSSAI
	O
	
	9.3.1.24
	
	-
	

	>>Handover Request Transfer
	M
	
	PDU Session Resource Setup Request Transfer

9.3.4.1
	
	YES
	ignore

	Trace Activation
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT Allowed
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Management Based MDT PLMN List
	O
	
	<ref>
	[FFS pending RAN2 and SA5]
	YES
	ignore

	Masked IMEISV
	O
	
	<ref>
	
	YES
	ignore

	Source to Target Transparent Container
	M
	
	9.3.1.20
	
	YES
	reject

	Handover Restriction List
	O
	
	<ref>
	
	YES
	ignore


//////////////////////////////////////////////////////////////////////        end         //////////////////////////////////////////////////////////////////////////////////
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