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1. Introduction
SA2 has agreed to introduce both “integrity protection” and “confidentiality protection” with respective three different values regarding “Security Indication”, namely: 
· whether UP integrity protection is:

-
Required: for all the traffic on the PDU Session UP integrity protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP integrity protection should apply 

-
Not Needed: UP integrity protection shall not apply on the PDU Session

· whether UP confidentiality protection is:

-
Required: for all the traffic on the PDU Session UP confidentiality protection shall apply 

-
Preferred: for all the traffic on the PDU Session UP confidentiality protection should apply 

-
Not Needed: UP confidentiality shall not apply on the PDU Session

The above security policy from SMF is per PDU Session level, but the PDU Session admission control and security enforcement during setup and modify phase by NG-RAN node can be per QoS Flow level, then it needs to be further clarified the relations in-between.
If “Required” is configured for certain PDU Session, it means that all QoS Flows belonging to that PDU Session need to be securitized otherwise the QoS Flow shall be rejected. The NG-RAN node shall attempt security enforcement per QoS Flow level, if fail, it shall reject the establishment of concerned QoS Flows.

If “Preferred” is configured for certain PDU Session, it means that all QoS Flows belonging to that PDU Session may or may not be securitized. The NG-RAN node shall attempt the security enforcement per QoS Flow level, regardless of fail or success outcomes; it may notify the security enforcement outcome of concerned QoS Flows once admitted for its establishment.
If “Not Needed” is configured for certain PDU Session, it means that all QoS Flows belonging to that PDU Session shall not be securitized. The NG-RAN node shall not attempt the security enforcement per QoS Flow level at all.
Proposal 1: In the case of “Required” and “Not Needed”, the NG-RAN node needs not notify the security enforcement outcome at all.
Proposal 2: In the case of “Preferred”, the NG-RAN node may notify the security enforcement status per QoS Flow level.

For the “Preferred” case, the NG-RAN node shall decide for “IP or not” based on various local factors, among which e.g. UE max bitrate capability for UP integrity protection as currently discussed in RAN2. When UE is to be configured with multiple PDU Sessions with “Preferred” value also with the same ARP values, NG-RAN node needs to decide which of them are to be “IP” or not, and how to allocate the limited UP integrity processing capability among them, in order to guarantee the total IP bitrate within the UE capability. For this reason, the NG-RAN node may refer to some additional assistance info from SMF, otherwise inconsistent UP-IP behaviors may occur.

Proposal 3: To discuss whether additional assistance info needs to be configured by 5GC in the “Preferred” case, so that NG-RAN node can discriminate the “preferred” policy further among PDU Sessions.
2. Conclusion
Proposal 1: In the case of “Required” and “Not Needed”, the NG-RAN node needs not notify the security enforcement outcome at all.

Proposal 2: In the case of “Preferred”, the NG-RAN node may notify the security enforcement status per QoS Flow level.

Proposal 3: To discuss whether additional assistance info needs to be configured by 5GC in the “Preferred” case, so that NG-RAN node can discriminate the “preferred” policy further among PDU Sessions.
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