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	Reason for change:
	According to approved S3-180423,SA3 agreed that ciphering shall be indicated to NG RAN from SMF in 5GC during the PDU session establishment, which is used to indicate the concerned PDU session is enabled with ciphering by the 5GC. Thus a new ciphering indication should also be included in the PDU SESSION RESOURCR SETUP REQUEST message and HANDOVER REQUEST messages.
Also in the approved S2-181304, the abnormal condition was captured as follows, where User Plane Security Enforcement information indicates for a PDU Session, whether UP integrity protection is required or not for all the traffic of this PDU session, i.e. Integrity Protection Indication.

User Plane Security Policy are communicated from source to target NG-RAN node at Hand-Over. If the target RAN node does not support requirements in User Plane Security Enforcement information, the target RAN rejects the request to setup resources for the PDU session and the PDU Session is not handed-Over to the target RAN node.
Hence it should be also captured in subclause 8.2.1.4 of Abnormal Conditions.

	
	

	Summary of change:
	1. Add the Ciphering Indication into the Security Indication IE.
2. Add Abnormal Condition into subclause 8.2.1.4 when the requirement of Security Indication is not fulfilled as in SA2.

	
	

	Consequences if not approved:
	TS 38.423 will not faciliate indication of ciphering as required by SA3.
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8.2.1.4
Abnormal Conditions

Editor’s Note:
Further details are FFS.
If the Security Indication cannot be fulfilled at the target NG-RAN node, the target NG-RAN may reject establishment of UP resources for the PDU Session. 
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9.2.2.20
Security Indication
This IE contains the UP integrity protection indication and ciphering indication which indicate whether the UP integrity and ciphering is configured for corresponding PDU Sessions, respectively.
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Integrity Protection Indication
	M
	
	ENUMERATED (TRUE,…)

	Indicates whether the concerned PDU Session is configured with UP integrity protection by the 5GC.

	Ciphering Indication
	M
	
	ENUMERATED (TRUE,…)

	Indicates whether the concerned PDU Session is configured with ciphering by the 5GC.
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