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1 Introduction
This document discusses the potential impact of E1 signalling delays on Uu procedures.

2 Discussion

In [1], RAN3 described the following agreements for "Separation of CP and UP for Split Option 2 (RP‑172831)":

· The CP/UP separation should not impact the NAS security solutions.

· The CU-CP selects which security algorithms should be used by the CU-UP.

· Strong preference was expressed, by the majority of companies, for a solution where the CU-CP is responsible for all security signalling towards UE and CN and for key derivation. The CU-CP should provide the user plane security keys (i.e., Kup-enc, Kup-int) to the CU-UP during DRB setup and during key refresh. The CU-CP should ensure that the same user plane keys are not reused in different UP security domains. 

· The CU-CP should be able to trigger Counter Check and trigger action to prevent COUNT wrap around. It is still FFS how those actions should be triggered. 

The negotiation of cryptographic keying material to be used by a UE is performed through RRC signalling by the CU-CP. The user plane keys resulting from that negotiation are derived by the CU-CP and then communicated from the CU-CP to the CU-UP.

In an aggregated CU node where the CU-CP and CU-UP are co-located, the changeover from an older generation of user plane keys to a newer generation of user plane keys is easily synchronised since the delays in signalling between the CU-CP and CU-UP are negligible. 
In a disaggregated CU node, however, the delays incurred in signalling over the E1 interface between the CU-CP and the CU-UP are no longer negligible and may, in some deployments, be on the order of 5-15 milliseconds. 
Observation 1
In a disaggregated CU node, the delays incurred in signalling over the E1 interface between the CU-CP and the CU-UP are not negligible and can affect interaction with the UE.

The potential impact on interaction with the UE is illustrated in Figure 1:

Step 1.1-1.3
initially, the UE and RAN node use a set of UP keys (Kup-int, Kup-enc).
Step 1.4
at some point in time the CU-CP decides to change the UP keys based, for example, on pending exhaustion of the COUNT number space; CU-CP derives a new UP key set (Kup-int*, Kup-enc*).
Step 1.5-1.6
the CU-CP signals a change in UP keys to the UE through RRC signalling; the UE then autonomously derives the new UP key set (Kup-int*, Kup-enc*).
Step 1.7-1.8
the UE acknowledges the change in key set through RRC signalling and may immediately begin to transmit uplink data PDUs using the new key set.
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Figure 1 : User Plane Rekeying in a Disaggregated CU Node

Step 1.9
When it receives the RRC acknowledgement, the CU-CP sends the new key set (Kup-int*, Kup-enc*) to the CU‑UP via E1 signalling.

Note, however, that network delays may cause this message to be received after the CP‑UP received uplink data PDUs in step 1.8 protected with the new key set. Therefore, decryption and/or integrity protection of these PDUs will fail.
Observation 2
During user plane key refresh, uplink data PDUs protected with the new key set that are received by the CU-UP before the new key set is received from the CU-CP will be discarded.



Figure 2 illustrates an alternate strategy where the new user plane key set is provided by the CU-CP to the CU-UP before signalling a key set change to the UE. In this case, the problem is simply reversed:
Step 2.6
when the CU-UP receives the new key set (Kup-int*, Kup-enc*) from the CU‑CP in step 2.5, it may immediately begin to transmit downlink data PDUs using the new key set.
Step 2.8
the UE will derive the new key set (Kup-int*, Kup-enc*) only after receiving an RRC message from the CU‑CP in step 2.7.

Note, however, that transmission delays may cause this message to be received after the UE received downlink data PDUs in step 2.6 protected with the new key set. Therefore, decryption and/or integrity protection of these PDUs will fail.

Observation 3
During user plane key refresh, downlink data PDUs protected with the new key set that are received by the UE before an RRC rekeying indication is received from the CU-CP will be discarded.
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Figure 2 : User Plane Rekeying, alternate solution


Observation 4
Network and transmission delays prevent a simultaneous changeover at the UE and the CU-UP from an old UP key set to a new UP key set.

Some kind of coordination may be required between CU-UP and UE in order to prevent loss of data PDUs in these scenarios. Therefore we propose the following:
Proposal 1
A liaison statement should be sent by RAN3 to RAN2 informing them that the delays incurred in signalling over the E1 interface between the CU-CP and the CU-UP are not negligible. After describing the above scenarios, RAN3 may ask RAN2 the following questions:

Question 1:
will new Uu procedures be required to prevent loss of data PDUs in these scenarios?

Question 2:
in addition to the new key set (Kup-int*, Kup-enc*) what, if any, information must be provided by CU-CP to CU-UP to effect a user plane key refresh?
3 Conclusion
Based on the previous discussion, we make the following observations:

Observation 1
In a disaggregated CU node, the delays incurred in signalling over the E1 interface between the CU-CP and the CU-UP are not negligible and can affect interaction with the UE.
Observation 2
During user plane key refresh, uplink data PDUs protected with the new key set that are received by the CU-UP before the new key set is received from the CU-CP will be discarded.
Observation 3
During user plane key refresh, downlink data PDUs protected with the new key set that are received by the UE before an RRC rekeying indication is received from the CU-CP will be discarded.
Observation 4
Network and transmission delays prevent a simultaneous changeover at the UE and the CU-UP from an old UP key set to a new UP key set.


and we make the following proposals:
Proposal 1
A liaison statement should be sent by RAN3 to RAN2 informing them that the delays incurred in signalling over the E1 interface between the CU-CP and the CU-UP are not negligible. After describing the above scenarios, RAN3 may ask RAN2 the following questions:

Question 1:
will new Uu procedures be required to prevent loss of data PDUs in these scenarios?

Question 2:
in addition to the new key set (Kup-int*, Kup-enc*) what, if any, information must be provided by CU-CP to CU-UP to effect a user plane key refresh?
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