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Introduction

During last RAN3 meeting, there have been some discussion on the handling of the PDCP COUNT wrap around issue which is related to the E1 interface. In this contribution, we provide further analysis on this issue.

Discussion
The definition for the PDCP COUNT in [1] is shown as follows:

---------------------------------------------------------------------------------------------------------------

6.3.5
COUNT

Length: 32 bits

The COUNT value is composed of a HFN and the PDCP SN. The size of the HFN part in bits is equal to 32 minus the length of the PDCP SN.
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Figure 6.3.5-1: Format of COUNT

NOTE:
COUNT does not wrap around.

---------------------------------------------------------------------------------------------------------------
According to the definition mentioned above, the 32 bits PDCP COUNT will not reach its max value in most scenarios.  Even a very active UE would have to be always-online for a couple of days and stay in the same place before getting close to sending or receiving 2^32 data packets with the same security key. Thus the PDCP COUNT wrap around is a very rare event.

Observation1: PDCP COUNT warp around is a very rare event.

During last meeting, there have been some discussion that the PDCP COUNT wrap around could be handled by the key refresh. However, according to our understanding, the key refresh is not related to the PDCP COUNT wrap around. When the key refresh is performed, the PDCP COUNT will not be reset to zero. Thus the key refresh cannot handle the PDCP COUNT wrap around issue. One reasonable way is to perform the DRB release/addition procedure.

Observation2: The key refresh cannot handle the PDCP COUNT wrap around issue. 

Observation3: The PDCP COUNT wrap around could be handled by the DRB release/addition procedure.  

In order to perform the DRB release/addition procedure, the key point is to allow the CU-UP to notify the CU-CP that the PDCP COUNT for the specific DRB is about to wrap around. According to our understanding, the following two methods could be adopted:  the counter check procedure or the DRB release procedure.

Similar as the counter check mechanism in DC [2][3], the CU-UP could trigger the counter check procedure in order to notify the CU-CP that the PDCP COPUNT for the specific DRB is about to wrap around. Then the CU-CP can perform the DRB release/addition procedure to reset the PDCP COUNT value. Since the counter check function for NR is still FFS, the specification effort is needed and details need further discussion.

Proposal1: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the counter check procedure. Specification efforts are needed over the E1 interface. 

As described in [4], the DRB release function is already defined as an E1AP message, which could be triggered either by CU-CP or CU-UP. In order to notify the CU-CP that the PDCP COUNT is about to wrap around, one simple way is allow the CU-UP to trigger the DRB release procedure by providing an additional cause value.

Proposal2: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the DRB release procedure by providing an additional cause value.

Conclusion
The following observations and proposals are provided:

Observation1: PDCP COUNT warp around is a very rare event.

Observation2: The key refresh cannot handle the PDCP COUNT wrap around issue. 

Observation3: The PDCP COUNT wrap around could be handled by the DRB release/addition procedure.  

Proposal1: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the counter check procedure. Specification efforts are needed over the E1 interface. 

Proposal2: In order to notify the CU-CP that the PDCP COUNT is about to wrap around, the CU-UP could trigger the DRB release procedure by providing an additional cause value.
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