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1   Introduction
In last meeting, RAN3 agreed SA3 identified solution for SMF to indicate UP security policy per PDU Session. However, the agreed CR only captures integrity protection. SA3 agreed both confidentiality and integrity protection for user plane, refer to section 6.6.1 of TS33.501:

	The UP security policy shall indicate whether confidentiality and/or integrity protection shall be activated or not for all DRBs belonging to that PDU Session.

The gNB shall activate confidentiality and/or integrity protection per DRB, according to the received UP security policy, using RRC signalling as described in Clause <6.6.x “UP security activation procedure”>


Proposal: enhance Security Indication IE in 38.423 to enable confidentiality configuration forwarding in handover.

2   Annex – TP
Beginning of Text Proposal to TS 38.423
9.2.2.20
Security Indication
This IE contains the user plane confidentiality and integrity protection indications which indicate whether the UP confidentiality and integrity are configured for corresponding session, respectively.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description

	Integrity Protection Indication
	M
	
	ENUMERATED (TRUE,…)

	Whether the concerned PDU session is enabled with integrity protection by the 5GC.


	Confidentiality Protection Indication
	M
	
	ENUMERATED (TRUE,…)

	Whether the concerned PDU session is enabled with confidentiality protection by the 5GC.


End of Text Proposal to TS 38.423
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