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1 Introduction
The topic of unsecured GERAN redirection was first discussed in RAN2 based on R2-1701179, and further based on R2-1704195. There were also LS exchanges between RAN2 and CT1/SA3 on the matter (see R2-1702388, R2-1704006, R2-1706149, R2-1707659 and R2-1710006). Since SA3 was still discussing the issue, RAN2 agreed to wait for CT1 and SA3 to resolve the issue. 
Now the latest SA3 LS in [2] indicates that SA3 has now converged on two solutions to protect the redirection message:
	To integrity protect the redirection command to the UE, SA3 discussed and arrived at possible two solutions.

1) Solution 1: Calculate a NAS key from the NAS context and further calculate an integrity key at the eNB using this key to protect the redirection parameters. The solution is described in the attachment S3-17c0006.

2) Solution 2: Establish regular AS context between the UE and the eNB and then issue the secured redirect command to the UE.

Both solutions require the UE to learn the network policy on secured redirection. 

Note: even for network that do not support GERAN, the network policy of rejecting unsecured redirections to GERAN is needed to protect the UE.


This LS in [2] involves not only RAN2/CT1 but also RAN3 in destination.  

This paper analyses the impact of the solutions discussed to RAN3 specifications.

2 Description
The solution enabling to protect the RRC message to redirect a UE has been discussed between RAN2, CT1 and SA3 for a couple of meetings. RAN3 has been involved in the discussion already in Cc at last RAN3#97bis in [1].

At this meeting SA3 indicates that they have endorsed two solutions, both with separate advantages:

· Solution 1 allows MME to newly transfer a Knas_token key used by the eNB to calculate an AS token to protect the RRC message;

· Solution 2 is to setup a regular AS context between the UE and the eNB and then issue the secured RRC redirect command to the UE.

The benefit of solution 1 is to avoid setting up the AS security and context on LTE side in the case of a mobile originating call in idle mode. The solution is described in [3]. It has also a wider scope because it could be generically used in any scenarios where a redirection to another RAT/network is required without transitioning the UE to active mode or incurring additional signalling and delay associated with it. The solution described in [3] is illustrated below:
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Figure 1: Secured redirection command using an AS Token

SA3 has involved RAN3 to determine which S1AP message to use for adding the Knas_token in the figure above:
To RAN3

ACTION: If RAN2 and CT1 choose to specify Solution 1, then SA3 kindly asks RAN3 to choose an appropriate S1-AP message to send the request message to eNB for solution #1.

In TS 23.272 the redirection in case of mobile originating call in idle mode is described with the call flow of figure 6.3-1 where the UE Modification Request procedure has been replaced by the Initial UE Context procedure as follows:
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Figure 2: TS 23.272: Figure 6.3-1: CS Call Request in E-UTRAN, Call in GERAN/UTRAN without PS HO

Based on current TS 23.272, it seems natural to send the Knas_token in the S1AP Initial Context Setup message towards the eNB to implement solution 1.

Proposal 1: signal the Knas_token in the S1AP Initial Context Setup message. 

The current security material in the S1AP Initial Context Setup is that MME sends the KeNB to the eNB as specified below:

9.1.4.1
INITIAL CONTEXT SETUP REQUEST

This message is sent by the MME to request the setup of a UE context.
Direction: MME ( eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RAB to Be Setup List
	
	1
	
	
	YES
	reject

	>E-RAB to Be Setup Item IEs
	
	1 .. <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters.
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>>GTP-TEID
	M
	
	9.2.2.2
	
	-
	

	>>NAS-PDU
	O
	
	9.2.3.5
	
	-
	

	>>Correlation ID
	O
	
	9.2.1.80
	
	YES
	ignore

	>>SIPTO Correlation ID
	O
	
	Correlation ID

9.2.1.80
	
	YES
	ignore

	>>Bearer Type
	O
	
	9.2.1.116
	
	YES
	reject

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Security Key
	M
	
	9.2.1.41
	The KeNB is provided after the key-generation in the MME, see TS 33.401 [15].
	YES
	reject

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Handover Restriction List
	O
	
	9.2.1.22


	
	YES
	ignore


Figure 3: Current S1AP Initial Context Setup Request message (TS 36.413)
Assuming that the format of the Knas_token is the same format as KeNB (which is not sent in this case), the Knas_token could be sent within the current mandatory Security Key IE currently used to transfer the KeNB. 

It is just needed to add an additional flag in the message to indicate that the transferred key is the Knas_token instead of the KeNB when solution 1 is used. 
The flag should also indicate clearly to the eNB whether protection using solution 1 is expected, or protection using solution 2. Absence of the flag indeed means no change compared to today i.e. network policy indication for this network does not require secured redirections to GERAN.

Proposal 2: signal the Knas_token within the existing Security Key IE and an additional flag in the S1AP Initial Context Setup message to indicate which one of the two keys is transferred and if solution 1 (NAS token) or solution 2 (AS security) is expected to be used by the eNB. 

A CR against TS 36.413 implementing solutions 1 and 2 is presented in [4] and if agreed, the LS response from RAN3 to CT1/RAN2/SA3 is presented in [5]. 

Concerning the release of the CR, in an earlier LS CT1 has responded to implement the change in release 14:

Release wise, CT1 notices that the topic is discussed under Rel-12. CT1 sees that such update is feasible only for Release-14.

It is proposed to implement the change in the release 14 as well to align. 

Proposal 3: discuss the 36.413 CR in [4] implementing solution 1 and 2 and, if agreed, the LS response to SA3 in [5].
3 Proposals
After analysis of the request from SA3 in the incoming LS in [2] and the solutions for GERAN redirection from SA3 in [3] we make the following proposals:

Proposal 1: Signal the Knas_token in the S1AP Initial Context Setup Request message. 

Proposal 2: Signal the Knas_token within the existing Security Key IE and an additional flag in the S1AP Initial Context Setup Request message to indicate which one of the two keys is transferred and also if solution 1 (NAS token) or solution 2 (AS security) is expected to be used by eNB. 

Proposal 3: discuss the 36.413 CR in [4] implementing solutions 1 and 2 and, if agreed, the LS response to SA3 in [5].
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