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1 Introduction
During RAN #76 a new study item [1] on “Separation of CP and UP for split option 2 of NR” was approved. In [2], some security issues for CP-UP separation were raised: 
· How to basically support the CU-UP security protection on data packets due to the separation of CU-CP and CU-UP.  

· PDCP count wrap around problem in CU-UP

· Counter check in CU-UP
In this paper, we discuss these security issues for CP-UP separation. 
2 Discussion
2.1 Basic Security Procedure
For the first bullet listed above, we understand that this is to discuss how the basic security procedure is handled for CP and UP separation. Let’s take LTE system as an example. NAS security is negotiated between MME and UE by NAS SMC procedure. For AS security, there’re two key issues for security protection, i.e., security algorithm selection and security key derivation. For security algorithm, there’re key derivation algorithm, encryption algorithm and integrity algorithm. Specifically, key derivation algorithm is used to derivate KRRCenc, KRRCint, KUPenc and KUPint based on KeNB, which is defined in TS 33.401 [3]. Meanwhile, encryption and integrity algorithm are selected based on eNB and UE’s security capability by AS SMC procedure.  Based on the encryption algorithm, eNB and UE are able to encode/decode for both control plane and user plane, using KRRCenc and KUPenc as one input respectively. Based on the integrity algorithm, eNB and UE are able to perform integrity protection for both control plane and user plane, using KRRCint and KUPint as one input respectively.  
NAS messages are carried over RRC message and RRC is located in CU-CP, so NAS level security is not affected since CP-UP separation is AS level business which is invisible to NAS.
Observation 1
NAS level security is not affected by CP-UP separation. 

Meanwhile, AS SMC procedure is also performed in RRC entity. PDCP-C is located in CU-CP, which handles control plane data by performing encryption and integrity based on control plane key (i.e., KRRCenc, KRRCint). 
Observation 2
For control plane security handling, CU-CP should be responsible, i.e. CU-CP to handle AS SMC procedure for control plane. 
While for PDCP-U, since it is located in CU-UP, which handles user plane data by performing encryption and integrity based on user plane key (i.e.,KUP.enc, KUP.int). The strait forward way is to let CU-CP to derive the KUP.enc and KUP.int for CU-UP, and also negotiate with UE about the encryption and integrity algorithm for CU-UP, then forward to CU-UP.
However, if CU-CP itself is located in a place close to air interface, e.g. outdoor site where is not a security place, then we could have another option, i.e. it might be safer that this CU-CP just forward the KgNB for the CU-UP itself to generate KUPCenc, KUPCint.  
Observation 3
For user plane security handling, there are two options for key derivation:

Option 1: To let CU-CP derive KUP.enc, KUP.int and forward them to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUP.int according to the KgNB forwarded by CU-CP. 

As security algorithm selection is performed between CU-CP and UE, CU-CP selects both encryption and integrity algorithm. However, PDCP-U in CU-UP needs user plane encryption and integrity algorithm.
Observation 3bis
CU-CP needs to forward the selected encryption and integrity algorithm to CU-UP. 
Here another open issue is, since CU-CP and CU-UP are now two different logical network elements which are very likely separated physically, and even in the different level of a network, then if option 2 is adopted, it might be also safer to have different KgNB for different network node.
Observation 4
Whether CU-CP and CU-UP should have different KgNB needs to be further discussed, if option 2 is adopted.

Technically these open issues are actually out the scope of RAN3, for which SA3 should be consulted.
Proposal 1

It is proposed RAN3 discuss the security handling procedure, an LS to SA3 enquiring these open issues could be considered.
Here we also provide a draft LS to SA3 for reference and discussion [4]. 
2.2 PDCP count wrap around
As PDCP-U is located in CU-UP, when the CU-UP finds uplink or downlink PDCP COUNTs are about to wrap around, the KgNB needs to be updated. So it is obvious that CU-UP could trigger the KgNB update procedure. On the other hand however, it should be good for the CU-CP to be able to trigger KgNB update since CU-CP is the main entity in charge of security. 

Then the further issue is, which node to perform key update. Since KgNB update depends on which node to perform user plane key derivation. If user plane key derivation based on KgNB is performed at CU-CP, CU-CP will update the KgNB, otherwise CU-UP can do the KgNB update itself. Since CU-CP is the entity handling RRC message, if CU-UP performs KgNB update, CU-UP still needs to forward the updated KgNB and counter to CU-CP so as to generate RRC message to inform UE to be aligned with the key update.   

Observation 5
It is CU-UP to find out the PDCP count wrap around issue, and trigger KgNB update.
Observation 5bis Which entity to perform KgNB update due to PDCP count wrap around is pending on which node to perform user plane key derivation. 
Proposal 2
it is proposed RAN3 discuss which node to perform key update due to PDCP count wrap around.  
2.3 Counter checks
As PDCP-U is located in CU-UP, CU-CP should be the trigger to start counter check. As analyzed by section 2.2, anyway CU-CP preserves the updated KgNB and counter in order to inform UE about the key update. Similarly, it is CU-CP’s responsibility to perform counter check with UE by RRC messages. That is, CU-CP executes a counter check procedure to verify the value of the PDCP COUNTs associated with bearers established in the CU-UP. In short, CU-UP needs to trigger counter check procedure between CU-CP and UE. 
Observation 6
it is CU-UP to trigger counter check over E1 interface. 

3 Conclusion and Proposals

Based on the discussion, we have the following observations and proposals:
Observation 1
NAS level security is not affected by CP-UP separation. 

Observation 2
For control plane security handling, CU-CP should be responsible, i.e. CU-CP to handle AS SMC procedure for control plane. 

Observation 3
For user plane security handling, there are two options for key derivation:

Option 1: To let PDCP-C derive KUP.enc, KUP.int and forward them to PDCP-U;

Option 2: To let PDCP-U derive KUP.enc, KUP.int according to the KgNB forwarded by PDCP-C. 
Observation 3bis
CU-CP needs to forward the selected encryption and integrity algorithm to CU-UP.
Observation 4
Whether CU-CP and CU-UP should have different KgNB needs to be further discussed, if option 2 is adopted.
Observation 5
It is CU-UP to find out the PDCP count wrap around issue, and trigger KgNB update.
Observation 5bis Which entity to perform KgNB update due to PDCP count wrap around is pending on which node to perform user plane key derivation. 
Observation 6
It is CU-UP to trigger counter check over E1 interface. 
Proposal 1

It is proposed RAN3 discuss the security handling procedure.  
Proposal 2
It is proposed RAN3 discuss which node to perform key update due to PDCP count wrap around.  
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X. Security handling

X.1 General

Due to CP and UP separation, security handling mechanism should be investigated, i.e. if NAS security and AS security would be impacted or not. Since NAS security is negotiated between MME and UE by NAS SMC procedure, CP and UP separation is AS level architecture update which is invisible to NAS, NAS level security will not be impacted. Hence, security impacts are mainly on AS level, i.e. on CU-CP and CU-UP.

X.2 Impacts on CU-CP

Technically, security handling for both CU-CP and CU-UP belongs to AS level security. For AS security, there’re two key issues, i.e., security algorithm selection and security key derivation. For security algorithm, take LTE as an example, there’re key derivation algorithm, encryption algorithm and integrity algorithm. Specifically, key derivation algorithm is used to derivate KRRCenc, KRRCint, KUPenc and KUPint based on KeNB, which is defined in TS 33.401 [3]. Meanwhile, encryption and integrity algorithm are selected based on eNB and UE’s security capability by AS SMC procedure. 

Since AS SMC procedure is also performed in RRC entity, while PDCP-C is located in CU-CP where RRC entity is also located, and PDCP-C handles control plane data by performing encryption and integrity based on control plane key (i.e. KRRCenc, KRRCint). So, for control plane security handling, CU-CP should be responsible, i.e. CU-CP to handle control plane security using AS SMC procedure. Based on this observation, whether there are impacts on control plane security depends on AS SMC procedure to be used in 5G.

X.3 Impacts on CU-UP

X.3.1 Key derivation

While for PDCP-U, since it is located in CU-UP, which handles user plane data by performing encryption and integrity based on user plane key (i.e.,KUP.enc, KUP.int). The strait forward way is to let CU-CP to derive the KUP.enc and KUP.int for CU-UP, and also negotiate with UE about the encryption and integrity algorithm for CU-UP, then forward to CU-UP.

However, if CU-CP itself is located in a place close to air interface, e.g. outdoor site where is not a security place, then we could have another option, i.e. it might be safer that this CU-CP just forward the KgNB for the CU-UP itself to generate KUP.enc, KUP.int, i.e. there are two options for key derivation:

Option 1: To let CU-CP derive KUP.enc, KUPCint and forward to CU-UP;

Option 2: To let CU-UP derive KUP.enc, KUPCint according to the KgNB forwarded by CU-CP. 

As security algorithm selection is performed between CU-CP and UE, CU-CP selects both encryption and integrity algorithm. However, PDCP-U in CU-UP needs user plane encryption and integrity algorithm, so CU-CP needs to forward the selected encryption and integrity algorithm to CU-UP. 

Since CU-CP and CU-UP are two different logical network elements which are very likely separated physically, then it might be also safer to have different KgNB (e.g. KgNB and K*gNB) for different network node.

X.3.2 PDCP count wrap around

As PDCP-U is located in CU-UP, when the CU-UP finds out that uplink or downlink PDCP COUNTs are about to wrap around, the KgNB needs to be updated. So it is obvious that CU-UP could trigger the KgNB update procedure. 

Then the further issue is, which node to perform key update. Since KgNB update depends on which node to perform user plane key derivation. If user plane key derivation based on KgNB is performed at CU-CP, CU-CP will update the KgNB, otherwise CU-UP can do the KgNB update itself. Since CU-CP is the entity handling RRC message, if CU-UP performs KgNB update, CU-UP still needs to forward the updated KgNB and counter to CU-CP so as to generate RRC message to inform UE to be aligned with the key update.   

X.3.3 Counter checks

As PDCP-U is located in CU-UP, CU-CP should be the trigger to start counter check. As analyzed above, anyway CU-CP preserves the updated KgNB and counter in order to inform UE about the key update. Similarly, it is CU-CP’s responsibility to perform counter check with UE by RRC messages. That is, CU-CP executes a counter check procedure to verify the value of the PDCP COUNTs associated with bearers established in the CU-UP. In short, CU-UP needs to trigger counter check procedure between CU-CP and UE. 
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