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Attachments:
1. Overall Description:

SA3 would like to thank RAN2 for the LS on providing WT MAC address to the UE using eNB signalling (S3-171020/ R2-1702352). SA3 would like to provide a response to the following question from RAN2.

RAN2 Question to SA3
“
RAN2 kindly asks SA3 if it has any security concerns regarding this approach in which the WT MAC address in the WLAN domain is provided to the eNB that may be in a different operational domain. 
“
SA3 answer: 
SA3 does not see any security concerns regarding the current approach in which the WT MAC address in the WLAN domain is provided to the eNB that may be in a different operational domain, mainly because:
1) Although eNB may be located in a different operational domain, it is considered a trusted operational domain as there is a trust/security association between the WT and the eNB.  And furthermore, WT MAC address is communicated to eNB via secure and protected channel as specified in TS33.401.

2) WT MAC address can be obtained by third-parties as it is broadcasted over 802.11 radio link. Therefore, there is no security issue in providing the WT MAC address to the eNB as it is not less secure than broadcasting the same information in the clear over the air in the 802.11 radio link.
2. Actions: 
To RAN2: SA3 respectfully asks RAN2 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

SA3#88
7-11 August 2017
Dali City, China
SA3#89
27 November - 1 December 2017
Reno, Nevada, USA

