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1
Introduction

At RAN2#95bis, RAN2 sent an LS [1] to SA3 asking for guidance on security aspects of RRC connection reestablishment for CP CIOT EPS Optimisation (DoNAS). From SA3#86 SA3 asked for some further clarification in [2]; an LS to which RAN2 replied to from RAN2#97 [3]. From the SA3 e-meeting on 2. May, SA3 sent an LS [4] to RAN2 and RAN3 providing the following response:

SA3 has further reviewed the threats introduced by the changes to DoNAS in Rel.14 and has concluded that further protection of the DoNAS RLF is required.

SA3 determined that this could be achieved in several ways and narrowed down the options to an AS token based solution (S3A0007) and NAS solutions as detailed in S3A0008.

All of the mechanisms detailed in the attachments are suitably secure for this purpose so it is up to RAN2 and RAN3 to decide which mechanism they prefer. To be clear, it is enough to select either the solution in S3A0007 or either one of the solutions in S3A0008.

ACTION: 
SA3 asks RAN2 and RAN3 to decide on which of the attached mechanisms it will use and inform SA3 so that the SA3 documents can be updated accordingly.

In this contribution the alternatives, including the Rel-13 mechanism are summarized and reviewed.
2
Discussion

In Rel-13 RRC Connection Reestablishment is not supported for DoNAS, but instead RLF may be handled by means of NAS recovery with TAU. 

For Rel-14 introduction of reestablishment support for DoNAS is considered aiming at avoiding excess signalling due to NAS recovery. The SA3 response comprises three solutions for enabling RRC Connection Reestablishment for DoNAS. Thus, including Rel-13 for reference, the following four approaches are considered in this contribution:

1.
Rel-13 handling (NAS recovery with TAU)

2.
Reestablishment with AS token 

3.
Reestablishment with NAS solution A

4.
Reestablishment with NAS solution B

For convenience and ease of comparison the format of signalling flows for different approaches have been unified.

2.1
Approach 1

Figure 1 shows the signalling for NAS recovery with TAU in case of RLF in Rel-13.
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1. RRCConnectionRequest

2. RRCConnectionSetup

3. RRCConnectionSetupComplete (TAU Request)

8. DLInformationTransfer (TAU Accept)


Figure 1: NAS Recovery with TAU (Rel-13 handling)

According to the NAS protocol [7], NAS recovery is initiated when connection is lost and the UE has no signalling or user uplink data pending or the tracking area has changed.

Observations:

-
If the UE has signalling or user uplink data pending and tracking area has not changed, TAU is not needed. 
2.2
Approach 2
Figure 2 shows a unified signalling flow for the AS token based solution in [4] (style aligned with Figure 1). The flow is based on understanding from the description in S3A0007 [5].
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Figure 2: Reestablishment with AS token

Observations:
-
Token validation/connection verification is performed within the RAN

Note:
In addition, SA3 suggests to also integrity protect the DL RRC message with a DL token.

-
Over the air signalling can reuse legacy format

-
If the UE re-connects in a cell controlled by the same eNB, signalling towards MME may not be needed 

2.3
Approach 3

Figure 3 shows a unified signalling flow for NAS solution A in [4]

 REF _Ref481847845 \r \h 
 \* MERGEFORMAT [6] (style aligned with Figure 1). The flow is based on understanding from the description in S3A0008 [6].
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Figure 3: Reestablishment with NAS solution A

Note: Step 15 did not appear in the original description in S3A0008 [6], but being present in all other approaches. we wonder if it would not be needed also with this approach.
Observations:

-
Signalling towards MME required for token validation/connection verification

-
Special S1-AP procedure for connection verification needed on top of context relocation
-
Even if the UE re-connects in a cell controlled by the same eNB, signalling towards MME is needed 

-
New over the air signalling format for RRCConnectionReestablishmentRequest needed

-
It appears that MME may need to keep RAN informed about S-TMSI reassignments

2.4
Approach 4

Figure 4 shows a unified signalling flow for NAS solution B in [4]

 REF _Ref481847845 \r \h 
 \* MERGEFORMAT [6] (style aligned with Figure 1). The flow is based on understanding from the description in S3A0008 [6].
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Figure 4: Reestablishment with NAS solution B

Observations:

-
Signalling towards MME required for token validation/connection verification

-
Signalling for context relocation indication and token validation integrated

-
Still, even if the UE re-connects in a cell controlled by the same eNB, signalling towards MME is needed 

-
New over the air signalling format for RRCConnectionReestablishmentRequest needed

3
Conclusion
Based on the above we find that:

-
Approaches 2, 3 and 4 add 1 UL transmission over Uu compared with Rel-13 (approach 1).

-
Approach 2 can reduce S1 signalling compared to Rel-13.

-
Approach 3 can increase S1 signalling compared to Rel-13 due to connection verification in MME and need for MME to keep RAN informed about S-TMSI reassignments.

-
Approach 4 can be on par with Rel-13 w r t S1 signalling.

-
Approach 1 has no protocol impact.

In summary, the introduction of reestablishment for DoNAS provides limited savings on Uu, and when the connection verification is done by the MME the S1 signalling as well as protocol impact may increase. It is therefore suggested to choose approach 1 or 2 for recovery after RLF for Rel-14.

It is proposed to agree that:

Proposal 1 Rel-13 behaviour is used for recovery after RLF in Rel-14; i.e., RRC connection reestablishment is not introduced for DoNAS (approach 1).

In case Proposal 1 is not agreed, it is proposed that:

Proposal 2 AS token based RRC connection reestablishment for DoNAS (approach 2) as described in S3A0007 is used for recovery after RLF in Rel-14. RAN3 BL CRs are available for that approach.
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