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1   Introduction
In last RAN2 meeting, it was agreed that the following RRC messages can be sent via the SRB in the SCG [1]:

· RRCConnectionReconfiguration and RRCConnectionReconfigurationComplete
· MeasurementReport

But whether other RRC messages can also be sent via the SCG SRB is still FFS. In this contribution, we mainly discuss how to send the counter check message to UE in LTE-NR interworking. 

2   Discussion 
As defined in the specification, the counter check message is used by the network to request the UE to verify the amount of data sent/received on each DRB.
In LTE DC, SeNB may request the MeNB to execute a counter check procedure to verify the value of the PDCP COUNT associated with DRB offloaded to the SeNB. But because RRC is located in MeNB, so UE only receives the counter check message from the MeNB. 
The counter check procedure triggered by the SeNB is shown below. 


[image: image1.emf]UE MeNB SeNB

SeNB Counter Check Request

(E-RAB ID, UL COUNT, DL COUNT)

CounterCheck

(DRB ID, UL COUNT MSB, DL COUNT MSB)

CounterCheckResponse

(DRB ID, UL COUNT, DL COUNT)


Figure 1 Counter check procedure triggered by the SeNB in LTE DC

As mentioned in [2], the counter check procedure is triggered whenever any of the PDCP COUNT values reaches a critical checking value. If the SeNB triggers a counter check procedure, the SeNB will send a SeNB Counter Check Request message to the MeNB over the X2-C, including the expected values of PDCP COUNT and associated E-RAB IDs. 
After receiving the SeNB Counter Check Request message from the SeNB, the MeNB sends a CounterCheck message to UE. The CounterCheck message contains the most significant parts of the PDCP COUNT values which are sent from the SeNB and associated DRB IDs. UE compares the PDCP COUNT values received in the CounterCheck message with the values of its radio bearers. 

If the MeNB receives a CounterCheckResponse message that does not contain any PDCP COUNT values, the procedure ends. If the MeNB receives a CounterCheckResponse message that contains one or several PDCP COUNT values, the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or Q&M server for further traffic analysis for e.g. detecting the attacker. 

Observation 1: In LTE-DC, UE only receives the counter check message from the MeNB, and only the MeNB needs to know the UE counter check results.

Observation 2: If the UE counter check is failure, the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or Q&M server for further traffic analysis for e.g. detecting the attacker.
In RAN2 #97 meeting, it was agreed that UE can be configured with an SCG SRB to allow SN RRC message to be sent directly between UE and SN. That means UE can send/receive RRC message to/from the SN directly, if the SCG SRB is configured. In this case, there are three solutions for the SN to send the counter check message in LTE-NR interworking.
· Solution 1:  Similar to LTE DC, SN sends the checked PDCP COUNT and associated radio bearer identifiers to the MN over X2 interface, and the MN generates the final counter check message to UE including the MSB of PDCP COUNT and associated DRB ID.
· Solution 2: SN generates a RRC counter check message including the MSB of PDCP COUNT and associated DRB ID, and sends this RRC as a container to UE via the MN. 
· Solution 3: If SCG SRB is configured, the counter check message generated by the SN can be sent via SCG SRB directly.
Compared with solution 1, in solution 2 and solution 3, if the RRC counter check message is generated by the SN, UE should send a counter check response to the SN. If the UE counter check is failure, the SN should further notify the MN to do the related handling. In this case, an additional message needs to be defined between the SN and the MN, which has big impact on the specification, and additional delay is needed
Based on the above analysis, in order to reduce the impact on current counter check procedure, we propose that:

Proposal 1: The counter check procedure in LTE DC is reused in the LTE-NR interworking, i.e. SgNB sends the counter check request to the MeNB, and the MeNB triggers counter check using LTE RRC.

3   Conclusion
In this contribution, we discuss the counter check handling in LTE-NR interworking and have the following observations and proposal:
Observation 1: In LTE-DC, UE only receives the counter check message from the MeNB, and only the MeNB needs to know the UE counter check results.

Observation 2: If the UE counter check is failure, the MeNB may release the connection or report the difference of the PDCP COUNT values to the serving MME or Q&M server for further traffic analysis for e.g. detecting the attacker.
Proposal 1: The counter check procedure in LTE DC is reused in the LTE-NR interworking, i.e. SgNB sends the counter check request to the MeNB, and the MeNB triggers counter check using LTE RRC.

4   Reference

[1] Report of 3GPP TSG RAN WG2 meeting #97bis, Spokane, USA.
[2] TS 33.401, “3GPP System Architecture Evolution (SAE); Security architecture (Release 13)”. 

3GPP


_1554366031.vsd
UE


MeNB


SeNB


SeNB Counter Check Request
(E-RAB ID, UL COUNT, DL COUNT)


CounterCheck
(DRB ID, UL COUNT MSB, DL COUNT MSB)


CounterCheckResponse
(DRB ID, UL COUNT, DL COUNT)



