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1. Introduction
SA3 has evaluated the need for security & potential solutions for RRC connection re-establishment in NB-IoT for CP. SA3 has provided details of the three solutions in [1] and left it for RAN2 and RAN3 to select one or more solutions. This paper considers the three solutions from RAN2 perspective.
2 Potential solutions

2.1 NAS security solution for DoNAS RLF

There are two possible NAS-based solutions described in [2], which differ in one key aspect: the UE identity used by target eNB. This difference then leads to different interactions between target eNB, source eNB and MME as depicted in Figure 1 and Figure 2.
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Figure 1 RRC Reestablishment using S-TMSI
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Figure 2 RRC Reestablishment using C-RNTI

As can be seen from the above figures, in the first case the new (target) eNB only interacts with MME, and if security check in MME fails then source eNB is not disrupted in any way. In the second case, the source eNB would potentially stop serving the UE once it receives RLF Indication from target eNB and proceeds to verify it is a genuine request. Even in the successful case there is very little information in the UE context in source eNB that needs to be transferred to the target eNB (and this can be provided directly by the MME when establishing the target side S1 connection).
In the first case, the retrieval of the undelivered NAS PDUs at source can also be triggered by the MME once it authenticates the request of the UE. Overall, the S-TMSI option requires only 2 target-side S1 messages (plus one more to trigger retrieval of NAS PDUs at target); while the C-RNTI option requires 2 X2 messages, 2 S1 messages at the source, and (not shown in Figure 2) another 2 S1 messages at the target to establish the S1 connection.
Observation 1: RRC Connection reestablishment using S-TMSI does not involve the source eNB until UE is authenticated by MME, and seems to require fewer S1/X2 messages.
Observation 2: RRC Connection reestablishment using S-TMSI does not require X2 interface support. 
2.2 RRC Connection Reestablishment using authentication by Source eNB

The flow for this solution is depicted below
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Figure 3 RRC Reestablishment with eNB security validation

The solution depicted in Figure 3 requires X2 interface support just as the solution depicted in Figure 2. The key difference in this case is that eNB must validate the UE and this requires the MME to provide the necessary security credentials to eNB. This is a departure from NB-IoT CP solution where eNB plays no part in authenticating the UE. As per [4], parameters such as ‘NB-IoT constant’ and ‘K Token’ need to be provided to eNB by MME in addition to source and target PCID and ‘UL token’.

Observation 3: RRC Connection reestablishment eNB validation requires eNB to support security function that is not present in CP solution.
3 Conclusions
This paper has briefly described the three main solutions proposed, and some of their characteristics. It is noted that the S-TMSI / NAS solution 
· requires fewer S1/X2 messages than the alternatives,

· does not require security information to be kept in the RAN context (for CP CIoT operation), and

· does not rely on X2 connectivity. 
Stage 2 and stage 3 CRs for this option are provided [5,6].
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