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Introduction
Counter check procedure is used optionally by E-UTRAN to periodically perform a local authentication, i.e. the UE is requested to check if, for each DRB, the most significant bits of the COUNT value match with the values indicated by E-UTRAN.
In LTE DC, SeNB initiated counter check procedure is used to verify the PDCP COUNT values associated with SCG bearers. The procedure is shown as below [1]:


Figure 1: Legacy LTE DC Counter Check Procedure
For LTE-NR tight interworking (option3a/3x), assuming that the same counter check procedure as LTE-DC is adopted for EN-DC (so far how to perform the counter check in NR is not decided yet.), i.e. SgNB triggers counter check and sends the PDCP COUNT values of all SCG DRBs to MeNB, MeNB may probably not understand the COUNT CHECK REQUEST message from SgNB, since the value range of DRB ID and PDCP COUNT values of SCG bearers may be different from MeNB’s. Considering the case that MeNB offloads the majority of E-RABs to SgNB, counter check procedure may be seldom triggered by MeNB itself for long time, thus security risks occur if MeNB cannot get any usable counter check information of SCG bearers.
In this paper we will discuss how to solve above issue.
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[bookmark: _GoBack]For EN-DC, it has been agreed to introduce direct SCG SRB in RAN2#97:
· UE can be configured with an SCG SRB to allow SN RRC messages to be sent directly between UE and SN.
· For SN RRC reconfigurations not requiring any coordination with MN then SN RRC messages can be transported directly to the UE (or eNB implementation can be deliver it embedded within a MN RRC message)
Based above agreements, technically it is feasible that the SgNB independently performs the counter check procedure with UE. For example, similar counter check procedure as LTE could be adopted, i.e. SgNB triggers counter check procedure (if the PDCP COUNT value of any SCG DRB reaches a pre-defined value) and sends counter check message including all PDCP COUNT values of all SCG DRBs to UE, UE feedbacks to SgNB directly with the counter check response message over SCG SRB, including the PDCP COUNT checking results, then SgNB can transfer the counter check results of SCG bearers to MeNB in understandable format.
An example of independent SN initiated counter check procedure is shown in figure 2.


Figure 2: Example of independent SN initiated Counter Check Procedure for EN-DC
Based on above analysis, we propose the counter check procedure can be initiated by MN and SN independently in EN-DC, and SN initiated counter check message and the response message from UE can be transferred on SCG SRB.
Proposal 1: In MR-DC, the counter check procedure can be initiated by MN and SN independently.
Proposal 2: The Counter Check related messages can be transferred over SCG SRB.
In the procedure in figure 2, the SgNB only needs to report the Count Check failure of SCG bearers to the MeNB, otherwise SgNB doesn't send anything to MeNB.
Proposal 3: SN doesn't need to transfer any Counter Check result info to MN if there's no Counter Check failure detected.
As mentioned above, it has not been yet decided whether the same value ranges of DRB ID and PDCP COUNT of LTE are adopted for NR, thus some simplification on the Counter Check results needs to be considered. Two potential alternatives are listed below:
· Alt-1: SN initiated SN release message with a cause for Counter Check failure.
· Alt-2: One indication to inform the Counter Check failure of SCG bearers, e.g. one-bit of TRUE/FALSE indication could be considered for simplification, or more bits for further detailed information about the failure.
In current phase, SN initiated SN release is meant to be supported as essential procedure in MR-DC, which means alt-1 can be easily supported with minor impacts on the specification.
Proposal 4: Once counter check failure is detected in SN, SN release required could be sent to MN with the cause for counter check failure.
From SA3's viewpoint, MN should be the final decision maker for the Counter Check failure handling, i.e. Simple SN release might not be enough. Hence more information about Counter Check results from SN is still needed for MN to make wise decision, e.g. release the whole connection of UE or just report to MME/O&M to track the attacker, hence Alt-2 seems also necessary. 
Proposal 5: Once counter check failure is detected in SN, one counter check failure indication should be sent to MN.
Note that Alt-1 and 2 do not conflict to each other, both of them can be applied.
Conclusion
Proposal 1: In MR-DC, the counter check procedure can be initiated by MN and SN independently.
Proposal 2: The Counter Check related messages can be transferred over SCG SRB.
Proposal 3: SN doesn't need to transfer any Counter Check result info to MN if there's no Counter Check failure detected.
Proposal 4: Once counter check failure is detected in SN, SN release required could be sent to MN with the cause for counter check failure.
Proposal 5: Once counter check failure is detected in SN, one counter check failure indication should be sent to MN.
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