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1 Introduction
Two candidate options have been captured in the study phase for the path switch.

Some tentative comparison papers were already seen at last RAN3#94 Adhoc and RAN3#95 which revealed that clarifications on the options were still needed.

This paper therefore first provides a reminder of the options before doing the comparison, then concludes.

2 Description
The first option is the out-band path switch already used in LTE (legacy).

The second option is an optimization of the first option called in-band path switch which main goal is to aim at reducing the latency. The call flow is shown below with one UPF:
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Figure 1: Intra-NG RAN Handover using in-band Path Switch over NG-U

Important Clarifications on option 2
Due to frequently asked questions, we would like to pro-actively bring the following clarifications which might not have been well understood:

· Just after handover execution the target gNB2 generates a few “uplink start marker packets” before delivering the uplink packets received over the radio

· gNB2 also generates an NGAP Path Switch Request message at step 4 which does not need to contain TNL addresses.

3 Evaluation
Evaluation
Fast Path Switch: from gNB point of view, option2 has faster than option 1 the switching of the path from source gNB to target gNB, as no control plane signalling is needed go through 5G CP before the actual switching of path. The exact comparison is:
· Legacy path switch (option 1): 3 Control Plane messages (gNB -> AMF -> SMF + SMF -> UPF) + intra UPF (CP -> UP) which means about 2+3+1+1 = 7 ms

· In-band path switch (option 2): direct UP packet (gNB UP -> UPF) which means about 1 ms.

The switching time is reduced by a factor 7.
Buffering for UL data: Buffering of UL data in gNB means to buffer the UL received from the UE in the period between the completion of the handover procedure in the air and the completion of handover procedure in NG. For option 1, it is assumed that target gNB is sending UL data after the Acknowledge from the 5GCP so it needs to buffer in gNB.  For option 2, the actual first uplink packets received at target side trigger the path switch and are immediately delivered upwards: there is no need to buffer neither in UPF nor gNB.
NOTE: It is also important to note that this also results in important latency gains which are key to near URLLC targets. 
Security: A network configuration where outsiders can send traffic to the NG-U interface of UPFs or gNBs is not a reasonable possibility from a security point of view. The gNBs and UPFs could be attacked in various ways, on all protocol layers they support. The attack to send fake uplink traffic to an UPF is by far not the worst, as it affects only PDU sessions. Other attacks could bring down network nodes – those attacks must be avoided in the first place and therefore IPSEC must be used.
This is why in LTE IPsec has been specified, reducing the possible attack surface (of a node placed in a non-isolated network) to IKE and the IP/IPsec protocol layer (and lower layers, obviously). IPsec can only be omitted, if the links are effectively protected in some other way, i.e. if the nodes are not exposed to traffic from outsiders.
In conclusion, in a network, either the nodes are not exposed to traffic from outsiders and the in-band path switch is safe; or, the nodes are exposed but then IPSec is assumed being used otherwise the network would be vulnerable to much more serious attacks (while pre-configured access control list (ACL) with gNB IP addresses in the UPF could still be applied for in-band path switch to verify trusted senders).
Reliability: Option1 is using NG-C by the mean of SCTP, which is a reliable transport protocol. For option 2 the uplink UP packets are carried over UDP. It could thus be thought at first sight that option 1 is more reliable. But it is actually not true. Indeed:

· In option 1 if the SCTP packet carrying the Path Switch Request message gets lost, it will be repeated but with an SCTP retransmission timer of 5 or 10 ms which will delay the actual path switch,  

· In option 2, any uplink user plane packet is able to trigger the path switch. So if the first packet happens to get lost the second packet will trigger the path switch almost instantaneously. In option 2 the target gNB also sends a few dummy packets in case there is no uplink packets to send. 
It should also be noted that if the whole user plane path would get erroneous in option 2, option 2 also has a CP Notification message towards the AMF (see step 4 in the figure) which can be used for subsequent recovery from such a failure.
Changing of UPF: For option 2 the changing of UPF can be done later when 5G CP is informed whereas in option 1 the changing of UPF can be done also during the Path Switch procedure. Here option 1 therefore provides a possible optimization but which needs to be weighted by the fact that a very small percentage of path switch occurrences are concerned by such optimization.

Complexity for UPF: it has been the trend to separate the U-Plane and C-Plane. From this perspective option 2 could be seen more “natural” because a path switch operation is foremost a user plane switch and using user plane packets for that seems natural. It should additionally be noted that e.g. IP routing can be considered as an autonomous U-plane function and for IP transport there is specified IP control protocol running between hosts and routers over the user plane. This situation will not change due to C-plane and U-plane separation in 3GPP.
On the other hand it is true that it is an additional mechanism to implement in the UPF so it brings UPF more complex in the sense that this is an additional feature to be implemented.

Comparison Table

	
	Option 1 (out band path switch (legacy))
	Option 2 (in-band path switch)

	Latency
	(7 ms)
	++   (< 1ms)

	Buffering
	
	++ (no buffering)

	Security
	Same (assuming IPSec)
	Same (assuming IPSec)

	Reliability
	
	+ (faster retry in case of message lost)

	Changing of UPF
	+ allows optimization (but un-frequent case) 
	

	Complexity of UPF
	+ (needs to implement this additional feature)
	


We can see from the table that the option 2 allows to benefit from two key advantages in all scenarios (i.e. nominal scenarios) which are:

· Latency decreased by a factor 7
· Eliminates UL buffering with associated reduced uplink latency on top
Of course, compared to option 1 these additional advantages have a cost:

· In UPF change scenarios must be done in two steps (however un-frequent scenarios)

· Option 2 is an additional mechanism to implement in UPF

It should be pointed out that the latency requirements can reveal key in order to meet the targets specified in [6].

Assuming option 1 has been selected as the baseline, the above comparison table justifies to have option 2 on top of option 1 in order to benefit from the latency and buffering gains in frequent scenarios even if we lose one advantage in rare scenarios (slower UPF change).

Proposal 1: add option 2 on top of option 1 or at least design option 1 so that option 2 can be added later in a backwards compatible way.

4 Conclusion and proposal
This paper has provided a thorough comparison of the two path switch options captured in the TR during the study phase and shown that option 2 can bring along key advantages in some scenarios which justifies its introduction.

Proposal 1: add option 2 on top of option 1 or at least design option 1 so that option 2 can be added later in a backwards compatible way.

Proposal 2: agree the Text Proposal for Path Switch Request procedure in TS 38.413 in tdoc [5].
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